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a b s t r a c t 

The Logistic map is a classical chaotic system and has been used as a chaotic cipher in the real number 

field. This inevitably leads to the degradation of finite precision under the computer environment, and 

it also is very difficult to guarantee the security of the cryptosystem using the Logistic map over the 

real number field. To overcome these drawbacks, in this paper, we extend the Logistic map-3 to the 

finite field Z 3 n , and give theoretical analysis about some period properties of the Logistic map-3 over 

Z 3 n . Moreover, we discuss the control parameters which can change the behavior of the mapping, and 

also find that the maximum period can change with the control parameter. Furthermore, we analyze 

some characteristics including maximum period, generation time, NIST test, power spectrum, correlation 

property, phase diagram and Lyapunov exponent. Simulation results show that the period of Logistic map- 

3 over Z 3 n is longer than Logistic map-1 over Z 3 n , and much longer than Logistic map-1 over Z 2 n , and 

the same as Logistic map-2 over Z 3 n . Simulation experiments also show that the Logistic map-3 over 

the finite field has some good features including non-periodic, random, noise-like properties, continuous 

spectrum, good correlation, well uniform distribution, controllable length of generated sequence, positive 

Lyapunov exponent, and good sequence generation speed. Therefore, we attempt to design a nonlinear 

transformation based key stream generator by using the Logistic map-3 over Z 3 n and apply to image 

encryption. The performance analyses including statistical analysis, Shannon entropy analysis, differential 

attack analysis, and speed analysis also show that our proposed method may be suitable for practical 

cryptographic application. 

© 2018 Published by Elsevier B.V. 

1. Introduction 

In real-world, the non-linear phenomena is much more general 

than the linear phenomena. Chaos can be usually found in a deter- 

ministic system and it is a type of random-like behavior. In 80s and 

90s twentieth century, researchers concentrated on how to lead to 

chaos, properties of chaos, and applications of chaos [1,2] . Chaotic 

maps have a number of significant and well characteristics which 

include randomness, sensitive to the initial value, the continuous 

power spectrum, unpredictable, etc. Hence, there are a large num- 

ber of trials to discuss the dynamic behavior of the generalizing 

chaotic mapping in chaotic cryptography [3–13] . However, in prac- 

tical application the state space of a chaotic system may be dis- 

crete because of the limited computation, memory and communi- 

cation capabilities [14] . How to select chaotic mapping which sat- 
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isfies the requirements of the cryptographic properties is a very 

important problem to be solved. 

Kocarev proposed some guiding methods, i.e., the selected 

chaotic map must at least satisfy with mixing property, robust 

and large parameter set [14] . There are a lot of discrete chaotic 

maps such as Logistic map [15] , Henon map [16] , Arnold map [17] , 

etc. Three traditional Logistic maps in the real domain are defined 

as Logistic map-1, f 1 R (x ) = μx (1 − x ) , Logistic map-2, f 2 R (x ) = 1 −
μx 2 , and Logistic map-3, f 3 R (x ) = μ − x 2 , respectively, where μ is 

the control parameter of map and x is a real number. However, 

the traditional chaotic map over the real domain has a disadvan- 

tage that the calculation accuracy of the floating point number 

can be doubled to increase when implementing the map by com- 

puter. And, this will lead to a serious drawback for practical ap- 

plication. In order to overcome the above problem, a large num- 

ber of researchers have generalized chaotic maps to the finite field 

[5,18–22] . Determining length is considerably significant in actual 

engineering applications such as sequence generator and cryptog- 

raphy. A lot of researches have proven that the Logistic mapping 
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over the finite field can generate long sequences [23–26,29] . For 

the security of the cryptosystem, long period of password in a lim- 

ited number domain can guarantee that it is very difficult to be 

attacked, while the traditional Logistic map is bounded to degen- 

erate result in period property which is detrimental to the security 

of the resulting password system. While the Logistic map over in- 

tegers is based on a rounding, and the Logistic map over the prime 

field is based on remainder. In addition, the values of variant maps 

are integers. However, there exist some drawbacks in conventional 

methods, such as finite precision, restricted complexity, finite ran- 

domness, and so on. These defects are detrimental to the security 

of the password system. 

In [27] , to overcome these drawbacks, the authors discussed 

some maximum periodic properties of generation sequences from 

the Logistic map-1 f 1 R (x ) = μx (1 − x ) over the finite field Z 2 n , and 

gave some but not comprehensive theoretical proof, and inferred 

the control parameter of the Logistic map would affect the values 

of the map. 

The above three Logistic maps over the real field have simi- 

lar characteristics, while the especial and complex properties of 

the Logistic maps over the finite field are not involved and still 

worthy of further study. In [28] , the authors discussed the Logis- 

tic map-1 f 1 R (x ) = μx (1 − x ) over the finite field Z 3 n and analyzed 

period properties of generation sequences from the Logistic map-1 

over Z 3 n . In [30] , the authors analyzed the Logistic map-2 f 2 R (x ) = 

1 − μx 2 over the finite field Z 3 n and provided some characteris- 

tics of Logistic map-2 over Z 3 n . In this paper, we will generate the 

Logistic map-3 f 3 R (x ) = μ − x 2 to the finite field Z 3 n . The Logis- 

tic mapping ranges from 0 to 3 n − 1 by performing this expansion. 

Furthermore, we will derive the efficiently computational form of 

the Logistic map-3 over Z 3 n , and analyze the period properties 

of generation sequences from Logistic map-3 when the sequence 

value takes all values over Z 3 n by theoretical analysis with the dy- 

natomic polynomial arithmetic theory in detail. The maximum pe- 

riod of generation sequences from this map could be affected ac- 

cording to different control parameters. In addition, some exam- 

ples are provided to demonstrate the effectiveness and correctness 

about our analysis. The analysis of characteristics about the Logistic 

map-3 over the finite field will be presented. The length of gener- 

ation sequences from the Logistic map-3 over Z 3 n in this paper is 

much longer than that of the Logistic map-3 over the integer field, 

and also much longer than that of the Logistic map-1 over Z 3 n , and 

the same as that of the Logistic map-2 over Z 3 n . And the genera- 

tion time of Logistic map-3 over Z 3 n is faster than that of Logistic 

map-1 over Z 3 n , and also faster than that of Logistic map-2 over 

Z 3 n . The length of these sequences is much longer which is avail- 

able for the pseudorandom number generation, the chaotic encryp- 

tion, etc. The Logistic map over the finite field has other some good 

characteristics such as non-periodic, random, noise-like properties, 

continuous spectrum, good correlation, well uniform distribution, 

controllable length of generated sequence, positive Lyapunov ex- 

ponent and good sequence generation speed. 

It is well-known that the chaotic stream cipher which has be- 

come an important branch of cryptography has been studied for 

decades. The security of a stream cipher system mainly depends on 

the unpredictability of the key stream, so how to design the high 

quality key stream generator is a very important issue. Usually, 

the main factors that affect the security of a stream cipher sys- 

tem are key space size, stream period, linear complexity of stream, 

etc [31] . So we attempt to design a nonlinear transformation based 

key stream generator by using the Logistic map-3 that its period is 

expanded effectively to the finite field Z 3 n . At last, we will design 

an image encryption using this key stream generator, and apply to 

image encryption. In terms of a cryptographic system, the security 

and efficiency are two important factors. Many image encryption 

systems have been analyzed [32–38] . So we will carry out the per- 

formance analysis including statistical analysis, Shannon entropy 

analysis, differential attack analysis, and speed analysis. 

The remaining part of this paper is organized as follows. 

Section 2 includes a few preliminaries which are fundamental 

for comprehension of our analysis. Period properties of Logistic 

map-3 over the finite field Z 3 n will be presented in Section 3 . 

Some characteristics about maximum period, generation time, NIST 

test, power spectrum, correlation property, phase diagram and Lya- 

punov exponent will be presented in Section 4 . Applications in- 

cludes the key stream generator, image encryption, and perfor- 

mance analysis will be described in Section 5 . Finally, conclusions 

will be drawn in Section 6 . 

2. Preliminaries 

In this section, we first derive some forms of the Logistic map 

over the real domain, integer, and finite field respectively. Then, we 

will present some arithmetic methods about dynatomic polynomi- 

als which play an important role in analyzing the period property 

of sequences generated by polynomials. These methods are also 

useful in the analysis of chaotic cipher. 

2.1. Logistic maps and their variants 

The Logistic map-3 over the real domain can be defined as 

f 3 R (x i ) = μ − x 2 i , (1) 

where x i ∈ [ −μ, μ] is a real number for all i = 1 , 2 , 3 · ··, and μ∈ [0, 

2] is a control parameter. It is well known that for μ = 2 , this Lo- 

gistic map enters into chaos. 

To solve the calculation accuracy problem of floating point 

number, we can derive this Logistic map over integers from 

Eq. (1) as 

f (n ) 
3 R 

(x ′ i ) = 2 

n μ − (x ′ i ) 2 / 2 

n , (2) 

where n is the precision for elements of this Logistic map, x ′ 
i 
= 

2 n x i , and f (n ) 
3 R 

(x ′ 
i 
) = 2 n f 3 R (x i ) . 

By Eq. (2) , we can define a function for this Logistic map over 

integer field as 

f (n ) 
3 Int 

(X i ) = � 2 

n μ − X 

2 
i / 2 

n � , (3) 

where X i ∈ [0, 2 n ] is the integer part of x ′ 
i 
, and � · � is the floor func- 

tion. 

According to Eq. (3) and mod function, this Logistic map over 

the prime field is defined as follows: 

f 3 Z p (X i ) = (p − 1) μ − X 

2 
i 

p − 1 

( mod p) , (4) 

where p is an odd prime, Z p is a prime field modulo p , X i ∈ [0 , p −
1] is an element in Z p , and μp ∈ [0 , p − 1] is a control parameter. 

Definition 1. We define N as a modulo and N = q n , where q is a 

small prime and n is a natural number, and by Eq. (4) , we get that 

the Logistic map-3 over Z N can be written by 

X i +1 = f 3 Z N (X i ) = (N − 1) μN −
X 

2 
i 

N − 1 

( mod N) , (5) 

where μN ∈ [0 , N − 1] is the control parameter of the map, and X i ∈ 

[0 , N − 1] . 

According to above Definition, we get the below lemma. 

Lemma 1. 

X i +1 = f 3 Z N (X i ) = X 

2 
i − μN ( mod N) . (6) 

Proof. By using Eq. (5) , and because N − 1 ≡ −1( mod N) , 

X i +1 = (N − 1) μN −
X 

2 
i 

N − 1 

( mod N) , 
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