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Recently, a number of image ciphers using cellular automata (CA) or combined with chaotic maps have
been proposed. However, most of them suffer from some intrinsic drawbacks such as small rule space,
low diffusion and no explicit classification of CA rules. To overcome these drawbacks, this paper presents
a novel image cipher based on Life-like cellular automata and chaos. The proposed image cipher con-
sists of two sub-processes: permutation and substitution. In the permutation, a two-dimensional Logistic-
adjusted-Sine map (2D-LASM) with excellent properties is adopted to shuffle the pixel positions. In the
substitution, a second-order Life-like CA with a balanced rule is employed. The balanced rules make the
distribution of 0 and 1 in Life-like CA gradually be in equilibrium during the process of iteration. Second-
order CA can preserve the result of CA after each iteration to obtain the reversibility. Furthermore, to
resist chosen-plaintext and known-plaintext attacks, the algorithm controls the initial conditions of 2D-
LASM by the key and the weighted histogram of the plain-image. Theoretical analysis and experimental
results both show that the proposed scheme has prominent cryptographic performances and can resist
the common attacks effectively, which is very suitable for image encryption.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

Nowadays, with the rapid development of information technol-
ogy, plenty of digital images have been transmitted on the net-
works, stored in the cloud and shared in mobile phones. These
images not only involve personal privacy but also relate to social
safety. Therefore, the security of digital images is highly regarded
[27] and various image ciphers [1,4-6,14,16,20,37,41,43,45,48| have
been proposed. In recent years, two dynamic systems called cel-
lular automata (CA) and chaotic system have been shown to be
suitable for image encryption due to their attractive features such
as sensitivity to initial condition, random-like dynamical behaviors,
and unpredictability of evolution.

Chaos is a non-linear dynamic system which has been
widely applied in cryptography [8,9,13,15,19,24,33,39,46]. For one-
dimensional (1-D) chaotic maps, such as Logistic map, Sine map
and Tent map, their structures and trajectories are very simple,
therefore the hardware implementations are relatively easy. For ex-
ample, Wang et al. [39] utilize 1-D Logistic map to encrypt the R,
G, B components of a color image at the same time. In [7], the al-
gorithm uses 1-D Logistic-Sine System (LSS) derived from Logistic
map and Sine map to generate pseudo-random sequences for block
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permutation and block diffusion. However, as the chaotic signal es-
timation techniques develops [21,25], the encryption schemes us-
ing 1-D chaotic maps are risky to be broken [2,17,18]. Once little
information leaks out, chaotic orbits and initial states may be esti-
mated because of simple chaotic behavior and small key space. On
the other hand, high-dimensional chaotic maps, such as Intertwin-
ing Logistic map [33,46] and Lorenz system, have more variables
and parameters. Their structures are more complex, and orbits
are harder to be predicted. In particular, high-dimensional hyper-
chaotic systems have more than one Lyapunov exponents, with
more complex behaviors. In [13], Gao and Chen propose a hyper-
chaotic system for image encryption with excellent performances
and large key space. However, it is difficult to resist chosen-
plaintext and known-plaintext attacks [32] due to the weakness
of the encryption structure that lack of correlation between the
keystream generation and the plain-image. In [41], Wang et al.
add a nonlinear controller on the basis of Lorenz system, mak-
ing the chaotic map become a four-dimensional hyper-chaotic map.
Although high-dimensional chaotic system has outstanding perfor-
mance, it requires a high computational overhead, which increases
the entire time of image encryption.

CA is a discrete dynamical system. It possesses a unique advan-
tage in the field of image encryption thanks to its simple regular
structure, local interaction, random-like behavior and massive par-
allelism [34]. It was first introduced into the cryptography by Wol-
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fram for stream cipher [42]. Since then, many scholars have began
to study the application of CA to image cryptosystems [1,3,12,28—
30,30,40]. A parallel block-based image cipher with reversible CA is
proposed in [23]. It applies the 1-D CA to encrypt the same image
by multiple processes running independently on bit-level. In [44],
Yang et al. put forward quantum gray-scale image encryption using
1-D quantum CA. However, since the process of evolution is per-
formed on one-dimensional level, the rule space is relatively small,
and the diffusion degree is quite low. A 2-D CA named "Game of
Life” is applied to scramble the image in [37], but the scrambling
effect is not satisfactory, since the scrambled image contains obvi-
ous texture features of the original image. In [38], Wang et al. use
reversible CA combined with chaotic map to encrypt image. The
two initial configurations of 2-D CA are constructed by 4 higher
bits of the permuted image and the chaotic map, respectively. Al-
though the algorithm can save the time of encryption, an addi-
tional storage space is required to record extra information to en-
sure that two initial configurations can be used in the decryption
phase. In [36], Souyah et al. design an image encryption scheme
based on chaotic-memory CA. The pixel values are changed se-
quentially by means of chaotic system, followed by fourth-order CA
associated with the mechanism of quadtree decomposition to fur-
ther diffuse the image in the substitution stage. Through the above
discussion, it can be seen that most CA-based image ciphers adopt
the reversible 2-D CA with arbitrary rules, which makes larger key
space and higher diffusion degree. However, different local rules
of CA produce different evolution properties. Some of them exhibit
fixed or periodic structures, while others exhibit random or chaotic
aperiodic behaviors. Therefore, the choice of local rules need to be
further considered.

It is necessary to establish the association between the cryp-
tosystem and the plain-image in order to make the scheme have
an immunity against chosen-plaintext and known-plaintext at-
tacks. In [7], the initial conditions of the chaotic system is cal-
culated by a hash function called SHA256 to make keystream de-
pendent on the plain-image. However, the secret keys are differ-
ent when different plain-images are encrypted. Thus, they must
be transmitted to receivers every time. Not only does the network
transmission costs increase, but also the keys are exposed to the
risk of being intercepted. In [46], pre-modular operation is pro-
posed at the beginning of encryption and a self-adaptive scheme
is designed as a remedy after confusion. The initial values and
control parameters are updated by the summation of all pixels in
the preprocessed images. However, two different locations of pix-
els still can be found. When their values are changed at the same
time, the summation of all pixels remains unchanged.

To overcome the above matters, this paper proposes a novel
image cipher based on reversible Life-like cellular automata (Life-
like CA) with a balanced rule combined with chaotic map. In or-
der to obtain high chaotic performances and low computational
costs, this paper adopts a two-dimensional Logistic-adjusted-Sine
map (2D-LASM). Compared with other 2-D chaotic systems, it has
a wider range of chaos and can exhibit hyper-chaotic character-
istics. To solve the problems of low diffusion degree in 1-D CA
and no explicit classification of rules in 2-D CA, a second-order
Life-like CA with balanced rule is proposed. In the substitution
stage, the permuted image is transformed into two square binary
matrices with the same size, and then the Life-like CA is em-
ployed for diffusion. The second-order CA can preserve the result
of each iteration to ensure that the scheme has no loss of reso-
lution and obtains the reversibility. Different Life-like rules show
different evolution performances. Therefore, balanced rules are se-
lected from the rule space, which can make Life-like CA in equi-
librium, that is, in the cell space, 0 and 1 are approximately equal
in number and relatively uniform in distribution. In order to with-
stand chosen-plaintext and known-plaintext attacks, the proposed

scheme makes the initial values and control parameter of the 2D-
LASM controlled by the key as well as the weighted histogram of
the plain-image. Thus, the keystream generated by chaos will be
completely different when any one bit is changed in the plain-
image. The simulation results and security analyses show that the
proposed algorithm has excellent performances in cryptography,
and strong capability against various attacks.

The rest of this paper is organized as follows. In Section 2, 2D-
LASM and reversible Life-like CA with balanced rules are intro-
duced. Then, in Section 3, the structure of the image encryption
algorithm is described in detail. To verify the performance, exper-
imental results and security analyses are shown in Sections 4. At
the end, Sections 5 concludes the paper.

2. Preliminaries
2.1. Two-dimensional Logistic-adjusted-Sine map

Logistic map and Sine map are classical nonlinear discrete-time
dynamical systems, often used in the field of cryptography. They
are defined by Eq. (1) and (2), respectively.

Xiz1 = 4pxi(1 —x;), (1)

Xiy1 = Ssin (Tx;), (2)

p and s are parameters. When p €[0.89, 1] and s<[0.87, 1], Logis-
tic map and Sine map are chaotic. Their bifurcation diagrams are
shown in Fig. 1. Though the properties including pseudo-random
capability, data irrelevance and computation overhead remain well,
they have some common shortcomings, such as small key space,
uneven distribution of sequences and crackable trajectory. In or-
der to solve the above problems, this paper adopts a chaotic map
called 2D-LASM [15] which is defined as following

{ Xip1 = sin(w w(y; + 3)xi (1 — x;)),
Yig1r = sin(mw (X1 +3)yi(1 = yi)),

where p is a parameter. 2D-LASM is derived from Logistic map and
Sine map to obtain more complex structure and larger key space.

Fig. 2 shows that the trajectory of 2D-LASM distributes in the
whole region of the 2-D phase plane, which means that 2D-LASM
has better ergodicity and the generated sequences are more ran-
dom.

The Lyapunov exponent (LE) is an important indictor to evalu-
ate chaotic behavior of a dynamical system [35]. A positive LE de-
notes no matter how close the two initial trajectories are, they ex-
ponentially separate with time in the phase plane. In other words,
a dynamical system with a positive LE can behave chaos. For multi-
dimensional dynamical system, the trajectories can diverge in sev-
eral dimensions if it has more than one positive LE. In this case,
hyper-chaotic behavior appears. According to the method proposed
by Ramasubramanian and Sriram [31], 2D-LASM has chaos when
n €[0.37,0.3]1J[0.4, 0.42](J[0.44, 0.93], and behaves hyper-chaos
when p €[0.44, 0.93]. Therefore, 2D-LASM is more sensitive to ini-
tial conditions. Its structure is more complex and its trajectory is
more difficult to be predicted.

(3)

2.2. Reversible life-like CA with balanced rules

2.2.1. Life-like CA

Life-like CA is an abstract dynamic system [11,22]. It is de-
scribed as a 2-D lattice composed of cells with discrete and finite
states. It evolutes synchronously at discrete time steps in accor-
dance with the given local rules. The Life-like CA can be defined
asCA={C,SV, f}:
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