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a b s t r a c t

This work studies consensus strategies for networks of agents with limited memory, computation, and
communication capabilities. We assume that agents can process only values from a finite alphabet, and
we adopt the framework of finite fields, where the alphabet consists of the integers {0, . . . , p − 1}, for
some prime number p, and operations are performedmodulo p. Thus, we define a new class of consensus
dynamics, which can be exploited in certain applications such as pose estimation in capacity and
memory constrained sensor networks. For consensus networks over finite fields, we provide necessary
and sufficient conditions on the network topology and weights to ensure convergence. We show that
consensus networks over finite fields converge in finite time, a feature that can be hardly achieved
over the field of real numbers. For the design of finite-field consensus networks, we propose a general
design method, with high computational complexity, and a network composition rule to generate large
consensus networks fromsmaller components. Finally,wediscuss the application of finite-field consensus
networks to distributed averaging and pose estimation in sensor networks.

Published by Elsevier Ltd.

1. Introduction

Sensor and actuator networks have recently attracted interest
from different research communities and, in the last years,
classic computation, control, and estimation problems have been
reformulated to conform thedistributednature of these networked
systems (Bullo, Cortés, & Martínez, 2009). An important example
is the consensus problem, where members of a network aim to
agree upon a parameter of interest via distributed computation
(Garin & Schenato, 2010). Consensus algorithms have applicability
in many domains, including robotics (Ren, Beard, & Atkins, 2007),
estimation (Xiao, Boyd, & Lall, 2005), and parallel computation
(Bertsekas & Tsitsiklis, 1997).

In this work we focus on the consensus problem for networks
of agents with limited memory, computation, and communication
capabilities. We assume that agents are capable of storing, pro-
cessing, and transmitting exclusively elements from a finite and
pre-specified alphabet. We model this situation with the for-
malism of finite fields, where the alphabet consists of a set of
integers, and operations are performed according to modular
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arithmetic (Lidl & Niederreiter, 1996). We study linear consensus
networks over finite fields where, at each time instant, each agent
updates its state as a weighted combination over a finite field of its
own value and those received from its neighbors. Besides consen-
sus in capacity and memory constrained networks, our finite-field
consensusmethod is applicable to problems in cooperative control,
networked systems, and network coding, such as averaging, load
balancing, and pose estimation from relativemeasurements. Addi-
tionally, the use of a finite alphabet for computation and commu-
nication makes our consensus method easily implementable and
resilient to communication noise.

Related work: Consensus algorithms have been developed for
different network models, agents dynamics, and communication
schemes. Starting from the basic setup of time-independent net-
work structure, broadcast and synchronous communication, and
unlimited communication bandwidth, consensus algorithms have
been proposed to copewith time-varying topologies (Sun,Wang, &
Xie, 2008), gossip and asynchronous communication (Aysal, Yildiz,
Sarwate, & Scaglione, 2009), and communication errors and link
failures (Kar & Moura, 2009). It has been shown that, under mild
connectivity assumptions on the interaction graph, a simple linear
iteration suffices to ensure consensus (Moreau, 2005). While most
of these approaches assume the possibility of processing and trans-
mitting real values, we consider the more realistic case of finite
communication bandwidth, possibly due to digital communication
and memory constraints. As we show, topological conditions en-
suring consensuswith real values andunlimited bandwidth are not
sufficient for consensus over a finite field.
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A relevant body of the literature deals with consensus over
quantized communication channels, where values exchanged by
the agents are quantized according to a predefined quantization
scheme, and the proposed algorithms are resilient to quantization
errors (Li, Fu, Xie, & Zhang, 2011; Nedić, Olshevsky, Ozdaglar, &
Tsitsiklis, 2009). In these works, although the exchanged data is
quantized, agents perform real-valued computations. Thus, the
consensus problem with quantized information is related to our
problem, yet fundamentally different because we allow agents to
operate only on a finite field.

Logical consensus has been studied in Fagiolini and Bicchi
(2013) and Fagiolini, Visibelli, and Bicchi (2008) for the purpose
of intruder and event detection. In logical consensus agents aim
to coordinate their decisions via distributed computation as a
function of a set of logical (boolean) events. By leveraging tools
from cellular automata and convergence theory of finite-state
iteration maps, the focus of Fagiolini and Bicchi (2013) and
Fagiolini et al. (2008) is on the design of a synthesis technique for
logical consensus systems. The main differences between Fagiolini
et al. (2008) and this paper are as follows. First, in logical consensus
the agents state is a binary variable,while in ourwork it takes value
in an arbitrary finite set. Second, in logical consensus agents are
allowed to perform any logical operation, such as {and, or, not},
as opposed to only modular addition and multiplication. Third
and finally, in logical consensus agents aim to agree upon a
logical expression or compact sets, while finite-field consensus
algorithmsmay be used to compute a (non-boolean) function, such
as the average of the initial states.

A distributed consensus algorithmwith integer communication
and computation is proposed inKashyap, Başar, and Srikant (2007).
With respect to this work we make use of modular arithmetic,
instead of standard arithmetic and, therefore, we define a novel
and complementary class of consensus networks. The use of
modular arithmetic is advantageous in several applications, such
as pose estimation from relativemeasurements (Section 6). Finally,
networks based on modular arithmetic are studied in Sundaram
and Hadjicostis (2013), in the context of system controllability
and observability, in Koetter and Médard (2003), in the context of
(linear) network coding, and in Elspas (1959), in the more general
context of finite dynamical systems.

Contributions: The contributions of this paper are fourfold.
First, we propose the use of finite fields to design consensus
algorithms for networks of cooperative agents (Section 3). Finite-
field consensus networks are distributed, require limited, in fact
finite, memory, computation, and communication resources, and
converge in finite time. Thus, finite-field consensus algorithms are
suitable for capacity and memory constrained networks, and for
applications subject to time constraints.

Second, we characterize convergence of consensus networks
over finite fields (Section 4). We provide necessary and sufficient
constructive conditions on the network topology and weights
to achieve consensus. For instance, we show that a network
achieves consensus over a finite field if and only if the network
matrix is row-stochastic over the finite field, and its characteristic
polynomial is sn−1(s − 1). Additionally, we prove that the
convergence time of finite-field consensus networks is bounded by
the network cardinality, and that graph properties alone are not
sufficient to ensure finite-field consensus.

Third, we propose systematicmethods to design consensus net-
works over finite fields (Section 5). In particular, we derive a gen-
eral design method, and a network composition rule based on
graph products to generate large consensus networks from smaller
components. We show that networks generated by our composi-
tion rule exhibit a specific structure, andmaintain the convergence
properties, including the convergence time, of the underlying com-
ponents. Moreover, by using our general network design method

we provide a lower bound on the number of networks achieving
consensus as a function of the agents interaction graph and the
field characteristic.

Fourth and finally, we consider two applications in sensor net-
works, namely averaging and pose estimation from relative mea-
surements (Section 6). In the averaging problem agents aim to
determine the average (over the field of real numbers) of their
initial values. We show how, under a reasonable set of assump-
tions, the averaging problem can be solved distributively and in
finite time via a finite-field average consensus. In the pose estima-
tion problem agents aim to estimate their pose based on relative
measurements. We derive a distributed pose estimation algorithm
based on finite-field average consensus, and we characterize its
performance.

2. Notation and preliminary concepts

In this section we recall some definitions and properties of
algebraic fields, linear algebra, and graph theory. We refer the
interested reader to Godsil and Royle (2001), Lidl and Niederreiter
(1996) and Shilov (1977) for a comprehensive treatment of these
subjects.

A field F is a set of elements with addition and multiplication
operations, and satisfies the following axioms:
(A1) Closureunder addition andmultiplication, that is, for all a, b ∈

F, both a + b ∈ F and a · b ∈ F;
(A2) Associativity of addition and multiplication, that is, for all

a, b, c ∈ F, it holds a+ (b+ c) = (a+ b) + c and a · (b · c) =

(a · b) · c;
(A3) Commutativity of addition and multiplication, that is, for all

a, b ∈ F, it holds a + b = b + a and a · b = b · a;
(A4) Existence of additive and multiplicative identity elements, that

is, for all a ∈ F, there exist elements 0, 1 ∈ F such that
a + 0 = a and a · 1 = a;

(A5) Existence of additive and multiplicative inverse elements, that
is, for all a ∈ F, there exist b, c ∈ F such that a + b = 0 and
a · c = 1, with a ≠ 0;

(A6) Distributivity of multiplication over addition, that is, for all
a, b, c ∈ F, it holds a · (b + c) = (a · b) + (a · c).

A field is finite if it contains a finite number of elements. A basic
class of finite fields are the fields Fp with characteristic p a prime
number. The field Fp consists of the set of integers {0, . . . , p − 1},
with addition and multiplication defined as in modular arithmetic,
that is, by performing the operation in the set of integersZ, dividing
by p, and taking the remainder.

Let a : Fm
p → Fn

p be a linear map between the vector spaces
of dimensions m and n, respectively, over the field Fp. The map a
can be represented by a matrix Awith n rows andm columns, and
elements from the field Fp. The image and kernel of A are defined
as

Im(A) := {y ∈ Fn
p : y = Ax, x ∈ Fm

p },

Ker(A) := {x ∈ Fm
p : Ax = 0},

where additions and multiplications are performed modulo p.
Analogously, the pre-image of a set of vectors V ⊆ Fn

p through A
is the set

A−1(V ) := {x ∈ Fn
p : v = Ax, for all v ∈ V }.

Let Fp[s] denote the set of polynomials with coefficients in Fp, and
let PA ∈ Fp[s] denote the characteristic polynomial of A ∈ Fn×n

p

over Fp.2 Let σp(A) denote the set of eigenvalues of A, that is, the

2 Since the characteristic polynomial P̄A(s) ∈ R[s] has only integer coefficients
for any A ∈ Fn×n

p , the characteristic polynomial PA(s) ∈ Fp[s] is
n

i=0 mod (c̄i, p)si ,
where mod (·) is the modulus function, and c̄i is the ith coefficient of P̄A(s).
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