Accepted Manuscript

Concepts for dynamic barrier management

R. Pitblado, M. Fisher, B. Nelson, H. Flgtaker, K. Molazemi, A. Stokke

PII: S0950-4230(16)30180-2
DOI: 10.1016/j.jlp.2016.07.005
Reference: JLPP 3261

To appearin:  Journal of Loss Prevention in the Process Industries

Received Date: 3 February 2016
Revised Date: 29 June 2016
Accepted Date: 3 July 2016

m. Juurnalml;AfW
Loss
Prevention

in the process industries

NAVINAVAT
L VAVAVAV

Please cite this article as: Pitblado, R., Fisher, M., Nelson, B., Flgtaker, H., Molazemi, K., Stokke, A.,
Concepts for dynamic barrier management, Journal of Loss Prevention in the Process Industries (2016),

doi: 10.1016/j.jlp.2016.07.005.

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to

our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and all

legal disclaimers that apply to the journal pertain.


http://dx.doi.org/10.1016/j.jlp.2016.07.005

JLPPI DBM Paper -1- DNV GL

Conceptsfor Dynamic Barrier Management

Pitblado R., Fisher M., Nelson B., Flgtaker H, Molazemi, K3, Stokke A

DNV GL

1 — 1400 Ravello Dr, Katy TX, USA; 2 — Applicon Hay€Exchange St, Stockport UK; 3 — Veritasveien KdNorway

Abstract

Safety barrier management is an important actteitynaintain or reduce process safety risk of amatijrgy facility. Barriers
can be hardware, human or organizational, or smmbimation of these. Barriers are normally fullpdtional after
installation or commissioning when all equipmers baen tested and all staff trained, and the faciik will be at or
better than target level, as the design risk assasisthis will have assumed some barrier failuabpbility. However,
barriers degrade at different rates, and theseadagions start to increase facility risk. Someibafailures can increase
risk dramatically, especially where barrier depemikes exists. Conventional barrier management epfiked inspection
and maintenance intervals to these with the intereturn these to full functionality and the risktarget, but take no
account of dependencies.

Dynamic barrier management uses the full suitefoffmation available, including direct and indir@adicators of barrier
performance to infer barrier status in near rgakti This can be through a smart combination gfeénson, preventive
maintenance, audit, sensors, process control, @admiss or incident records, and big data concepésrier maintenance
can then be planned optimally based on quantitéi@weer importance to risk control, in a mannenikir to risk based
inspection (RBI). Higher Importance barriers (iisk mffecting) would be assigned higher prioritarthother barriers. This
can achieve better safety at lower cost than cubr@mier management processes.

This paper presents the concepts for dynamic ban@gmagement. All the details have been develapeldthis completes
the design phase activity. A practical applicatioh be next to prove these ideas.
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1. Introduction

The barrier risk management approach has beereimwsriation, rail, and oil & gas industries foora than 15 years, and
for even longer in the nuclear industry where teisned Defence in Depth. The bow tie model ex¢ehi$ idea by creating
a bow-tie shaped figure defining a central “Top @Vsvhich in Oil & Gas terms would correspond ttobas of containment,
a loss of structural integrity or a loss of contrdBarriers located to the left of this (the Thrsiale) are termed Prevention
Barriers, and those on the right (the Consequeneg aié termed mitigation barriers. There is noenirstandard for the
Bow Tie risk method, and many companies have their internal bow tie procedures. Public method daeents exist
from CGE Risk (2013), DNV GL (2014) amongst otharsd CCPS is currently working on a Guidelines texthsit there
will be a public standard in 2016.

The bow tie method links well to regulatory requients in Europe for O&G and chemical facilities emd by the onshore
Seveso Directive or the new EU Offshore Safety ®@ive (Zuijderduijn, 2000). Offshore regulatioralldor a risk
assessment that defines safety critical eleme@E)Sand for each of these to define required perdmice standards (PS)
as well as a written scheme to specify the requinathtenance, inspection and competence regime=efpeach SCE at its
defined PS. Norway has issued a guideline on taeagement of barriers PSA (2013) highlighting thesenot static and
hence the need to manage barrier systems to kespftimctioning at their desired performance level.

Zuijderduijn suggested that 10-12 well designed kies/can capture most key barriers for a refinang that logic would
also apply to offshore installations. Some otlwnpanies start with a basic set of bow ties butoenize these for specific
units, so staff can recognize their facility bansiand owners can be specific individuals rathen theneric job titles.

Barriers degrade in service and unless suitablediaingctions are taken then risk levels will behgigthan assumed from
design, perhaps much higher if there are barripedéencies,.

Definitions

The Norwegian PSA (2013) defines a barrier as: fieal, operational and organizational elements whie intended
individually or collectively to reduce the possityilfor a specific error, hazard or accident towgor which limit its harm
or disadvantages. This definition is broader tharndependent protection layer in LOPA or in UKesacase regulations
for a safety critical element.

A barrier system is a safety function that can &elWare, human or organizational or some combinaifdhese and
addresses a holistic safety area such as firefiglstystem or ESD shutdown system.
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