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ABSTRACT

The arrangement of components plays a key role in the performance of complex Safety
Instrumented Systems (SIS), in which a SIS logic solver is interlocked with other logic
solvers, to share a final element, for instance. The position of the components and the
way they are utilized affects the reliability characteristics, such as the Probability of Failure
on Demand (PFD), Spurious Trip Rate (STR), architectural sensitivity and model uncertainty.
This case study uses quantitative and qualitative approaches to elaborate on various aspects
of component arrangement in complex SIS. Numerous simplified models are analyzed; new
classification is introduced for SIS components based on their response to demand; a set of
guidelines are developed for SIS architecture design, with a focus on component arrange-
ment; and the use of these guidelines is demonstrated in a real-life example, where an
existing turbine SIS is modified to incorporate a new over-speed protection system. The
simplified models and the turbine upgrade project are also used to explain the issue of
unknowns and uncertainties in reliability analysis and how these issues can be addressed
in SIS architecture by optimizing component arrangement.

© 2015 The Institution of Chemical Engineers. Published by Elsevier B.V. All rights reserved.

1. Introduction

simplified block diagram of such a SIS configuration with two

Safety Instrumented Systems (SIS) do not always follow the
classic model of sensor - logic solver — final element. This
model is surely the most logical solution: a set of sensors to
detect the process hazard; a logic solver to make a decision
if an emergency shutdown is required; and a set of final ele-
ments to isolate the process from the hazard. Seemingly, there
is no need to add further complexity to this simple, logical
and working model. However, one may always encounter more
complex SIS architectures where the combination of SIS sub-
systems cannot be established as simple as the classic model,
for various engineering reasons.

This paper presents a case study on one form of complex-
ity in safety systems, where a SIS consists of multiple logic
solvers, each performing a separate set of Safety Instrumented
Functions (SIFs), yet all driving the same final element. A
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logic solvers and one final element is shown in Fig. 1. In this
figure, the sensor S1, the logic solver LS1, and the final element
F form one safety function, SIF#1; and the sensor S2, the logic
solver LS2 and the same final element, F, form another safety
function, namely SIF#2. Both SIF#1 and SIF#2 drive the same
final element, as they are both intended to protect the same
process.

Apuzzling design issue in complex SIS architectures is find-
ing the optimum arrangement of SIS components. There may
be more than one way to interface between the sensors, logic
solvers and final elements, depending on which the collec-
tive performance of the SIS can be different. What sensors
should be wired to each logic solver? Which logic solver should
physically drive the final element? Do the CPUs need to com-
municate to each other, or should they work independently?
How should we calculate the Probability of Failure on Demand
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Fig. 1 - SIS with multiple logic solvers.

(PFD), and how can we minimize it? How is the Spurious Trip
Rate (STR) affected by the arrangement of the components?
What are the impacts of the safety system on the Basic Pro-
cess Control System (BPCS)? What are the characteristics that
we should try to optimize when we design the SIS arrange-
ment? These are some of the questions that one would need
to answer when designing complex SIS architectures.

Section 2 of this paper begins examining the role of com-
ponent arrangement in complex SIS by comparing twenty-five
simplified models. The models present various possible com-
binations of SIS subsystems in applications with more than
one CPU. The analysis is developed further in Section 3 by
introducing a new classification of SIS components based on
their functions in responding to demands. This classifica-
tion is then used as the basis for a set of design guidelines,
explained in Section 4. These general guidelines can assist
safety engineers in designing optimum architectures for com-
plex SIS. Using the findings in Sections 24, Section 5 details
a real-life application of a turbine upgrade project, in which
two proposed solutions for a new SIS architecture are com-
pared from both qualitative and quantitative perspectives to
demonstrate the role of component arrangement in complex
SIS architectures, and explain how this role can affect the
overall reliability of the system.

2. Simplified models

This section analyzes the role of component arrangement by
using simplified models of complex SIS, and comparing vari-
ous combinations of sensors, logic solvers, interface elements
and final elements. The models in this section, referred to as
Simplified Models, are divided into four groups:

Configurations with one SIS logic solver

SIS logic solvers interlocked with BPCS logic solvers
Configurations with two SIS logic solvers

BPCS logic solver interlocked with two SIS logic solvers

A

Except for the first group, which includes the classic SIS
configuration, each Simplified Model in the other three groups
consists of a SIS logic solver that shares the final element with
other SIS and/or BPCS logic solver(s). Each logic solver is con-
nected to its own sensor and processes either a safety function
(if of SIS type) or a control function (if of BPCS type). The final
element is shared between the logic solvers, instigating archi-
tectural complexity on which the analysis in this section is
focused.

Graphical representations of the Simplified Models, as well
as two tables for the typical failure rates of the components
and the PFD/STR calculations for the models, are included
in Appendix A. The graphics in Appendix A use the follow-
ing symbols: circle for sensors and final elements; triangle for
input and output modules; and rectangle for logic solvers. A

standard symbol is used for relays, to clearly show connec-
tions to coils and contacts. The PFD and STR figures of the
Simplified Models are listed in Table Al of Appendix A. The
figures in this table show relative values, not absolute values.
This makes the comparison between configurations of each
group easier. The base model in each group, i.e. the model with
the smallest PFD and STR within the group, is highlighted as
‘(base)’, and the PFD and STR figures of the other models are
indicated in comparison to the ones of the base model.

The following assumptions apply to the Simplified Models
throughout this section:

- Trip command is always de-energize to trip.

- Output module is of digital type (i.e. the output signal can
be either O or an active voltage, L +).

- Final element is de-energize to close, and the process is safe
when the final element is closed.

- A proof test interval of 12 months is considered for calcu-
lating PFDayg.

- Systematic Capability (IEC, 2011b) of SIS components is not
included in the analysis.

- Safety requirements, such as Hardware Fault Tolerance
(HFT) and Common Cause Failure (CCF) (IEC, 2011a), are not
intended to be addressed for the Simplified Models.

- No particular target SIL is used to judge the models against;
the models are instead compared against each other, focus-
ing on architectural differences.

- The simplified formulas given in (Smith, 2011) and (ISA,
2002) are used for calculating PFD and STR values respec-
tively. See PFD formulas of IEC 61508 in (IEC, 2011c).

- The term PFDayg is simplified to ‘PFD’ throughout this sec-
tion andin Appendix A. As an example, PFDg refers to PFDayg
of Model B. Similarly STRy refers to the Spurious Trip Rate
of Model W.

2.1. Configurations with one SIS logic solver

Let us begin with the simplest configuration: the classic SIS
architecture with one logic solver, one sensor and one final
element. As shown in Model A (see Appendix A), sensor S1is
wired to the SIS input module I1 to read the process variable
(e.g. pressure or temperature). Logic solver LS1 receives input
from I1, processes the safety logic, and initiates a trip signal to
the output module O1, which in turn closes the final element
F by depowering its output channel.

By using the simplified formulas (Smith, 2011; ISA, 2002)
and applying the typical failure rates given in Table A2 for S1,
I1,LS1, O1 and F (see Appendix A), the overall PFD and STR for
Model A can be calculated to be:

PFDa =1.17E—-03, STRa =1.33E-06

In some applications the interface between the output
modules and the final elements is established through inter-
posing relays. Model B shows a modified form of Model A in
which the trip command from output module O1 de-energizes
the safety relay K1, and the relay then cuts the power to the
final element F.

Interposing relays may be utilized for various reasons,
such as current rating compatibility, electrical isolation prefer-
ences, separation of scope of supply, and ease of validation and
testing. Interposing relays with multiple contacts may also be
used as a means to interface between multiple sources of trip
signals. However, utilizing interposing relays induces some
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