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Physical protection system

A physical protection system (PPS) integrates people, procedures, and equipment for the protection of
assets or facilities against theft, sabotage, or other malevolent intruder attacks. The physical protection
components (detection, delay, and response) within a facility interact with each other and their locations
significantly affects the effectiveness of PPS. This paper proposes a method based on an evidential
approach to evaluate the risk level of PPS and optimally locate the physical protection components to bal-
ance cost and performance. Each individual component of the system is modeled in a simulated plane.
Then, the risk level distribution of each component is determined based on its actual environment.
The comprehensive risk level distribution is obtained by combining information from multiple sources
within the framework of Dempster-Shafer evidence theory. Finally, optimization algorithms are used
to find the optimal locations. A hypothetical example is discussed which demonstrates the usefulness

Optimization design

of the developed methodology.

© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

A physical protection system (PPS) integrates people, proce-
dures, and equipment for the protection of assets or facilities against
theft, sabotage, or other malevolent intruder attacks. The design of
an effective PPS requires a systematic approach in which the de-
signer weighs the objectives of the PPS against available resources,
and then evaluates the proposed design to determine how well it
meets the objectives. Without this kind of careful assessment, the
PPS might waste valuable resources on unnecessary protection or,
worse yet, fail to provide adequate protection at critical points of
the facility. A PPS can be seen as a typical man-in-the-loop system.
The system includes not only the physical equipment to detect, de-
lay and respond, but also guards to monitor and protect the system,
where human factors analysis plays an important role.

Many studies have been reported on PPS-related research
(Kobza and Jacobson, 1997; Garcia, 2001; Jaeger, 2003; Garcia,
2005; Moore et al., 2007; Scaparra and Church, 2008; Jang et al.,
2009; Hester and Mahadevan, 2010; Hester et al., 2010; Xu et al.,
2010; Berle et al., 2011). Garcia provided detailed discussion on
models and methods to guide the design, evaluation and vulnera-
bility assessment of PPS (Garcia, 2001, 2005). The main functions
of PPS are detection, delay and response. For an effective system
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there must be awareness of an intruder (detection) and slowing
of progress of the intruder to the target (delay), thus allowing a re-
sponse force to interrupt or stop the adversary in time (response).
Therefore, the effectiveness of a PPS can be calculated in terms of
its degree of success in achieving detection, delay and response.

Several vulnerability assessment methods for security systems
have been proposed (Moore et al., 2007; Scaparra and Church,
2008; Jaeger, 2003; Berle et al., 2011; Xu et al., 2010). One of the
commonly used methods to evaluate the effectiveness of a PPS is
pathway analysis of potential outside attack (Garcia, 2001, 2005),
focusing on delay time. For example, one can use a simulation code
to find the highest risk pathway of the PPS, then some improve-
ments such as adding a new delay unit in the pathway can increase
the effectiveness of the system. However, as pointed out in Jang
et al. (2009), Garcia’s work (Garcia, 2001, 2005) does not use a
two-dimensional map for pathway analysis and thus has limita-
tions in representing the structure of a PPS.

Besides the problem above, other issues also need attention.
There are many sources of uncertainty in a PPS. Probability theory
has been applied for uncertainty modeling and vulnerability
assessment. In some situations, however, the uncertainty is not
randomness but fuzziness. Fuzzy set theory and Dempster-Shafer
evidence theory have been shown to be effective in dealing with
both aleatory and epistemic uncertainty in many applications of
decision making and risk analysis. The PPS consists of many differ-
ent kinds of sensors which provide subjective or objective data. A
data fusion method is desired to combine various types of data.
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Then how to efficiently represent and propagate the available
information in the evaluation procedure?

Probability theory, fuzzy set theory, rough set theory and evidence
theory, have been proposed to deal with uncertainty. For example,
Bajpai et al. (2010) use fuzzy numbers to analyze security risk. How-
ever, among these tools, evidence theory is able to model not only
probabilistic data but also fuzzy data. In addition, the Dempster’s rule
in evidence theory provides an effective method to combine evidence
from different sources (Deng et al., 2011a,b,c; Deng and Chan, 2011;
Basir and Yuan, 2007). Therefore, evidence theory is seen to be a rea-
sonable tool to handle uncertainty in PPS evaluation.

A 3-D visual threat distribution map of a PPS can be constructed
using a mathematical model based on evidence theory (Xu et al.,
2010). This model integrates multiple sensor information and facil-
ity layout information within the framework of the Dempster-Sha-
fer evidence theory. By this method, a simplified PPS model, as
shown in Fig. 1, can be evaluated as a 3-D visual threat distribution
map, as shown in Fig. 2. Following Garcia’s work (Garcia, 2001,
2005), we can calculate the delay time corresponding to the path
lengths and the additional delay that the delay equipments bring
about. One can easily find two paths with the same delay time
but significantly different threat distribution along each path.

Based on this model, this paper aims to solve the following two
problems:

1. Can the PPS designer optimally locate the sensors based on
this visual mathematical model? In other words, are there
some optimal solutions of the corresponding optimization
problem?

2. How to solve the corresponding optimization problem?

This paper proposes solutions to the above problems and shows
an approach to finding a global optimal solution in an efficient man-
ner. The designer can also consider different objectives and their
weights in the overall objective function using the proposed
method.

In summary, this paper proposes a method to optimally design
the PPS under the framework of evidence theory. The proposed
method is helpful not only in mathematical modeling and visuali-
zation but also provides potential guidance to engineering practice
with respect to PPS.

The organization of the rest of this paper is as follows. Section 2
gives a brief introduction to some necessary related concepts. The
proposed method is presented in Section 3. Section 4 investigates
the effectiveness of the proposed method for optimization of PPS
using a hypothetical facility example. The paper is concluded in
Section 5.

2. Preliminaries

In this section, some related concepts are briefly introduced,
including evidence theory, the evidence distance, and the modified

Fig. 1. System model.

averaging approach to combine evidence. These concepts are used
to handle uncertainty and obtain the risk level in the PPS
evaluation.

2.1. Dempster-Shafer evidence theory

The mathematical theory of evidence, as introduced by Dempster
(1967) and extended later by Shafer (1976), is concerned with the
question of belief in a proposition and systems of propositions.
‘Belief’ in a proposition conceptually does not necessarily mean
the ‘chance’ of the proposition being true. Evidence can be consid-
ered in a similar way when forming propositions, and as such, the
Dempster-Shafer theory (D-S theory) is concerned with evidence,
weights of evidence and belief in evidence (Shafer, 1976). Thus,
this theory can be viewed as a generalization of the classic proba-
bility theory. Due to its ability to handle uncertainty or imprecision
embedded in the evidence, the D-S theory has been increasingly
applied in many fields (Andersen and Hooker, 1996; Murphy,
2000; Liu and Shenoy, 2004; Deng et al., 2004; Hilhorst et al.,
2008; Xu et al., xxxx). Formally, the evidence theory consists of
the following basic concepts:

(1) Frame of discernment:
Evidence theory starts with the definition of a set of hypoth-
eses 0 called the frame of discernment, defined as:

0= {Hy,H,,... Hy} (1)

The set 0 is composed of N exhaustive and exclusive hypoth-
eses. Denote P(0), the power set composed of 2" propositions
of 0 as:

P(0) = {0,{H1},{Ha},...,{Hn}, {Hi UHa},{Hi UH3} ... 0}
(2)
where () denotes the empty set. The N subsets containing only
one element each are called singletons.
(2) Mass functions, focal elements, and kernel elements:
When the frame of discernment is determined, the mass

function m is defined as a mapping of the power set P(0)
to a number between 0 and 1, i.e.,

m: P(0) — [0,1] (3)
and which satisfies the following conditions:
> mA) =1, 4)
AeP(0)
m() =0 (5)

The mass function m is also called the basic probability
assignment (BPA) function. m(A) expresses the proportion of
all relevant and available evidence that supports the claim
that a particular element of 0 belongs to the set A but to no
particular subset of A. Any subset A of 6 such that m(A) > 0
is called a focal element; C = Unp)-0A is called a kernel ele-
ment of mass function m in 6.

(3) Rule of evidence combination:
Suppose m; and m, are two mass functions formed based on
the information obtained from two different information
sources in the same frame of discernment 0; the Dempster’s
rule of combination (also called orthogonal sum), denoted
by m = m; @ my, combines two BPAs m; and m, to yield a

new BPA:

m(A) _ ZBQC:ATl(i)m2 (C) (6)

k=" mi(Bmy(C) (7)
BNC=0
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