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ABSTRACT

With the advancement in internet technologies, remalh servers has been increased remarkably
to bring more services for end users. These serace provided over the public channels, which
are insecure and susceptible to interception, nwadibn, and deletion. In order to provide
security, authentication of registered entitiepésformed and then a session key is established
between them to communicate securely. The convealtischemes allow a user to access
services only after getting registered with eaclsirdd server in a multiserver system
independently. For this purpose, one needs to kadfiple smartcards and memorize various
identities and passwords for getting the servicesifmultiple servers. This has led to adoption
of multiserver authentication in which a user asessservices of multiple servers after
registering himself at only one central authoriBecently Kumar and Om have discussed a
scheme for multiserver environment using smartcanice the user memorable passwords are of
low entropy, it is possible for an attacker to gués This paper uses biometric information of
user to enhance the security of Kumar and Om’s reehéMoreover, we carry out rigorous
security analysis (informal as well as formal) fistpaper to prove the security of the proposed
scheme against all known attacks. We also simwulatescheme using automated tool, ProVerif,
to prove its secrecy and authentication properfliesomparative study of the proposed scheme
with the existing related schemes shows it effectess.
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1 INTRODUCTION

Online applications and internet technologies aeoming popular day-by-day that has led to
increase in number of service providing serverbdndle various requirements of users. These
servers provide services to authorized users thrqudplic channels. An attacker can monitor a
public channel to intercept and/or modify the mgssaransmitted between a server and a user
that may endanger the privacy and security of yiséesn. So, some authentication mechanism is
needed to make communication secure over a publmrel. There have been numerous
authentication schemes based on smartcard intliteraln the schemes [1-13], a user needs to
register with each server for getting the services multiserver environment, requiring thus
multiple smartcards and also various identities paslswords, which is quite frustrating. This
issue has been addressed by incorporating a canttadrity, and one needs to register only with
it to access the services in a multiserver syst&mser can login to any server using only one
smartcard along with one identity and passwordndya4] presented an authentication scheme
for multiserver domain that did not store the usgrassword in a password verification table.
However, Chang and Lee [15] reported that the sehgmasented by Juang was less efficient due
to using the public key cryptography and they oaare this problem in their scheme. Chang and
Kuo [16] discussed a scheme that included the acamdrol features while retaining all features
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