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a b s t r a c t

There are many factors that can make an organization and its business unsafe and endan-
ger its sustainable development. Exposure of an organization to existing risks may vary and
it can be studied from different perspectives, but undoubtedly increased vulnerability of an
organization can lead to disaster. This paper investigates the general vulnerability of an
organization and proposes a model for its assessment. The process approach has been
employed to define the model of an organization, as well as the fuzzy approach for math-
ematical modeling of uncertainties. An assessed value of organization vulnerability is
obtained by using linguistic expressions which are close to human thinking. The mathe-
matical model of organization vulnerability is solved through fuzzy sets with input data
defined by a management team. The model for vulnerability assessment is verified through
an illustrative example. The obtained results represent an input for future research which
should include a good benchmark base for the tested organizations and their continuous
improvement.

� 2014 Elsevier Ltd. All rights reserved.

1. Introduction

The concept of vulnerability covers several connota-
tions which are often directed to the sensitivity (suscepti-
bility) of a system to harm [1]. In information science,
vulnerability represents any known weakness in a system
that could potentially be exploited by malicious software
or hackers [2]. If an organization is a part of the supply
chain, the situation is even more complex. Supply chain
vulnerability [3] may be defined as an exposure to serious
disturbance. Although there are different vulnerability
assessment tools, software and procedures that cover dif-
ferent factors (informational, etc.), there is an obvious ab-
sence of a similar approach for organization factors
which makes it an important issue. Besides this, there is
no generally accepted definition of the quantification of
vulnerability in the field of organizations and manage-
ment. Having in mind the fact that vulnerability has a close

connection with risk assessment, it makes the assessment
of organization vulnerability even more complex.

A few decades ago, risk was quantified as a measure of
the probability and severity of adverse effects [4] which
was updated to the level where risk is seen as a triplet of
scenario, likelihood, and consequence [5]. According to
ISO standards, vulnerability represents the intrinsic prop-
erties of something that creates susceptibility to a source
of risk that can lead to a consequence (ISO/IEC Guide 73).
In the field of ecology, which has treated the vulnerability
of ecosystems for many years, the generally accepted def-
inition of vulnerability [6,7] is presented as a multidimen-
sional concept that consists of exposure, sensitivity and
adaptive capacity. An adequate point of view, when an
organization is the focus, is that vulnerability can be pre-
sented as a weakness in the organization that potentially
opens the door for threats and risks [8]. Risks may lead
to incidents if they are not treated properly and vulnerabil-
ity highlights the notion of susceptibility to a risk scenario
[9].

This paper proposes a model which implies that organi-
zation vulnerability may be quantified in the scope of
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exposure, sensitivity and adaptive capacity aspects. The
goal is to present a model for assessment of organization
vulnerability that may arise from internal sources and in
this manner the model is tested on 32 small and medium
enterprises (SMEs) of the production industry.

The estimation of vulnerability indicators’ (VI) weights
and uncertain parameter values cannot be performed by
using precise numbers [10]. It seems a more realistic ap-
proach to use linguistic expressions instead of numerical
values. In this paper, modeling of these linguistic variables
is performed by using fuzzy sets. The fuzzy sets theory
[11,12] provides an overview of the larger framework of
issues that deal with two distinct forms of uncertainties-
vagueness and ambiguity. The vagueness is associated
with the difficulty of precise distinctions in the world
and ambiguity is associated with situations in which the
choice between two or more alternatives is left unspecified
[11]. The fuzzy sets theory and its application in various
management problems are described in [13]. By assessing
vulnerability, organizations get a chance to successfully
manage their own vulnerability and also improve their
business practice and resilience.

2. A literature review

A significant number of scholars have explored vulner-
ability in different scientific areas such as information sys-
tems [14], supply chains [15], and monitoring systems
[16], but only a few of them deal with business organiza-
tion issues.

Sustainability science [17] has emerged as a paradigm
for addressing human–environment issues from different
scientific fields. It may be said that sustainability science
maintains very significant interests in issues of vulnerabil-
ity and resilience. Complex and changeable conditions
have implied the need for the vulnerability communities
[1] to treat the full dimensions of coupled human–environ-
ment systems. In order to do so, three main challenges
need to be analyzed: measuring vulnerability, treating per-
ceptions of risk, and addressing governance. The conceptu-
alization of risk may be analyzed through the ideas of
Kaplan [5] concerning the risk triplet which includes a sce-
nario, the likelihood of the manifestation of that scenario,
and the consequences of events within that scenario. Other
scholars [18] argue that risk is an inherent property of an
engineered system and define risk as the measure of prob-
ability and severity of consequences. Understanding the
nature of risk and reducing its level within an organization
are the major tasks in risk assessment. In order to do it in a
proper way, the emphasis is often on assessing the ex-
pected harm from the occurring event. If an undesired
event happens, vulnerability [6] depends not only on expo-
sure to an event, but also on the degree to which normal
system reliability is compromised during harmful event.

The connection between vulnerability and resilience has
been analyzed in various fields. In a wider context, the con-
cept of vulnerability is often treated as being subject to a
range of effects that include exposure to disruptions, exter-
nal stresses, sensitivity to perturbation and the system’s
capacity for response [19]. If this representation is in focus,

resilience is considered a subset of a systems’ capacity for
response. Through this point of view, vulnerability [19] re-
fers to the capacity to preserve the structure of a system,
while resilience refers to the capacity to recover from dis-
turbances within the concept of sustainability. On the other
hand, engineered system analysis implies that resilience
capacities [20] are seen as a function of adaptive capacity,
absorptive capacity and restorative capacity. Organiza-
tional resilience [20] seizes the capabilities of an organiza-
tion to recognize threats, evaluate the current risk analysis
models in order to be competitive, self-regulate, prepare for
future protection efforts, and include the ability to reduce
potential risks as candidates of factors influencing the sys-
tem’s resilience. In this manner, the relationship between
resilience and vulnerability is interconnected, so vulnera-
bility assessment dictates the appropriate resilience action
to be taken in order to reinforce a system’s resistance to
shock events, reorganize resources and make structural
adjustments to accommodate likely changes or enhance
preparedness for recovery operations.

From the perspective of a corporate value net [21], vul-
nerability is emphasizing the fact that different originated
factors (including outside entities, for example suppliers)
lead to incidents which cause vulnerability of the whole
net. The main issues in the field of assessment of organiza-
tion vulnerability are methodology, categorization and
classification of the organization vulnerability [21]. Cate-
gorization and classification of enterprise vulnerability is
a very complex issue and there are not many papers deal-
ing with it. Common factors [22] that can cause an SME to
fail are insufficient forward planning, issues with cash
flow, the inability to capture and manage innovation, lack
of investment, lack of business experience, and little exter-
nal support. These organization inadequacies can downsize
organizational ability to effectively respond to the disrup-
tions which make them significant sources of vulnerability.
Planning strategies, participation in exercises, capability
and capacity of internal resources, capability and capacity
of external resources and organizational connectivity
may be also seen as a categorized group of sources of orga-
nization vulnerability [23]. The lack of papers with clarifi-
cation of the mentioned issues can be explained by the fact
that classification is a continuous activity, since vulnerabil-
ity may arise from new emerged risks such as new technol-
ogy risks, economic and political risks or globalization
itself which has significantly increased clients’ expecta-
tions. If SMEs are the focus, overcoming vulnerability is
determined by an organization’s environment and by the
SMEs’ own properties. SMEs form a very significant part
of the EU economy – accounting for 99.8% of non-financial
enterprises in 2012 [24]. In employment terms, SMEs pro-
vided an estimated 67.4% of jobs in the non-financial busi-
ness economy in 2012. It may be noticed that SMEs have a
limited approach to resources [25] which makes them
open to the external environment. It makes them signifi-
cantly vulnerable so they have to define an appropriate
strategy and assure the resources for dealing with poten-
tial risks and scenarios that may arise from them. Defining
an appropriate business strategy, aligned with enhancing
mechanisms for coping with vulnerability, may have an
influence on an organization’s sustainability and have an
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