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In this paper, an optical encryption system is proposed based on tricolor principle, Fresnel diffraction,
and phase iterative algorithms. Different from the traditional encryption system, the encrypted image of
this system is a color image and the plaintext of it is a gray image, which can achieve the combination of
a color image and a gray image and the conversion of one image to another image. Phase masks can be
generated by using the phase iterative algorithms in this paper. The six phase masks and the six dif-
fracting distances are all essential keys in the process of decryption, which can greatly enhance the
system security. Numerical simulations are shown to prove the possibility and safety of the method.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

In the optical information security field, since the double ran-
dom phase encoding (DRPE) technique was proposed by Refregier
and Javidi in 1995 [1], the optical image encryption technology has
become an active research area and many new optical image en-
cryption methods have been proposed by far [2-29]. To make the
optical implementation more efficient, the optical encryption
system based on free space Fresnel diffraction was proposed by
Situ [3]. The system security is enhanced by the positions and the
wavelengths which are used as additional keys to expand the key
space [2-4]. In 2006, we proposed a color image encryption
method using wavelength multiplexing based on Fresnel trans-
form holograms [5], which has attracted wide attention for color
image encryption technology. Recently, amplitude and phase
truncation technology [6], ghost imaging [7], photon-counting
polarimetric imaging [8] and so forth are applied to optical image
encryption in succession, which gave a big push for the develop-
ment of the optical image encryption fields. In 2010, Chen pro-
posed an optical encryption system based on diffractive imaging
[9], which has been studied by many researchers in the last few
years for its simple encryption method and high security [10,11].
In 2014, Wang and Chen proposed an attack method, by which the
original information could be attacked when the aperture of the
system and the related parameters were given [12]. At the same
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time, a new method of double cross image encoding was proposed
as well. Firstly, it matches the two images together and disturbs
the matched ones. And then it takes them apart and codes in other
ways respectively. This method could deeply damage the correla-
tion effect of the images and enhance the system security [13,14].
In addition, phase-only technology, telescope imaging, fractional
transforms, image compression-encryption and so forth were all
used in optical image encryption [15-19]. In 2008, Zhang et al.
proposed an optical image encryption system based on two beam
interference [20]. The encryption and decryption processes were
very simple, and its feasibility was proved by experiments suc-
cessfully. On this basis, a large number of image coding methods
based on optical interference technique have been proposed after
that [21-32]. Recently, an asymmetric image encryption system
based on coherent superposition and equal modulus decomposi-
tion was proposed [23], and at the same time, the image coding
technique based on vector decomposition and multiple-beam in-
terference was also proposed [24,25].

In the previous methods, the original image is modulated and
encrypted into disorganized ciphertext by different kinds of phase
masks and amplitude masks, so the ciphertext and the original
image would have some connections. Therefore, through the ci-
phertext and partial information, the outline or basic information
of the image can be attached by the phase retrieval algorithms
when decrypting [33,34].

In this paper, we propose a novel image encryption method
that encrypts an original gray image into six phase masks and a
color cipher-image by using free space transmission theory and
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phase iterative algorithms. The ciphertext is irrelevant with the
original image but is essential in the decryption process, which
enhance the system security. Additionally, in the decryption pro-
cess, the combination of color ciphertext with the phase masks can
get the gray plaintext image in the output plane by using tri-
chromatic theory, Fresnel diffraction, and incoherent super-
position. It can realize the magic effect of conversion a color image
to a gray image. Finally, six transmission distances and six phase
masks are all essential keys in the decryption process, and the
correct information cannot be gained by only knowing some of the
keys. Therefore, this paper proposes a new optical image encryp-
tion method which is interesting and has relatively high security.

The rest parts of this paper are organized as follows. In the
second part, the theoretical analysis process is proposed which
indicates how to produce the phase masks in the encryption
process, and the optical implementation and realization of the
decryption process is also presented in this part. In the third part,
the numerical simulation results are presented by MATLAB in
computer to prove the feasibility and safety of the proposed
method. Finally, the conclusions sum up the method in the fourth
part.

2. The encryption and decryption processes

We always have in our mind that if we can turn one thing into
another like magic. In optical field, can we turn one image into
another different one by using optics method? In particular, the
method of realizing the conversion of a color image to a gray
image by using incoherent superposition method is meaningful.
Therefore, we propose this idea: taking a color image as the ci-
pertext, using trichromatic theory to obtain its three sub images,
illuminating these sub images by using the corresponding wave-
lengths, realizing some diffraction transforms with several phase
masks, and observing another image (i.e., plaintext) by using the
incoherent superposition method in the output plane. In this way,
it is necessary to use iteration method to hide the color ciphertext
information and the gray plaintext information in these phase
masks when encrypting and this can realize the conversion of a
color image to a gray image when decrypting.

2.1. The encryption process

To generate phase masks among the channels, Fig. 1 shows the
flow chart of the encryption process. f(x, y) is the original color
image and its red, green, and blue sub-images f.(x, ), fg(x, y) and
f,(x, y) are as each channel's ciphertext. The phase masks of the
red channel are R, and R/, the phase masks of the green channel
are R, and Ry, and the phase masks of the blue channel are R, and
R;. Among them, R/(i=r, g, b) are the phase masks generated
randomly, which remain the same in the process of iteration and

Fig. 1. The flow chart of the encryption process.
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Fig. 2. The optical realization of the decryption process.

are placed in the Fresnel transform spaces. R;,(i=r,g, b) are
generated by iteration and placed in the input plane. n designated
under the various physical quantities in the diagram shows various
intermediate variables produced in the process of n circulation.
When n=1, R;y(i=r, g b) are generated randomly in the first
cycle. At the same time, the distances of Fresnel diffractions in
each channel are different and can be served as the keys, thus
making the system have higher safety.

As shown in Fig. 1, the three laser beams with different wa-
velengths (red, green, and blue) parallel illuminate at the corre-
sponding ciphertexts. The specific encryption process is as follows
and the encryption process starts from n=1.

The three sub images are modulated by the phase masks
R,»vn(i =rg, b) and Fresnel transformed for the first time, thus
obtaining F, ,(u, v) shown in Eq. (1):

Fo(u, v) = FST, ,{ f(x, y)explj-R; x, y)1}. a

where r, g, b denote the red, green, and blue channels respectively,
and n is the cycle number. R;(i =r, g, b) are generated randomly
when n=1, hereafter, R;,(i=r,g, b) are generated by iteration.
FsT,,,{ } represents two dimensional Fresnel transform with the
incidence wavelength of 1; and the transmission distance of z;. The
two-dimensional Fresnel transform of a function f(x, y) is defined
by:

FSTx,z[f(X- y)]
- %(lzkz) ff fx, y)exp{ i—’zr[(u -x+ (- y)z]}dXdJ/- o

where k, 1 and z are the wave number, wavelength and propa-
gation distance, respectively. (x, y) and (u, v) represent the pixels'
position coordinates in the input plane and transform plane, re-
spectively. F,,(u, v) is modulated by the phase masks R; in the
transform plane and Fresnel transformed for the second time, thus
obtaining the complex amplitude distribution of the each channel:
Lin(n &)= FsTM'ZI_,{ F ,(u, v)exp[j-R,»’(u, v)]}. 3)

After adding the complex amplitude of the three channels, C,
can be obtained by phase truncation. The actual formulas are
shown in Egs. (4) and (5), in which (, &) represents the pixels’
position coordinate in the output plane:

Io(n, &) = L o1, &) + Iy (1, &) + Iy (. ©), 4

Coln, &) = PTHo(n, &) 5)

So the image of the amplitude C, can be observed in the output
plane.

In this paper, the correlation coefficient (CC) is used to evaluate
the similarity of the decryption result C, and the original image f,,
and to be served as the standard of controlling the number of
cycles. It can be defined as:
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