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In this paper, we analyze a joint free space cryptosystem scheme implemented in an actual laboratory
environment. In this encrypting architecture, the object to be encoded and the security key are placed
side by side in the input plane without optical elements between the input and the output planes. In
order to get the encrypted information, the joint Fresnel power distribution JFPD coming from the input
plane is registered in a CMOS camera. The information of the encrypting key is registered with an off axis
Fresnel holographic setup. The data registered with the experimental setup is digitally filtered to obtain
the encrypted object and the encryption key. In addition, we explore the performance of the experi-
mental system as a function of the object-camera and key-camera distances, which are two new para-
meters of interest. These parameters become available as a result of developing this encrypting scheme.
The theoretical and experimental analysis shows the validity and applicability of the cryptosystem.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

Optical image encryption opened a new route in information
security to protect data from counterfeiting and unauthorized access.
We are able to meet this challenge from the nanoworld [1] to the use
of QR codes as “information containers” [2-5]. The voyage started
with the contribution of Refregier and Javidi [6], introducing the
concept and the first implementation on the so called 4f encrypting
architecture. The optical encryption scheme is called double random
phase encoding, because involves two random phase masks, one in
the input plane and a second in the Fourier domain. It can be shown
that if the phases in these masks can be described as statistically
independent, then the resulting encrypted image is a white-noise
distribution. Alternatively, other encrypting schemes were developed
under the joint transform correlator (JTC) architecture [7-9]. This
optical setup is more compact than the conventional 4f holographic
scheme, because the object and reference beams share a single optical
system consisting of one Fourier-transforming lens. The JTC encrypt-
ing architecture also offers two major advantages: the encrypted
information is stored as an intensity distribution in a recording media
and the decryption process is performed using the encoding key, not
its complex conjugate. These advantages decrease the requirements
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for an experimental implementation in a laboratory environment,
thus becoming the favored architecture for most practical applications
[5,10,11]. Digital holographic setups were developed to implement the
JTC cryptosystem [12,13], bringing new exciting possibilities to optical
encryption. On the other hand, several techniques have been proposed
in the literature to optically encrypt images using the gyrator trans-
form [14,15] and the fractional Fourier transform (FFRT) [16-24].

An alternative optical security system for image encryption based
on a nonlinear JTC in the Fresnel domain (FrD) was proposed [25]. In
the suggested scheme, the encryption process is performed by a
lensless optical system that encrypts the desired data into an intensity
pattern called joint Fresnel power distribution (JFPD). Like in the tra-
ditional JTC cryptosystem, the key is a random complex mask. To
further reduce the speckle contamination of the decrypted object and
enhance security, a nonlinear modification is performed. The
decryption protocol is performed through a Fresnel transform,
allowing to control the reconstruction plane and magnification of the
decrypted image. We will refer this system as a joint free space
cryptosystem (JFSC), because the encryption is achieved by the joint
interference of the freely propagated key and object waves.

As encryption methods evolved, additional parameters were
included to reinforce the security level and to allow for the multi-
plexing of data, ensuring that the object can be recovered only when
using the right combination of those optical parameters. In the lit-
erature, we find contributions where the wavelength [26,27], the
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polarization [28], in-plane shifting [29], rotation [30], modulation [31],
axial shift [32], and other parameters were proposed and demon-
strated as valid encrypting parameters. In particular, studies regarding
the valid range of each of these parameters are crucial to establish the
adequate working conditions under which these parameters are
useful.

Although these studies are indicatives of the validity of the pro-
posed parameters, we still find that practical implementations are
bonded to restrictions arising from practical laboratory conditions. A
careful experimental study would reveal the actual behavior in a
laboratory environment. In particular, we find that the behavior of the
system cannot be explained by a single factor when the propagation
length is changed. Besides, a comprehensive study of the real effects of
this parameter requires an experimental implementation in order to
take into account for all possible factors.

Additionally, during the implementation of the experimental
setup, we explore the performance of the system as a function of the
object-camera and key-camera distances. We show that in the JFSC
scheme there is a gradual degradation of the recovered object as the
object-camera distance increases, resulting in a practical limitation on
the operational range of the system. Besides, the system tolerance to
axial displacements of the encryption key is significant. Both features
must be taken into account in any future implementation of this
system, either simulated or experimental.

2. Description of the architecture and the encryption-
decryption process

In the proposed JFSC architecture, we project in the input plane
of the optical system both the object to be encrypted and a blank
key window. This window determines the size of the encryption
key. We use a spatial light modulator (SLM) to display the object
and the key window in our physical setup, which limits their
maximum size and the details of the object due to its display
resolution and pixel size. We attach to the SLM a ground glass
diffuser covering both the object and the key window (Fig. 1),
which will provide both random phase masks.

As in the JFSC architecture, there is no lens that performs an
optical Fourier transform of the input plane, the pattern registered
by the CMOS camera corresponds to the free space propagation of
the input plane, which is described mathematically by a Fresnel
transform (FRT) [33]. Considering c(x,y) = o(x, y)r(x,y) with o(x,y)
the object to be encrypted, r(x,y) and I(x,y) random phase masks,
the last representing the encrypting key, the JFPD is then

I(v,w) = | Co(v, W)| 2 + | Ly (v, W) | 2 + Co(v, W)L, * (v, wye ~ 4714V
+ G (v, W)Ly (v, w)etrir M

where C,(v,w) and L,(v, w) are the Fresnel transforms of c(x, y) and
I(x,y) at propagation distance z, v=x/1z and w=y/Az are the
coordinates in the Fresnel plane, and A is the wavelength. The

z

CMOS Camera
/'

ndow  Object

[ |
2a

Fig. 1. Basic JFSC scheme. SLM spatial light modulator, GGD ground glass diffuser,
and z propagation distance.

SLM projection '

exponential expressions will result in interference fringes in the
JFPD whose frequency will depend on the separation 2a between
key and object. Due to the limited pixel size of the recording
medium, this separation cannot be made arbitrarily large. In the
proposed JFSC, the maximum separation between key window
and object is given by [34]

Ny
a=ztan (arcsm (4—Ax> ) 2)

where Ax is the pixel size of the CMOS camera. The intensity of
the FRT of object and key windows can be registered separately
and then subtracted from Eq. (1), resulting in

1(v,w) = C,(v, W)L} (v, w)e = 474 4 C (v, W)L, (v, w)e*™i®v 3)

These two terms can be isolated by performing the Fourier
transform (FT) of Eq. (3), obtaining

i€, ) =FT{C,(v, wL;v,w)} ® 6(5+2a,7)
+FT{Ci(v, w)L,(v, W)} ® 8(E—2a,n) 4

where FT{} represents the FT operation, the symbol ® denotes
the convolution, and &() is the delta Dirac function. The spatial
separation caused by the convolution with the delta functions
allows to select one of these two terms and to discard the other.
The selected term is digitally positioned in any desired spatial
coordinate (x',y’), and then performing the inverse Fourier trans-
form (IFT), we obtain

E;(v,w) = C;(v, W)L} (v, w)e?miX +w) 5)

In Eq. (5), we find the filtered encrypted object along a phase
factor with the object coordinates after decryption. In order to
recover the encrypted object, we must first multiply Eq. (5) by the
FRT of the encrypting key and then we perform the adequate
inverse Fresnel transform (IFRT). Attempting to decrypt without
multiplying by the correct key will result in a speckle pattern
instead of the original object.

Consequently, to accomplish the decryption process, we need
the information of the encrypting key. Since this information has
both phase and amplitude components, we use the off-axis digital
holography setup shown in Fig. 2.

In order to register the information of the encryption key
L,(v,w), we only project the key window on the SLM and register
the resulting hologram

H(v,w) = | P(v,w)| % + | L,(v, W)| 2 + P(v, W)L} (v, W) + P* (v, W)L, (v, W)
(6)

Fig. 2. Experimental setup to record the hologram of the encrypting key, CS col-
limation system, BS beam splitter, M mirror, and SLM spatial light modulator.
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