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Abstract: Recent work on modeling communication delay between communicating decentral-
ized discrete-event controllers considers only the case when all observations are communicated.
When this condition is relaxed, it may yet be possible to formulate communicating decentralized
controllers that can solve the control problem. Instead of synthesizing reduced communication
protocols under bounded delay, synchronous communication protocols (where not all observa-
tions are communicated) are examined for their robustness under conditions when only the
upper bound for the delay is known.
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1. INTRODUCTION
Various strategies exist for incorporating synchronous
communication into decentralized discrete-event control
(see van Schuppen (2004) for a summary). Further, min-
imal communication protocols have also been defined for
this class of problems. In Rudie et al. (2003) optimality
is defined with respect to set theoretic criteria (removing
an element from the set of communications violates a
solution property), whereas in Ricker (2008) and Sadid et
al. (2010) a quantitative measure is imposed. In contrast,
when communication occurs under delay (either bounded
or unbounded) recent studies of communicating decentral-
ized controllers (Tripakis (2004); Hiraishi (2009)), diag-
nosers (Qiu and Kumar (2008)) and prognosicators (Takai
and Kumar (2009)) consider only communication pro-
tocols where every observation is communicated. When
constructing any type of synchronous communication pro-
tocol, it is impractical to require that each decentralized
controller communicates to other controllers after the oc-
currence of every observation. Such a scenario arises only
if such a protocol is the sole outcome of a communication
protocol construction procedure.

Communicating information about every observable event
occurrence, even in the presence of a finite (bounded)
delay, may not be necessary to construct correct con-
trol and communication policies for decentralized discrete-
event control. We are interested in recycling strategies
for synthesizing synchronous communication protocols by
introducing a non-zero but finite delay. We assume that
there is a bounded communication (FIFO) buffer. As de-
tailed in Tripakis (2004), when the delay is unbounded and
when all observations are communicated, the problem of
decentralized control is undecidable, and this result holds
even when only a subset of observations is communicated.

To reason about delay in communication, we take inspi-
ration from the supervisory control framework for timed

discrete-event systems (TDES) of Brandin and Wonham
(1994). A TDES features an additional event, the tick of a
global clock τ , to mark the passage of one unit of time.
In addition to the observational issues that arise when
communication is delayed, we are interested in the relative
timing effect of the speed of the plant versus the commu-
nication delay. We begin with a communication protocol
that is designed to solve the decentralized control and
communication problem with zero delay. Then we want to
verify if the protocol is robust enough to withstand timing
delays associated with a more realistic communication net-
work, as well as taking into account timing characteristics
of the plant. For purposes of verifying the robustness of
the synchronous communication protocol under delay, we
introduce τ events in the plant to represent a clock cycle.

The paper is organized as follows. The next section con-
tains terminology and notation of discrete-event systems
and synchronous communication protocols. Section 3 in-
troduces the idea of robustness of synchronous communi-
cation protocols under bounded delay. A structure with
which to verify the robustness of synchronous communica-
tion protocol under bounded delay is defined in Section 4.
Finally, we conclude with a brief discussion in Section 5.

2. BACKGROUND

We employ the supervisory control framework of Ramadge
and Wonham (1987) to model discrete-event systems. The
behavior of an uncontrolled system is described by a
regular language L over an alphabet Σ and its equivalent
finite automaton representation:

ML = (Q,Σ, T, q0),

where Q is a finite set of states; Σ is a finite alphabet
of symbols; T ⊆ Q × Σ × Q is the transition relation;

and q0 is the initial state.We will write q1
σ
−→ q2 if

there is a transition labelled σ from state q1 to state q2
(i.e., (q1, σ, q2) ∈ T ). We can compose transitions and



write q1
σ1σ2...σm−−−−−−→ qr if there is a sequence of events

σ1σ2 . . . σm ∈ Σ∗ that begin in state q1 and end in
state qr. The prefix closure of a language L is defined as
L :={s ∈ Σ∗|∃s′ ∈ Σ∗ such that ss′ ∈ L}. If L is prefix-
closed, then L = L. We assume that all languages in this
paper are prefix-closed.

In supervisory control, a supervisor or controller is de-
signed such that the uncontrolled system, under the con-
trol decisions of the controller, performs only behavior in a
given specification language K ⊆ L (with a corresponding
automatonMK). Thus, a controller, upon detecting that a
behavior in L\K is about to occur, will prevent or disable
controllable events that take the system from K to L \K.

We are interested in problems that require the synthesis
of n ≥ 2 controllers (Rudie and Wonham (1992)). Let I =
{1, . . . , n} denote the index set for our controllers. Then
we define observable and controllable events for i ∈ I:
Σ = Σo,i ⊎ Σuo,i and Σ = Σc,i ⊎ Σuc,i. Let Ic(σ) = {i ∈
I|σ ∈ Σc,i} be the set of controllers that control event σ. It
will be useful also to define the following subsets of T based
on the partitions of Σ: To,i = {(q, σ, q′) ∈ T | σ ∈ Σo,i}
and Tc,i = {(q, σ, q

′) ∈ T | σ ∈ Σc,i}.

A natural projection πi : Σ
∗ → Σ∗o,i is used to illustrate

the partial view of the system behavior for a controller
i. In other words, πi removes the events not observable
to controller i from a sequence s ∈ Σ∗. The inverse
projection π−1 : Σ∗o,i → 2Σ

∗

is defined for s′ ∈ Σ∗o,i as

π−1
i (s′) = {u ∈ Σ∗ | πi(u) = s′}. We will use the notation

[s]i to refer to π−1
i [πi(s)].

To synthesize controllers that will solve the control prob-
lem in the absence of communication between controllers,
the specification K ⊆ L has to be controllable, and co-
observable (Rudie and Wonham (1992)). The specification
K is controllable wrt L and Σuc if KΣuc ∩ L ⊆ K. Then
K is co-observable wrt L, Σo,i, and Σc,i if (∀s ∈ K)(∀σ ∈

Σc)sσ ∈ L\K ⇒ (∃i ∈ Ic(σ))[s]iσ∩K = ∅.When I = {1},
K is said to be observable (Lin and Wonham (1988)).

WhenK is not co-observable, but is observable, it is possi-
ble to synthesize synchronous communication protocols so
that with the additional information provided through the
content of received messages for controller i, denoted here
by Σ?

i ⊆ Σo \ Σo,i, all the correct control decisions can be
taken. There are a variety of techniques for synthesizing
synchronous communication protocols (see van Schuppen
(2004) for an overview). Since our focus here is not the
synthesis of such protocols, in the sequel, we will simply
assume that we are given a synchronous communication
protocol Φ that is derived from a set of messages that are
sent by each controller, which we denote here by T !

i ⊆ To,i,
and instructs each controller whether or not to send a
message to another controller.We define the content of the
message as Σ!

i = {σ|∃(q, σ, q
′) ∈ T !

i}.

Definition 1. Given T !
i = T !

i,1∪ . . .∪T
!
i,n, for all i ∈ I, we

define a communication protocol Φi = 〈φi,1, . . . , φi,n〉,

with φi,j : L→ Σ!
i ∪ {ε} as follows. If q0

s
−→ q′

σm−−→ q′′ ∈ T
then

φi,j(sσm) =

{

σm, if (q′, σm, q′′) ∈ T !
i,j ;

ε, otherwise.

We update the natural projection to include received mes-
sages as π?

i : (Σ ∪Σ
!
i ∪Σ

?
i )
∗ → (Σo,i ∪Σ

?
i )
∗. Hence a com-

munication protocol is feasible if π?
i (s1σm) = π?

i (s2σm)⇒
φi,j(s1σm) = φi,j(s2σm).

Note that with synchronous communication, the messages
arrive without delay, and there is no need to distinguish a
sent message from a received message. The protocol simply
instructs the controller whether or not to issue a message
after sequence sσm occurs.

The basic idea for this class of problems is that we can
synthesize T !

i (and thus Σ
?
i ) such that K is co-observable

wrt L, Σo,i ∪ Σ
?
i , and Σc,i (Ricker (2008)).

We illustrate this class of decentralized control problems
with an example.

Example 1. We are given ML and MK as shown in Fig. 1.
Let n = 3 and suppose that Σo,1= {a1}, Σo,2= {b1}, and
Σo,3 = {c1}. Further, let Ic(σ) = {1, 2, 3}. Let s = b1c1a1
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Fig. 1. A joint ML (all transitions) and MK (only solid
line transitions); the initial state is underlined.

and s′ = a1b1c1. Note that K is not co-observable wrt
πi since for all i ∈ Ic(σ), πi(s) = πi(s

′) and, thus,
no single controller can take the correct control decision
regarding σ. There are many different sets of sent messages
that give rise to synchronous communication protocols
that will solve this problem (short of communicating all
observations). Here we choose T !

1,3 = {(3,a1,5), (0,a1,2)}

(i.e., Σ?
3 = {a1}) and T !

2,1 = {(0,b1,1), (2,b1,4)} (i.e., Σ
?
1

= {b1}) to be the only non-empty sets of messages. While
π1(s) = π1(s

′), by extending controller 1’s information to
Σo,1 ∪Σ

?
1 via Φ, we have π

?
1(s) = b1a1 whereas now π?

1(s
′)

= a1b1, leading to K being co-observable wrt Σo,i ∪ Σ
?
i .

Similarly, controller 3 can also distinguish s from s′ after
receiving its messages. ⋄

We are interested in determining how robust such a syn-
chronous communication policy is in the face of an un-
known but bounded delay in the communication channels.
Note that we are not strictly interested in the robustness of
optimal communication policies. Rather, we insist that the
protocol allows the controllers to solve the control problem
correctly; however, we are assuming that the protocols we
are examining represent some sort of reduced communica-
tion from the “communicate every observation” strategy.

3. ROBUST SYNCHRONOUS COMMUNICATION
UNDER BOUNDED DELAY

A synchronous communication protocol is robust under
a bounded delay [1..d] if messages received by controller
i, even d clock cycles late, continue to allow the correct
control decisions to be taken. Instead of synthesizing
communication protocols that will solve the decentralized
control problem in the presence of bounded delay, we
are interested in determining how robust a synchronous
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