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This paper develops a quantitative method to measure the vulnerability of community structure with emphasis 

on both internal and external connectivity characteristics of the community. In particular, the number of links 

between communities and the strength of links connecting two communities are considered as external factors, 

while the connection density, the degree of gateway nodes, as well as the strength of links within each community 

are treated as internal factors. A non-linear weighted function is used to combine the internal factors with external 

factors. Then the developed method is used to illustrate the vulnerability analysis of community structure of a 

power transmission grid, a karate club network, and an air transportation network. The results reveal that the 

proposed measure is effective in differentiating the vulnerability level of community structure in a variety of 

networks. 

© 2018 Elsevier Ltd. All rights reserved. 

1. Introduction 

Community structure is a widely acknowledged characteristic in a 
large body of research on complex networks, as highlighted in recent 
studies [1–3] . Typically, a community is a subnetwork consisting of a 
group of nodes with a higher connection density of edges within the 
group than between the groups [2] . In general, there are two fundamen- 
tal issues related to the community study in complex networks. The first 
one is how to discover community structure in networks, and the other 
one is what properties these communities have in common. Numerous 
approaches have been developed to detect the community structure in a 
variety of networks. For example, since it is common for two communi- 
ties to share some nodes in complex networks, Orman et al. developed 
a novel method to detect overlapping communities [4] . Rocco et al. an- 
alyzed the effects of multi-state links on community detection [5] . To 
account for the dynamic behavior of each node in evolving networks, 
Orman et al. developed an innovative community detection method, in 
which the evolution of topology, nodal attributes, and community struc- 
ture over time were considered [6] . In [7] , they also characterized the 
role of each node by studying the evolution of its neighborhood based 
on the assumption that the neighborhood changes reveal the importance 
of the node in the entire network. The aforementioned approaches have 
been studied for several real-world networks, including scientific collab- 
oration networks, and a network of Jazz listeners extracted from LastFM 

[6,7] . Meanwhile, several algorithms have been developed for discover- 
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ing community structure in networks [8,9] . For example, a hierarchical 
agglomerative algorithm (HAA) for detecting community structure in 
unweighted network was proposed by Newman et al. [2,10] and the 
algorithm was further extended for weighted networks [11,12] , which 
will be introduced in Sections 2.3 and 2.4 , respectively. 

With respect to the second issue, the vulnerability evaluation on 
community structure in complex networks has received increasing at- 
tention. For example, Zio et al. identified three elements related to the 
vulnerability of infrastructure systems, namely the degree of loss caused 
by a hazard, the degree of exposure to the hazards, and the degree of 
ability to recover to a stable state, and they demonstrated the analysis 
procedures for Critical Infrastructures (CIs) [13] . Holme et al. defined 
vulnerability as the reduction of network functionality due to selected 
removal of certain vertices or links, and investigated which attack strat- 
egy (based on measures such as degrees of nodes and betweenness cen- 
trality) is most effective [14] . Torres-Vera et al. measured the vulnera- 
bility of a pipeline system as the amount of the damage suffered by a 
structure due to a seismic activity [15] . 

Recently, a qualitative metric to measure the vulnerability of com- 
munity structure was developed in Ref. [16] , in which the vulnerability 
is quantified in terms of the connectivity between any two communi- 
ties. The vulnerability between communities x and y , denoted as v xy , 
is a metric to provide a measure of the degree to which two commu- 
nities are disconnected. This is a qualitative metric; however, it offers 
some insights regarding the relative strength of each community. The 
developed community structure vulnerability measure has been illus- 
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trated in several networks, such as telephone network, power network, 
and terrorist network [16] . Considering that vulnerability denotes the 
ability of an individual or group to withstand and cope with the impact 
of natural or man-made hazards [17] , connectivity is certainly an im- 
portant consideration in measuring a community ’s vulnerability. There- 
fore, the proposed method in this paper also focuses on connectivity. 
A community that has more connections to other communities is more 
capable of coping with the impact of hazardous events, due to the oppor- 
tunity to draw assistance and resources from neighboring communities. 
Similarly, within a community, the more the number of connections, 
the stronger is its ability to cope with the hazard, due to the increased 
ability to get in contact with other community members for receiving 
support. One study worthy of mention is Carrington et al., which con- 
sidered the inter and intra links among communities to measure group 
centrality scores [18] ; they stated that the number of connections alone 
cannot fully characterize the vulnerability of community structure. The 
quality or strength of the connections, as well as the structure of the 
community, are also important considerations. Actually, the vulnerabil- 
ity metric developed in Ref. [16] is a special case of the group centrality 
score developed in Ref. [18] . 

To illustrate the above points, consider a ground invasion scenario 
where the objective of the invading force is to defeat a community. The 
community is less vulnerable to the attack if it is well connected and 
able to draw support from other neighboring communities. The more 
the number of connections, the less vulnerable the community – this 
is the implication of the metric in Ref. [16] . Therefore, the attacking 
force might try to isolate the targeted community from its neighbors 
by severing or blocking its transportation and communication links to 
the neighbors. However, different links might have different strengths 
and thus might require different amounts of resources in order to be de- 
stroyed or blocked. Thus, in addition to the number of connections, the 
strength of the connections is also a significant consideration in affecting 
a community ’s vulnerability. 

When a community is being attacked, its structure and topology will 
also determine its ability to withstand the attack. If the community has 
higher connection density and connection strengths, when a specific 
zone is attacked, it can receive more help from other zones, which in 
turn enhances its ability to withstand the attack. Another factor is the 
connectivity of the gateway nodes (i.e., nodes that connect the commu- 
nity to other communities) to other nodes within the community. Such 
nodes play an important role in distributing food, water, fuel, energy, 
and information received from other communities. The adequate oper- 
ation of resource distribution within the community is vital in strength- 
ening its ability to cope with the attack. 

Considering the above factors, the number of external connections to 
neighboring communities alone cannot differentiate the vulnerability of 
different communities. For example, the telephone network in Belgium 

is divided into 7 communities in Ref. [16] . Five of the seven communi- 
ties are different from each other in topology and structure, but all of 
them have the same number of connections to their neighboring com- 
munities. Based on the number of external connections alone, all five 
communities would be judged to have the same level of vulnerability. 
Such a measure has a low resolution in differentiating community vul- 
nerability, which limits its usefulness in practical applications. 

The goal of this paper is to develop a generalized measure that has 
the ability to distinguish the degree of vulnerability among separate 
communities. The proposed measure fuses the information regarding 
connectivity characteristics of the community, both internal and exter- 
nal. Our major idea is described as follows: vulnerability of community 
structure is not only related to the outer connectivity of a community, 
but also its inner structure. Two communities may have different vul- 
nerability even if they have the same number of edges connecting with 
other communities. Besides the number of external connections, the de- 
gree of the gateway nodes, the connection density within the commu- 
nity, the strengths of edges connecting with other communities, and the 
strengths of edges within the community are also important considera- 

tions when measuring the vulnerability of community structure. Thus, 
in this paper, we consider 5 factors - 2 external factors (number of links 
between communities, and strengths of the links connecting two com- 
munities), and 3 internal factors (connection density, degrees of gateway 
nodes, and strengths of the links within each community). All five fac- 
tors are combined into one composite qualitative metric in this paper. 
Five parameters are used to indicate the weights related to the factors 
we considered. As a result, the qualitative vulnerability measure in Ref. 
[16] becomes a special case of the vulnerability measure proposed in this 
paper. The proposed method is illustrated in three networks, namely a 
power transmission grid [19] , a karate club network [20] , and an air 
transport network [21] . The results show the effectiveness of the pro- 
posed method in differentiating the vulnerability values of separate in- 
dividual communities. 

The rest of the paper is organized as follows: the basic concepts are 
introduced in Section 2 . In Section 3 , we propose a generalized metric 
to measure the vulnerability of community structure. In Section 4 , we il- 
lustrate the proposed vulnerability metric with three different networks. 
In Section 5 , we provide concluding remarks. 

2. Preliminaries 

In this section, basic concepts such as the degree of a node, connec- 
tion density, and strength of edges in complex networks, are introduced. 
In addition, HAA [2,10] , a classical method for detecting community 
structure in unweighted networks and its extension to detect commu- 
nity in weighted networks, are described. 

2.1. Degree and connection density in unweighted networks 

Consider a complex network G ( E, N ), where 𝐸 = (1 , 2 , ⋯ , 𝑚 ) is the 
set of edges and 𝑁 = (1 , 2 , ⋯ , 𝑛 ) is the set of nodes, where m and n are 
the numbers of edges and nodes in network G , respectively. 

Definition 2.1. The degree of a node i in an unweighted network, de- 
noted as k i , is defined as [22] : 

𝑘 𝑖 = 

𝑁 ∑
𝑗=1 

𝑥 𝑖𝑗 (1) 

where x ij represents the connection between node i and node j . 𝑥 𝑖𝑗 = 1 
if node i is connected to node j , and 𝑥 𝑖𝑗 = 0 otherwise. 

It can be observed that the degree of a node is the number of links 
connecting itself with other nodes. The average degree of all the nodes 
is 𝑑 = 

1 
𝑛 

∑𝑛 

𝑖 =1 𝑘 𝑖 , where n is the number of nodes in network G . 
The network density describes the fraction of the potential connec- 

tions in a network that are actual connections [23] . By contrast, a po- 
tential connection is a connection that could potentially exist between 
two nodes (regardless of whether or not it) [24] . 

Definition 2.2. The network density, denoted as 𝜌, is defined as, 

𝜌 = 

𝑚 

𝐶 

2 
𝑛 

(2) 

where m and n are the number of edges and nodes in the network, re- 
spectively. 𝐶 

2 
𝑛 

is the number of links if any two nodes are connected in 
the network. 

From this definition, we have 0 ≤ 𝜌≤ 1. 𝜌 = 0 means there is no con- 
nection in the network, while 𝜌 = 1 reveals that the network is fully con- 
nected. Network density is a significant indicator on the connectivity of 
a network. 

2.2. Strengths of edges in weighted networks 

Generally, a weighted network can be modeled as: G ( E, N, W ), where 
𝑊 ∈ 𝑅 

+ is the weight of an edge. If W ≡1 for all the links, then the 
weighted network degenerates to an unweighted network. As mentioned 
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