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a b s t r a c t

The paper proposes a modeling framework to support Monte Carlo simulations of the behavior of a
complex industrial system. The aim is to analyze the system dependability in the presence of random
events, described by any type of probability distributions. Continuous dynamic evolutions of physical
parameters are taken into account by a system of differential equations. Dynamic reliability is chosen as
theoretical framework. Based on finite state automata theory, the formal model is built by parallel
composition of elementary sub-models using a bottom-up approach. Considerations of a stochastic
nature lead to a model called the Stochastic Hybrid Automaton. The Scilab/Scicos open source envir-
onment is used for implementation. The case study is carried out on an example of a steam generator of a
nuclear power plant. The behavior of the system is studied by exploring its trajectories. Possible system
trajectories are analyzed both empirically, using the results of Monte Carlo simulations, and analytically,
using the formal system model. The obtained results are show to be relevant. The Stochastic Hybrid
Automaton appears to be a suitable tool to address the dynamic reliability problem and to model real
systems of high complexity; the bottom-up design provides precision and coherency of the
system model.

& 2016 Elsevier Ltd. All rights reserved.

1. Introduction

Most real-world industrial systems have a significant com-
plexity level. The complexity lies in a variety of elements such as
system size, number and structure of interactions between system
components and of interactions between the system and its
dynamic operational environment, and varying mechanisms for
the aging of components. Due to this complexity, elaborated

methods are needed to study the behavior of a system, to evaluate
its performance and to assess the system reliability. In this sense
conventional approaches to reliability assessment, such as event
and fault trees, and reliability block diagrams, are often not
adapted. Indeed, these methods are not designed to account for
the dynamic structure function of a system. The dynamic relia-
bility approach, in its turn, covers a wide range of problems and
phenomena mentioned above and is thus a relevant framework to
model complex systems operating in dynamic environment.

Numerous methods have been developed to address dynamic
reliability, such as analytical solutions of systems of stochastic
differential equations, their approximations using numerical
methods, and Monte Carlo simulations. Methodologically attrac-
tive analytical solutions are very complex; thus, possible applica-
tions are limited to only very simple cases. Monte Carlo simula-
tions, in their turn, allow us to capture detailed system behavior,
and are thus a more realistic alternative to analytical methods
when dealing with complex real-world systems. Moreover, simu-
lations provide a variety of data, thus allowing a comprehensive
statistical analysis.
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Monte Carlo simulations require an underlying input model
that describes the behavior of the system. Different input models,
or representation schemes, are available in the framework of
dynamic reliability, such as stochastic Petri nets, graphical Markov
models, and state-transition graphs (see [1] for comparison and a
detailed review).

In this paper Monte Carlo simulations in the context of
dynamic reliability are used to analyze the behavior of part of a
nuclear power plant, more precisely, a sub-system involved in
water level control of a steam generator. As highly critical and
complex systems, the installations issued from the nuclear energy
production industry are frequently used as case studies for relia-
bility and safety assessment methodologies. Different methods are
proposed for analysis. One can refer to [2] for the Petri Nets
approach, [3,4] for the Markov/cell-to-cell mapping, [5–7] for the
Discrete Dynamic Event Trees, [8] for the continuous-time Markov
models combined with Reliability Block Diagrams, and [9] for
other state-space models.

In this paper the Stochastic Hybrid Automaton (SHA) is pro-
posed as the main tool for the reliability analysis of a system. The
SHA is used as an input model for Monte Carlo simulations carried
out to generate data for further statistical analysis of system
reliability. The SHA is built using a formal “bottom-up” approach,
which insures the completeness and relevance of the model.

The objectives of the present study are two-fold:

1. From a methodological point of view, the work aims to present the
SHA as a tool for dynamic reliability assessment, to emphasize the
advantage of using formal model construction methods when
dealing with complex systems and to present the types of results
that can be obtained with the proposed tools.

2. From a practical point of view, the work aims to address
dynamic reliability in an applied context, employing the SHA to
a large real-world system and to provide a rather detailed
description of the analyzed system, thus enabling its further
exploitation as a case study.

The paper is organized as follows. Section 2 covers the theoretical
background for dynamic reliability. A formal model construction
method and a definition of the SHA are given in Section 3. Section
4 details how the Scicos/Scilab software can be used to implement
the SHA. The case study is addressed in Section 5 (a general
description of the considered system) and in Section 6 (a formal
system model and its implementation in Scicos/Scilab). The results
are presented and discussed in Section 7.

2. Dynamic reliability: theoretical background

2.1. The concept of dynamic reliability

Generally, dynamic reliability as defined in [1,10,11] is a part of
probabilistic safety analysis, studying the behavior of human–
machine interface systems affected by underlying dynamic evo-
lution. The general mathematical formulation for dynamic relia-
bility is described in [12–14]. An overview of existing models is
provided in [1]. A survey of dynamic reliability methodologies
specifically used in the sphere of nuclear energy can be found in
[15]. In general, the model for dynamic reliability is described as
follows. We suppose that a system (for example, an industrial
installation) is represented by a state-transition graph, where the
system state is a combination of the states of its components. This
system operates in a dynamic environment, represented by a set of
continuous variables, which are called physical or process vari-
ables. Deterministic dynamics of these variables are formalized by

a system of differential equations. It is assumed that the coeffi-
cients of these equations depend on the system states.

In the context of safety analysis, dynamic reliability can be seen
as an extension of system reliability assessment methods to the
case in which the structure function changes in time with a dis-
crete evolution (e.g. in the case of a phased-mission system) and
with a continuous evolution (e.g. in the case of dependency
between the reliability of components and continuous physical
variables). The structure function is meant to be a function
describing the link between the states of system components,
usually represented by their failures and repairs, and the state of
the system itself.

The dynamic reliability accounts for the following phenomena:

� dynamic behavior of system components (aging and fatigue of
different types);

� importance of the order of occurring events (ordered sequences
of events are considered in place of cut sets);

� multiple natures (stochastic and deterministic) of events driving
the transitions between states.

Building a mathematical model accounting for these phenom-
ena implies specifying an analytical expression of the temporal
evolution of physical variables and an explicit link between the
system reliability parameters and these variables. Thus, mathe-
matical formulation of the dynamic reliability problem is a com-
plex set of equations.

2.2. Mathematical formulation for dynamic reliability

Following, for example, [10], the mathematical model for
dynamic reliability is represented in the form of Chapman–Kol-
mogorov equations (for a detailed interpretation of model terms
one can refer to [16, Section 3]). Initially relying on the Markovian
assumption (the future of the system depends on its present state
and not on event sequences leading to this present state), this
model has been extended to a non-Markovian framework, allow-
ing non-exponential temporal distributions for stochastic transi-
tions and also deterministic transitions. The model gives an ana-
lytical expression of equations providing the probabilities of a
system to be in a certain state at a certain time, given the envir-
onmental conditions or, more precisely, the values of physical
variables affecting the system.

Another widely used representation of the dynamic reliability
problem is a Piecewise Deterministic Markov Process (PDMP),
originally defined by Davis [17] as a general class of non-diffusion
dynamic stochastic hybrid models, i.e. deterministic motions
punctuated by random jumps. Its formal definition is given below.

Definition 2.1 (Piecewise Deterministic Markov Process). Piecewise
Deterministic Markov Process PDMP is a process Yt ¼ mt ; xtð Þ,
where

� t indicates time and will further be omitted in subscripts for
simplicity;

� mAM, with M being a countable set, are discrete modes;
� xARn is a set of real state variables representing physical vari-

ables of the system.

The PDMP is determined by a set of local characteristics in each
mode m:

� Em an open subset of Rn with its boundary ∂Em and its closure
Em;

� ϕm x; tð Þ : Rn � R-Rn is a flow corresponding to the determi-
nistic dynamics of physical variables;
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