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While warehouses may be subjected to less protection effort than plants, their unavailability may have
substantial impact on the supply chain performance. This paper presents a method for protection of
plants and warehouses against intentional attacks in the context of the capacitated plant and
warehouses location and capacity acquisition problem. A non-cooperative two-period game is developed
to find the equilibrium solution and the optimal defender strategy under capacity constraints. The
defender invests in the first period to minimize the expected damage and the attacker moves in the
second period to maximize the expected damage. Extra-capacity of neighboring functional plants and
warehouses is used after attacks, to satisfy all customers demand and to avoid the backorders. The
contest success function is used to evaluate success probability of an attack of plants and warehouses. A
numerical example is presented to illustrate an application of the model. The defender strategy obtained
by our model is compared to the case where warehouses are subjected to less protection effort than the
plants. This comparison allows us to measure how much our method is better, and illustrates the effect
of direct investments in protection and indirect protection by warehouse extra-capacities to reduce the

expected damage.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction
1.1. Importance of warehouses

Warehouses are commonly used by manufacturers for conserva-
tion of stocks for production or distribution. It is widely recognized
that the efficiency and effectiveness in any distribution network is
largely determined by the good operation of warehouses. They are
fundamental elements in the supply network and they play a vital
role in the success or failure of businesses today [13], and in
determining a company’s competitiveness. There are in fact many
situations where it is not suitable to supply directly to customers. For
example, some customers require to be served from warehouses
rather than from plants because the supplier lead times cannot be
reduced cost effectively to the short lead times required by customers
[14]. Warehouses offer a same-day or next-day lead-time to custo-
mers from inventory [15], and they need to reach this objective
reliably within high tolerances of speed, precision and safety. They
must be able to properly receive the goods and ship them back to
areas of applications as efficiently as possible, respecting the pro-
mised delivery dates to customers who are increasingly demanding
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[12]. Warehouses have a critical impact not only on customer service
levels, but also on logistics costs [11,16,17].

1.2. Protection of warehouses

In a supply network, if one or many warehouses are unavailable,
substantial losses may be incurred. Therefore, it is imperative to the
success of businesses that warehouses are designed and protected
so that they function reliably and cost effectively. In this paper, we
consider warehouses as critical facilities that need to be protected
against malevolent acts. Considering the plant and warehouse
location problem [33], the objective is to define how to allocate
optimally the protective resources among the plants and the ware-
houses, knowing that they are both exposed to external attacks.

The total procurement cost of warehouses is generally less
expensive than the costs of plants. One reason is that a plant often
requires much more technological production equipment and
machines. It results that the protection of warehouses may receive
less attention than plants by the designer, and much more
protection effort is ‘naturally’ put on the plants. However, the
impact of losing the functionality of warehouses may cause
substantial damage. Knowing that an intelligent adversary may
choose to attack the most vulnerable element (weak point) of the
supply network in order to paralyze this network and to cause
maximum damage, warehouse protection becomes essential when
considering the attacker as a fully strategic optimizing agent.


www.sciencedirect.com/science/journal/09518320
www.elsevier.com/locate/ress
http://dx.doi.org/10.1016/j.ress.2015.01.003
http://dx.doi.org/10.1016/j.ress.2015.01.003
http://dx.doi.org/10.1016/j.ress.2015.01.003
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ress.2015.01.003&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ress.2015.01.003&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ress.2015.01.003&domain=pdf
mailto:Naji.Bricha.1@ulaval.ca
mailto:Mustapha.Nourelfath@gmc.ulaval.ca
http://dx.doi.org/10.1016/j.ress.2015.01.003

94 N. Bricha, M. Nourelfath / Reliability Engineering and System Safety 138 (2015) 93-104
Nomenclature Tpge proportion of the acquired capacity associated with
the facility located at site g using extra-capacity option
n, number of plants in the system e
Ny number of warehouses in the system C}} capacity acquired associated with the facility located
Nk number of customers in the system at site f§
s index that refers to plant or warehouse, =1, 2, ..., Acp capacity acquisition cost at facility location f per unit
ny+n, CEgp, investment of extra-capacity associated with the facil-
i ith potential plant location, i=1, 2, ..., n, ity located at site f# using extra-capacity option e,
j jth potential warehouse location, j=n,+1, n,+2, ..., CEpe = Acprp.Cs*
Np+ Ty E vector of extra-capacity strategy, E = (Hﬁ)
k jth demand location, k=12, ..., ny 0p values frome=0,1,..., pg
I the set of candidate plant locations, indexed by i T vector of investments to each extra-capacity strategy
] the set of candidate warehouse locations, indexed by j ET= (Tﬂe,,
K the set of customer locations, indexed by k Epe binary variable which is equal to 1 if an extra-capacity
Dy the demand at customer location k e K option e is selected for facility S
h; the total capacity acquisition cost function at plantiel @ number of attack types against any facility /3
g the total capacity acquisition cost function at ware- & index of attack type (=0, 1, 2, ..., ap)
house jeJ Qe attack effort to attack facility located at site g using
CP; the fixed cost of locating a plant at candidate site i e[ attack action g
cw; the fixed cost of locating a warehouse at candidate site g unit cost to attack facility located at site 4 using attack
jel o action g
CAP;  the maximum capacity that can be built-in at plantat Qg investment expenditure to attack facility located at
candidate site ie site # using attack action g
CAP; the maximum capacity that can be built-in at ware- @y value fromg=1,2,..., a
house at candidate site jeJ wgf ‘ value from g of the optimal attack strategy
Uc;j the cost of producing and shipping one unit from g binary variable which is equal to 1 if a type g attack is
candidate plant site i e I, to candidate warehouse site used for facility
jej B matrix, p = (/4 o
Ucji the cost of shipping one unit from candidate ware- Hopt matrix, Jo, = f,uﬂg)
house site j ] to customer location k € K fi the defender production
X; 1 if a plant is to be located at candidate site i, and function f, (Fﬂp) =Fp= (] /fﬂp)Fﬁ'p
0 otherwise f the attacker production function,
Y; 1 if a warehouse is to be located at candidate site j, and fa gQ/}g) =Qpp = (1 / q[}p) Qpg
0 otherwise Dg defender budget
Wi the quantity shipped from candidate plant site i e I, to ATp attacker budget
candidate warehouse site j ] G vector of attack strategy, G = (wy
Z the quantity shipped from candidate warehouse site ~ Gopt vector of the optimal attack strategy, Gop: = (@}’ ‘
j €] to customer location k € K Qope vector of attack effort of the optimal attack strategy,
Op number of protection types for facility S Qe = z /}wvw}
p index of protection type, p=1, 2, ..., dg Qﬁw;pr element of dttack effort vector Qopt
F, investment effort to protect a facility located at site f ~ Upg(f) ~ destruction probability of a facility
using protection type p Vpariy" (p) destruction probability of a facility § for the optimal
Fo unit cost of effort to protect a facility located at site 3 defence strategy
B using protection type p V(P,G) matrix, V(P,G) = (vpg(f))
Fyp investment expenditure to protect a facility located at V(P,Gope) matriX, V(P, Gopr) = Vpwht (ﬂ))
site # using protection type p &g parameter that exprésse$ the 4ntensity of the contest
7Ty value from p=1, 2, ..., 5/, concerning facility
zr/‘;"t optimal defence strategy value from p=1, 2, ..., dg Ry the cost required to restore the attacked facility f
P vector of protection strategy, P = (74 Cr(P,G) expected cost required to restore the attacked facilities
Popt vector of the optimal protection stratégy, Pop; = (ﬂ/‘;‘" which depends on P and G
F vector of investments to protection strategy Cr(P,Gopt) expected cost required to restore the attacked facil-
P.F= (FM) ities which depends on P and Gop:
Fopt vector of , investments to protection strategy € combinations index, (c=0,..., 2" "™ -1)
Popt, Fopr = <F /,”.,:En Se combinations of disabled and functional facilities for
Fpr, element of Invéstments vector F the facilities
Fﬁﬂm element of investments vector Fop S set of combinations of disabled and functional facil-
/1/3p binary variable which is equal to 1 if a protection of ities, S={S.}
type p is used for facility f Ct(E) cost incurred because of the change in transportation
A matrix, A=(4z,) cost when the combination is Sc which depends on the
PpL number of extra-capacity options for each facility . vector E
e index of extra-capacity options, e=1,2 ..., py Ac average of the capacity acquisition costs per unit
Bimg brand image of the company

YD(E)

annual unmet demand when the combination is S,
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