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Abstract

Additive Manufacturing (AM) is a rapidly growing, multibillion dollar industry.
AM is increasingly being used to manufacture functional parts, including com-
ponents of safety critical systems in aerospace, automotive, and other industries.
This makes AM an attractive attack target. AM Security is a fairly new field
of research that addresses this novel threat.

This paper serves dual purposes: For researchers just entering AM Security,
we provide an in-depth introduction to this highly multi-disciplinary research
field. And, for active researchers in the field, this paper provides a comprehen-
sive, structured survey of the state of the art as well as our proposal for attack
taxonomies.
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1. Introduction

Industry 4.0 [I] envisions fully automated manufacturing environments, dri-
ven by computerized manufactured equipment—Cyber-Physical Systems (CPS).
Additive Manufacturing is a core component in this vision, enabling both man-
ufacturing automation and the creation of parts with properties that could not
be achieved with the traditional subtractive manufacturing.
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