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a b s t r a c t

An improved method for optical identity authentication system with significant output images is

proposed. In this method, a predefined image is digitally encoded into two phase-masks relating to a

fixed phase-mask, and this fixed phase-mask acts as a lock to the system. When the two phase-masks,

serving as the key, are presented to the system, the predefined image is generated at the output. In

addition to simple verification, our method is capable of identifying the type of input phase-mask, and

the duties of identity verification and recognition are separated and, respectively, assigned to the

amplitude and phase of the output image. Numerical simulation results show that our proposed

method is feasible and the output image with better image quality can be obtained.

& 2011 Elsevier Ltd. All rights reserved.

1. Introduction

Application of optical theories to information security has
received increasing attention since Refregier and Javidi [1] pro-
posed the method of double random-phase encoding (DRPE),
which encodes a primary image into a stationary white noise.
Subsequently, the DRPE technique was further extended from
Fourier domain to fractional Fourier [2–5] and Fresnel domains
[6,7]. Except for the optical image encryption in the application of
phase encoding [1–12], optical identity authentication techniques
have also been proposed and widely developed because the
phase-masks are hard to duplicate [13–24].

An identity authentication system generally has two main
duties: identity verification and recognition. Identity verification
is to verify whether the user is authorized or not; and recognition
is to make out the identities of the authorized users. Wang et al.
proposed an optical encryption and verification method to
encrypt an original image into a phase-only mask on the Fourier
plane of a 4f correlator [18]. Li et al. modified this method to
encode the image into a phase-only mask on the input plane of a
4f correlator [19]. In their methods, the phase-mask is obtained
by phase retrieval algorithms such as the projection onto con-
straint sets (POCS) algorithm. The retrieved phase-mask and a
fixed one, respectively, act as the key and the lock in the
verification system. To reconstruct the predefined output image,
the two phase-masks must be matched and located on the input
plane and the Fourier plane, respectively. Abookasis et al.

improved this method with a joint transform correlator for optical
verification [20]. However, in all of the methods mentioned
above, the iterative algorithm is employed to encode the original
image into pure phase diffractive elements and the reconstructed
output image is fuzzy. Moreover, the intensity of the output
image assumes two duties of simple verification and identity
recognition. Thus, different users must correspond to different
output images and a large number of output images should be
stored for multiuser application.

The basic ideas of these methods mentioned above are based
on the diffraction of encoded elements. Recently, according to the
optical interference principle, researchers proposed several ver-
ification systems [21–24]. For example, Zhang et al. proposed a
method to encode a predefined output image into two phase-only
masks [21]. When two light beams are modulated by the two
matched phase-masks and interfere with each other at the output
plane of the verification system, a known output image is
generated. In this method, the generation of the two phase-masks
is quite simple and does not need iterative algorithm. The secret
image is protected by the phase function of the predefined output
image and the parameters of the system. In absence of any of
them, the two matched phase-masks can not be forged, so this
method has a high security to avoiding attack.

Combining the verification methods based on the diffraction
and the interference principles, we improve the optical identity
authentication system with significant output images. Firstly, a
predefined output image is digitally encoded into two phase-
masks relating to a fixed phase-mask. The fixed phase-mask
serves as the lock, while the generated two phase-masks serve
as the key. A predefined output image could be generated at the
output plane of the identity authentication system only if the key
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phase-masks are right fit for the lock phase-mask. Our improved
method yields better result and performance by utilizing the
complementary advantages of a diffraction method [19] and an
interference [21] method. The generation of two key phase-masks
is quite simple and does not need the iterative algorithm, and a
clear output image including its amplitude and phase can be
yielded. In addition, even though intruders know the predefined
output image, the two key phase-masks cannot be forged because
they are also protected by the lock phase-mask. Moreover, the
duties of identity verification and recognition are, respectively,
assigned to the amplitude and phase of the output image. The
duty assignment method may bring convenience in some
applications.

2. Improved identity authentication scheme

2.1. Architecture of the identity authentication system

As shown in Fig. 1, our improved identity authentication
system is composed by the interference architecture and the 4f

system. The phase-masks M1 and M2 have the same distance of l

to the input plane of the 4f system. The three planes P1, P2, and P3

of the 4f system are defined as the input plane, the transform
plane, and the output plane, respectively, and the corresponding
coordinates of the three planes are denoted by (x,Z), (u,v), and
(x0,y0).

The identity authentication process can be described as fol-
lows: two coherent plane waves are, respectively, modulated by
the phase-masks M1 and M2 (the keys), and then combined by a
beam-splitter (BS). Thus, the two waves interfere with each other
at the plane P1 and generate the input image of the 4f system
I(x,Z), which can be written as

Iðx,ZÞ ¼ expðiM1Þ � hðx,y; l,lÞþexpðiM2Þ � hðx,y; l,lÞ ð1Þ

where

hðx,y; l,lÞ ¼
expði2pl=lÞ

ill
exp

ip
ll
ðx2þy2Þ

� �
ð2Þ

is the point pulse response of the Fresnel transform, l is the
wavelength of the incident plane waves, and * denotes the
convolution operation.

Subsequently, a predefined output image is generated at the
output plane after the frequency spectrum of the input image
I(x,Z) is modulated by the phase-mask M3 (the lock) on the
transform plane of the 4f system. The process can be mathema-
tically expressed as

FT�1
fFTfIðx,ZÞgexpðiM3Þg ¼ f ðx0,y0Þexp½iRðx0,y0Þ� ð3Þ

where FT and FT�1 represent the Fourier transform and the
inverse Fourier transform, respectively; f ðx0,y0Þ and Rðx0,y0Þ are
two significant images and denote the amplitude and the phase of
the predefined output image, respectively. As long as the pre-
defined output image (including its amplitude and phase) is
generated, we believe the key phase-masks M1 and M2 are right
for the lock M3 and the user owned the key is authorized.

2.2. Generation of the key phase-masks

In the identity authentication system, the fixed phase-mask M3

and the predefined output image (including the amplitude f ðx0,y0Þ
and the phase Rðx0,y0Þ) are known to the designer of the identity
authentication system. Consequently, the main problem is how to
find the two phase-masks M1 and M2 (the keys) according to the
determined f ðx0,y0Þ, Rðx0,y0Þ, and M3. Fortunately, it can be solved
according to Zhang’s method [21].

After a simple deduction for the Eqs. (1) and (3), we can have

expðiM1ÞþexpðiM2Þ½ �

� hðx,y; l,lÞ ¼ FT�1 FTff ðx0,y0Þexp½iRðx0,y0Þ�g

expðiM3Þ

� �
ð4Þ

Here, the two phase-masks M1 and M2 can be obtained by a
further deduction of Eq. (4), which can be written as

expðiM1ÞþexpðiM2Þ ¼ FT�1 FTff ðx0,y0Þexp½iRðx0,y0Þ�g

FTfhðx,y; l,lÞgexpðiM3Þ

� �
ð5Þ

If the right portion of the above equation is defined as

D¼ FT�1 FTff ðx0,y0Þexp½iRðx0,y0Þ�g

FTfhðx,y; l,lÞgexpðiM3Þ

� �
ð6Þ

Eq. (5) can be rewritten as

expðiM2Þ ¼D�expðiM1Þ ð7Þ

Since the modulus of the left portion of Eq. (7) is equal to Eq.
(1), we have [21]

D�expðiM1Þ
�� ��2 ¼ ½D�expðiM1Þ�½D�expðiM1Þ�

n ¼ 1 ð8Þ

where [U] * denotes the conjugate of the argument. Then the two
phase distributions can be obtained as [21]

M1 ¼ argðDÞ�arccosðabsðDÞ=2Þ ð9Þ

M2 ¼ argðD�expðiM1ÞÞ ð10Þ

where arg(.) represents the angle of the argument, and abs(U)
denotes the modulus of the argument.

From the above deduction, we can see that the key phase-
masks M1 and M2 are protected by the output image (including
the amplitude f ðx0,y0Þ and the phase Rðx0,y0Þ), the lock M3, and the
parameters (l,l). They are confidential and known only to the
designer of the verification system. In absence of any of them, the
key phase-masks M1 and M2 cannot be forged. From another point
of view, when any one of them (involving f ðx0,y0Þ, Rðx0,y0Þ, M3, and
the parameters (l,l)) is changed, different key phase-masks M1

and M2 will be generated. To facilitate the multiuser application,
we construct different key phase-masks M1 and M2 by changing
the phases Rðx0,y0Þ of the output image and distribute them to
different authorized users. The corresponding relationship
between the key phase-masks M1 and M2 and the phases of the
output images are illustrated in Fig. 2.

Fig. 1. Architecture of our proposed identity authentication system.
Fig. 2. Corresponding relationship between the key phase-masks and the phases

of the output images.
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