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a b s t r a c t

We present a method for optical authentication via photon-synthesized ghost imaging using optical
nonlinear correlation. In ghost imaging, multiple series of photons recorded at the object beam arm can
be arbitrarily controlled for the generation of synthesized objects. Ghost imaging with sparse reference
intensity patterns provides a channel to effectively modulate the noise-like synthesized objects during
the recovery, and the reconstructed (noise-like) objects, i.e., added or subtracted information, can be
further authenticated by optical nonlinear correlation algorithm. It is expected that the proposed
method can provide an effective and promising alternative for ghost-imaging-based optical processing.

& 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Optical technologies [1–12] have been attracting more and
more attention for encoding information, especially during optical
storage and communications. Significant advantages of optical
technologies have been illustrated, such as parallel processing
and multiple degrees of freedom [2–12]. In one typical optical
system [1], the signals can be converted into stationary white
noise by using two statistically-independent phase-only masks
respectively placed in the input plane and spatial frequency
domain. During the past decade, some optical systems [2–14],
such as holography [13] and diffractive imaging [14], have been
developed and successfully applied. However, it is concerned that
attack algorithms [15,16], such as known-plaintext attack, may be
used to extract experimental parameters. Hence, new optical
systems are always desirable, and much current effort has been
made to develop different imaging configurations.

Recently, ghost imaging [17–23] has become a promising
alternative due to the complexity of its optical parameters. In
ghost imaging systems [22,23], a series of reference intensity
patterns can be considered as principal parameters, and a series
of photons recorded at the object beam arm are applied as
encoded data. However, conventional configurations with ghost
imaging are developed with single layer, and multiple-layer data
or synthesized-data authentication has not been investigated.

In this paper, we present a method for optical authentication
via photon-synthesized ghost imaging using optical nonlinear
correlation algorithm. In ghost imaging, multiple series of photons
recorded at the object beam arm can be arbitrarily controlled
for the generation of synthesized objects. Ghost imaging with
sparse reference intensity patterns can provide a channel to effe-
ctively modulate the recovered objects, and the reconstructed
(noise-like) objects, i.e., added or subtracted information, can be
further authenticated.

2. Optical setup and analysis

Fig. 1 shows a schematic arrangement for the proposed ghost-
authenticated imaging with photon synthesis. When random
phase-only profiles are sequentially embedded into spatial light
modulator (SLM), a series of intensity points (i.e., photons) are
recorded by single-pixel bucket detector (without spatial resolu-
tion) at the object beam arm. Computational ghost imaging
[17–19] is applied, and a series of 2D reference intensity patterns
(i.e., 20,000) can be virtually calculated at the reference beam arm.

Here, three different objects [tkðξ; ηÞ k¼ 1;2;3] are sequen-
tially encoded for illustrating the validity of the proposed method,
however in practice it could be straightforward to encode more
or fewer objects. A series of intensity points (i.e., photons) can be
recorded by single-pixel bucket detector at the object beam
arm for encoding each object, and symbols Aif g; Bif g and
Cif gði¼ 1;2;3;…NÞ are used to denote the three different series
of recorded photons. At the reference arm a series of reference
intensity patterns Iiðξ; ηÞ

� �
are virtually calculated, and here only
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one series of random phase-only profiles is repeatedly used and
embedded into the SLM. These reference intensity patterns are
correlated with the photons recorded at the object beam arm for
the reconstruction. In this study, the three series of photons are
arbitrarily controlled for the recovery of synthesized objects, and
typical addition and subtraction operations are respectively
described by

Xi ¼ AiþBiþCi )
Xi�Bi�Ci ) Aif g
Xi�Ai�Ci ) Bif g
Xi�Ai�Bi ) Cif g

8><
>: ; ð1Þ

Yi ¼ Ai�Bi�Ci )
YiþBiþCi ) Aif g
� Yi�AiþCið Þ ) Bif g
� Yi�AiþBið Þ ) Cif g

8><
>: ; ð2Þ

where Xif g and Yif g denote the series of added and subtracted
photons, respectively. Note that in Eqs. (1) and (2) only simple
addition and subtraction operations are illustrated, and complex
synthesis cases can be arbitrarily designed when more objects are
encoded. After the encoding, the series Xif g or Yif g should be
stored or transmitted to the receivers. However, when one receiver
tries to recover each independent object, additional series of
photons (such as Bif g and Cif g) will be requested as shown in
Eqs. (1) and (2). For the recovery, the series of reference intensity
patterns Iiðξ; ηÞ

� �
are correlated with added or subtracted photons,

i.e., Xif g or Yif g:

Gaðξ; ηÞ ¼
1
N

XN
i ¼ 1

Xi� 〈fAg〉þ 〈 Bf g〉þ 〈 Cf g〉ð Þð Þ Iiðξ; ηÞ� Iðξ; ηÞ� �� �� �
; ð3Þ

Gsðξ; ηÞ ¼
1
N

XN
i ¼ 1

Yi� 〈 Af g〉þ 〈 Bf g〉þ 〈 Cf g〉ð Þð Þ Iiðξ; ηÞ� 〈 Iðξ; ηÞ� �
〉

� �
; ð4Þ

where 〈:〉 denotes ensemble average, N is the total number of
measurements, and Gaðξ; ηÞ and Gsðξ; ηÞ denote the reconstructed
objects corresponding to addition and subtraction cases, respectively.

In this study, the main objective is to conduct the authentica-
tion of synthesized objects by using sparse concept. When each
reference intensity pattern Iiðξ; ηÞ

� �
is sparse, the recovery process

with data authentication can be implemented. In this case, syn-
thesized objects (i.e., addition and subtraction) can be respectively

recovered by

Ĝaðξ; ηÞ ¼
1
N

XN
i ¼ 1

Xi� 〈 Af g〉þ 〈 Bf g〉þ 〈 Cf g〉ð Þð Þ Îiðξ; ηÞ� 〈 Îðξ; ηÞ
n o

〉
h i

; ð5Þ

Ĝsðξ; ηÞ ¼ 1
N

XN
i ¼ 1

Yi� 〈 Af g〉þ 〈 Bf g〉þ 〈 Cf g〉ð Þð Þ Îiðξ; ηÞ� 〈 Îðξ; ηÞ
n o

〉
h i

; ð6Þ

where Îiðξ; ηÞ
n o

denotes the series of sparse reference intensity
patterns, and Ĝaðξ; ηÞ and Ĝsðξ; ηÞ denote the recovered objects
corresponding to addition and subtraction cases, respectively.
Since sparse reference intensity patterns are applied, the recon-
structed objects [i.e., Ĝaðξ; ηÞ and Ĝsðξ; ηÞ] cannot clearly render the
visual information. Nonlinear correlation algorithm [24–32] is
applied to compare the reconstructed objects with the original
image (used as reference). The optical authentication methods
corresponding to addition and subtraction cases are respectively
described by

Naðξ; ηÞ ¼ IFT FT Ĝaðξ; ηÞ
h in o

FT taðξ; ηÞ½ �� �n
��� ���p�1

FT Ĝaðξ; ηÞ
h in o

FT taðξ; ηÞ½ �� �n

	 
����
����
2

;

ð7Þ

Nsðξ; ηÞ ¼ IFT FT Ĝsðξ; ηÞ
h in o

FT tsðξ; ηÞ½ �� �n
��� ���p�1

FT Ĝsðξ; ηÞ
h in o

FT tsðξ; ηÞ½ �� �n

	 
����
����
2

;

ð8Þ
where Naðξ; ηÞ and Nsðξ; ηÞ denote nonlinear correlation distributions
respectively corresponding to addition and subtraction cases, asterisk
denotes complex conjugate, FT and IFT respectively denote 2D Fourier
transform and inverse Fourier transform, taðξ; ηÞ denotes the originally
added image [taðξ; ηÞ ¼ t1ðξ; ηÞþt2ðξ; ηÞþt3ðξ; ηÞ], tsðξ; ηÞ denotes the
originally subtracted image ½tsðξ; ηÞ ¼ t1ðξ; ηÞ�t2ðξ; ηÞ�t3ðξ; ηÞ�, and p
denotes the strength of applied nonlinearity [24–32]. To illustrate the
proposed method aforementioned, a flow chart is given in Fig. 2.

3. Results and discussion

As shown in Fig. 1, collimated plane wave, with a waist of
740 μm and wavelength of 632.8 nm, is generated by the combi-
nation of pinhole and a lens for the illumination. A series of
random phase-only profiles, distributed in the range of ½0;2π�; can
be generated by the computer and sequentially embedded into
phase-only SLM (pixel pitch of 18 μm and pixel number of
64� 64). Axial distance of 7.4 cm [i.e., between the SLM and
detector (at reference or object beam arm)] is used. Due to
resource limitation, we choose to conduct a proof-of-concept
study with numerical simulation based on Matlab platform.
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Fig. 1. A schematic arrangement for the proposed optical system: SLM, spatial light
modulator. In computational ghost imaging, wave propagation process at the
reference beam arm can be virtually calculated and is not shown here. The digits
“1, 2, 3” denote the first, second and third object which is sequentially encoded. The
object is placed just before the bucket detector.

Fig. 2. Flow chart for the proposed method: symbol � denotes the correlation. In
practical applications both non-compression or compression strategy can be
applied, and in this study we focus on designing the ghost imaging system for
optical synthesized-data authentication rather than optical encryption.
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