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A kind of image encryption scheme is presented by using a rotation operation being regarded as the
scrambling scheme of the pixels. The rotation operation is composed of rotation center, radii and angle.
For the data of phase and amplitude of complex number, the rotation operation is performed with
random controlling parameters iteratively. The parameters are random and serve as the key of this
encryption method. Subsequently, the fractional Fourier transform is introduced to alter the values of
image pixel. The process mentioned above will be achieved many times for enhancing the security of
the proposed algorithm. Numerical simulation is given to demonstrate the validity and performance of
the image hiding procedure.

© 2012 Elsevier Ltd. All rights reserved.

1. Introduction

The information security technique is to protect secret data for
private benefit or organizational benefit in the application of
transmission and storage of message. Some algorithms have been
reported based on optical system and mathematical transforms,
such as random phase encoding [1] and discrete fractional
random transform [2-4]. Lang has proposed an image encryption
scheme based on multiple parameter fractional Fourier transform
and chaotic mapping [5,6]. Three encryption algorithms [7-9]
have been represented by using interference and digital hologra-
phy. Gyrator transform and radial Hilbert transform have been
introduced for encrypting secret image [10,11]. As a special
example of non-uniform illumination, an image encoding method
with optical beam has been presented [12]. As an expanded
version of random phase encoding, affine transform has been
considered to encrypt two images [13]. The rotation of color
vector [14] can be considered as a kind of random phase encoding
in three-dimensional space. In the most of algorithms mentioned
above, the value of the image is changed by random phase
function for hiding the secret information.
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Other encryption methods have been designed by using pixel
scrambling operation to obtain a random pattern. The jigsaw
transform is a random shift, in which many divided sub-images
with same shape (square or rectangle) are moved randomly in the
horizontal direction and vertical direction. The jigsaw transform
has been utilized for encrypting secret image [15,16]. For jigsaw
transform, the pixel sequence is not changed in every sub-image.
Arnold transform [17], which is also called as cat mapping, is
another scrambling transform. The Arnold transform has been
employed for hiding one image or two images [18-22]. However,
the Arnold transform has a property of limited period, which is
vulnerable in the application of information security when this
transform is employed directly in encryption algorithm.

In this paper, a pixel scrambling operation is introduced for
hiding the secret image. In the original secret image, a circled area
is selected and rotated at an angle 0. The rotation operation is
reverse by taking —6 or 27— 6. The operation will be controlled
by rotating center, radii and angle 0. The parameters can be
regarded as the key in the proposed encryption algorithm. To
obtain a random pattern, the rotation operation is performed
many times in practical application. The fractional Fourier trans-
form is employed for changing the value of complex function after
the rotation processing. For designing more random data serving
as a key in this encryption approach, the procedures mentioned
above will be implemented iteratively. Some numerical simula-
tions have been shown for validating the performance of this
encryption scheme.
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The rest of this article is organized as follows. In Section 2, the
rotation operation is defined and analyzed. The encryption algo-
rithm is also presented. In Section 3, numerical simulation is
provided to test the validity of the image encryption method. In
Section 4, the conclusion is given briefly.

2. Rotation operation and image encryption scheme

Before introducing the proposed image encryption algorithm,
the rotation operation is expressed in detail. The fractional Four-
ier transform is also presented in brief for constructing the hiding
method of the secret information.

2.1. Rotation operation

A rotation example is shown in Fig. 1. In Fig. 1(b), the data in
the white circle is rotated with 0=m/2 at clockwise direction. If
0 < 0, the rotation is achieved along the anti-clockwise direction.
When a reverse operation is performed for the image in Fig. 1(b),
the recovered image is shown in Fig. 1(c), which is the same result
of the original image. The mathematical definition of rotation is
written as following steps:

(1) The rotation center is represented by the point (xo,yo). A point
(x,y) is in the area of the image. The values of the variables
(x0.Yo) and (x,y) are positive integers, because they are the
index of pixel position. The distance d from the point (x,y) to

the point (xq,y0) is expressed as
d =1/ (x=%0)> +-yo)*. M

(2) The new position (x.,y'), which is rotated with an angle 0
(0=m/2, n, 3m/2), are calculated as

X = Xxg+real[C exp(—i0)],
¥' =Yo+imag[C exp(-i0)],
C = (x—x0)+iy—Yo). (2)

where the symbol ‘i’ is the imaginary unit. The functions ‘real’
and ‘imag’ are to calculate the real part and imaginary part of
a complex number, respectively. Thus the value of (x,y) is an
integer to denote a new index in the rotation. When 6=0, 27,
the rotation does not change the input image. If 6 # 0, 7/2, &,
3mn/2, 27, the rotation defined in Eq. (2) is not reverse because
the pixel points are limited in the crosspoints of the grid.

(3) Suppose Ig(x,y) be the image before the rotation, the rotated
image Iy(x,y) is computed as follows:

IO(Xv_V)
Iy

ifd>r,

I()(X,y) = { ifd < r, (3)

where the variable ‘7’ is the radius of the circle.
The rotation operations mentioned above can be illustrated

with a function expression I = R(lp; Xo,Y.7,0). The symbol ‘R’ is
the rotating operator. The corresponding reverse operation is

Fig. 1. An example of the rotation operation: (a) original image, (b) the image rotated with 0=m/2, (c) the recovered image and (d) the image rotated with 40 operations.
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