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HIGHLIGHTS

Two types of malicious attacks are studied.

A heuristic algorithm based on edge classification, termed as EC-RSFya, is proposed.
EC-RSFya can enhance the robustness of scale-free networks.

EC-RSFya outperforms the existing algorithms in experiments.
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The essential of existing methods for promoting network robustness is randomly exchang-
ing the edges of networks. Without considering the network structure, the performance of
these algorithms is limited. Therefore, we put forward a way for classifying the edges of
networks into three types, which are valid edges, invalid edges and flexible edges. Then, a
heuristic optimization algorithm, which is designed based on the edge classification (EC)
against malicious attacks (MA), is proposed to improve the robustness of scale-free (RSF)
network termed as EC-RSFya. EC-RSFyia improves the robustness of scale-free networks
by adjusting the number of edges of each type and changing the connection relation
of the same type of edges under the constraint that the degree distribution remains to
be unchanged. In the experiments, the performance of EC-RSFy, is validated on both
synthetic and real-world networks. The results show that EC-RSFy;a outperforms the
existing algorithms.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

In reality, most nature and society systems can be represented by networks [ 1-5] to reflect their connectivity and improve
the efficiency [6]. Most of these networks can be considered as scale-free networks [7], and many articles demonstrated that
the scale-free network is robust against random attacks, but fragile when suffering from malicious attacks [8-10]. Power
grids, whose degree distribution can be expressed by P(k) o< k™7, is one of real-world networks that can be considered as
scale-free networks. On Oct. 6, 2013, a man attacked a high-voltage transmission line near Cabot, Arkansas, USA. 10 000
customers lost power as a result [11]. This event shows that the fragility of scale-free networks against malicious attacks
is likely to cause economic losses in the real-world network system. So the robustness of networks has been intensively

studied in the past decade [12-17].
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Much attention has been paid on searching for the network topology with better robustness [18,19], however, the
performance of existing methods are limited in optimizing the real-world networks. Because the degree distribution has
been fixed, and a wide range of changes result in high maintenance costs. Therefore, to enhance the robustness of networks
must ensure that the degree distribution be unchanged. Several methods have been proposed to optimize the robustness of
scale-free networks, such as hill climbing [20], simulated annealing [21], and memetic algorithm [22,23]. The hill climbing
algorithm and the simulated annealing algorithm are based on the random swap operator. The memetic algorithms in [22]
uses a cross-operator to realize global search, which makes this algorithm has better performance. In these algorithms, the
optimal strategies are based on some existing heuristic algorithms, and these algorithms do not find the factors that influence
the robustness of networks. Moreover, these algorithms perform poorly when optimizing large-scale networks.

In this paper, we design a classification method to find out which type of edges affect the size of largest connected cluster
in the current network. The principle of edge classification is based on the attribute of nodes connected through the edge,
since the determination of robustness is the number of nodes in the largest connected cluster. The largest connected cluster
is in the network after attacked, so these edges in this network can be discriminated from other edges. The edges connect
removed nodes and the edges connect removed nodes to nodes in the network after attacked are two other types of edges.
The proposed algorithm, termed as EC-RSFy4, is based on the edge classification (EC) to enhance the robustness of scale-free
network (RSF) against malicious attacks (MA) under the constraint that the degree distribution is unchanged. The idea of EC-
RSFua is to transform the type of edges, so as to adjust the number of edges with different type, and optimize the connection
of each type of edges to enhance the robustness of networks. In EC-RSFy4, we design five operators to realize the adjustment
and optimization operation. The optimization operators are improved random swap operator with more constraint. In this
operator, one of the swapped edge is fixed and the other one is randomly selected from the edges that satisfy the constraints.
With different constraints, three modulation operators and two rehabilitation operators are proposed. Experiments on both
synthetic and real-world networks are conducted, and the results show that EC-RSFy4 outperforms the existing methods.
Moreover, the performance of EC-RSFy4 is not significantly declined when optimizing large-scale networks.

The rest of this paper is organized as follows. Section 2 introduces the construction of scale-free network and the
robustness measures used in this paper. The edge classification measure and description of EC-RSFy, are given in Section 3.
Section 4 shows the experimental results of EC-RSFya on synthetic and real-world networks, together with the comparisons
with other algorithms. Finally, the conclusions are given in Section 5.

2. Robustness measures
2.1. Scale-free network construction

Many real-world networks have the following common characteristics: most nodes have only a few links, and some
nodes have a large number of links connected to other nodes, expressed in the degree of distribution is a power-law
distribution [24-26]. These nodes with a large number of links are called “hubs”, and the number of connections may be
as high as several hundreds, thousands or even millions. The network containing such hubs is called a scale-free network.
Barabasi and Albert proposed a scale-free network model, known as the BA model [3,7], in order to explain the mechanism of
power-law distribution. The network studied in this paper are undirected and unweighted BA networks, which are generated
as follows:

Starting from Ny connected nodes, each time a new node is introduced and connected to m already existing nodes, where
m < No. The probability [ ], that a new node connects with an existing node v; with k; degree satisfies the following relation:

ki+1
[= Sk + 1) (D

The scale-free network has a preferential connection feature that the new nodes are more likely to connect to those nodes
with higher degree.

2.2. Network robustness measure

This study is aimed at robustness under malicious attacks, and the malicious attacks used are high degree adaptive attack
(HDA) [12,27,28], which is now widely used to evaluate the robustness of networks. HDA works as follows: each attack
removes the node with the highest degree and all related links, recalculates the nodes’ degree, and then executes the attack
again until all nodes are removed.

In addition, the attack strategy based on betweenness centrality [12] is also studied. The betweenness centrality is the
normalization parameter of betweenness, which can reflect the influence of node against the network. The betweenness B;
is defined as
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