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a b s t r a c t

In this paper, a novel image encryption algorithm is proposed. The cycle shift in bits of pixels and the chaotic
system are employed for the encryption of the proposed scheme. For cycle shift operations, random integers
with the same size of the original image are produced to scramble the plaintext image. Moreover, the scrambled
image effects the initial values of the chaotic system for the further encryption process, which increases the
sensitivity of plaintext images of the scheme. The scrambled image is encrypted into the ciphered image by the
keys which are produced by the chaotic system. The simulation experiments and theoretical analyses indicate
that the proposed scheme is superior and able to resist exhaustive attack and statistical attack.

& 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Nowadays the number of image files [1–3] transmitted over
Internet keeps increasing. Therefore, the secure transmission of
confidential digital images over public channels has become a
common interest. Coordinate’s conversion [4–8] and chaotic sequence
have been widely applied in image encryptions [9–12]. The cycle shift
is a suitable technology for scrambling images because this technology
contains many features such as simplicity, efficiency, size flexibility of
images, randomness. Therefore, the cycle shift can increase the
security of the encryption scheme and resist common attacks [13–17].

Cycle shift can also change the values of image pixels [18–22].
For example, one image pixel value is 01100101 in binary. When its
3 bit is cycle shifted, the value of 00101011 is obtained. Obviously,
the two binary sequences are different. It needs another 5 bit of
cycle shift operations for the recovery the original value. The
theoretical analyses and experimental results in the rest of the
paper indicate the security of proposed image encryption scheme.

2. The novel image encryption algorithm

2.1. Related work

Chaotic system has beenwidely used in encryption algorithms for
its good characteristics. Generally, chaotic systems are applied in
both the key generations and data scramble for cryptography design

based on its randomness characteristic [23–25]. Therefore, the
chaotic system is applied to produce the key in the proposed scheme.

Cycle shift can efficiently change the values of pixels. Further-
more, this operation is reversible and asymmetric for a decryption
process. Therefore, cycle shift is used in the proposed scheme in
both changing the values of pixels in bit-level and scrambling the
data of images.

2.2. Encryption process

The process of the proposed encryption scheme is as follows:

(1) Generate random numbers R1;R2 with size M � N by using
Eqs. (1–4).

X1iþ1 ¼ μ1X1ið1�X1iÞ; i¼ 1;2;3… ð1Þ

R1¼ R1jR1i ¼ modð100;000X1i;65;536Þ
� �

; i¼ 1;2;3;… ð2Þ

X2iþ1 ¼ μ2X2ið1�X2iÞ; i¼ 1;2;3… ð3Þ

R2¼ R2jR2i ¼ modð10;000X2i;8Þ
� �

; i¼ 1;2;3;… ð4Þ
here M and N are the height and the width of the original
image, respectively. The initial values X11 and X21 are defined
as Eq. (5) and Eq. (6), respectively:

X11 ¼
PM

i ¼ 1
PN

j ¼ 1 Aði; jÞ
M � N

; ð5Þ

X21 ¼
PM

i ¼ 1
PN

j ¼ 1 Bði; jÞ
M � N

: ð6Þ
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Fig. 1. The encryption and decryption of image Lena. (a) The original image. (b) The scrambled image. (c) The cycle shifted image. (d) The ciphered image. (e) The decrypted
image with right keys. (f) The decrypted image with wrong key. (g) The decrypted image with wrong cycle shift. (h) The decrypted image with wrong scramble.
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