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1. Introduction

With the advancement in Internet technologies, digital media such as images, audio, video and text are shared and trans-
mitted over the Internet more conveniently. However, one of the major challenges in sharing and transmitting any type of
information over a public channel is data security. Therefore, some means of protecting the transmitted information against
an eavesdropper and an unauthorized party becomes a necessity. Cryptography and steganography are two tools for offering
data security. Cryptography provides features such as confidentiality, authenticity, non-repudiation, and integrity of data.
For example, confidentiality is achieved via an encryption algorithm which scrambles/mixes the private information so that
it becomes unreadable to any party other than the intended recipient. In particular, in a cryptographic application, an eaves-
dropper/unauthorized party is aware of the existence of the private information, and his challenge is to decipher the en-
crypted information. On the other hand, steganography provides data security by hiding the information in a cover
medium so that even the existence of a hidden message is not known to an intruder. The cover medium, usually referred
to as cover, host or carrier, may be any digital medium such as an image, audio, or video file. Digital images are widely used
as carriers of hidden information because of the high level of redundancy in them which is caused by the low sensitivity of
the human visual system to details. Following the notation proposed in [ 1], in an image steganography application, we refer
to the image used for hiding a secret message as the cover image, and we call an image carrying a hidden message as a stego-
image. The hidden message may be of any type such as text, image, audio, or video. The main challenge in steganographic
applications is that the message must be hidden in the cover image in such a way that the generated stego-image does not
deviate much from the original image, visually and statistically.

A large number of image steganographic techniques have appeared in the literature, for example [2-15]. These tech-
niques can be divided into two main classes: spatial domain and transform domain techniques. In spatial domain techniques,
private message is embedded in the intensity of image pixels directly [2,5,6,8]. In transform domain techniques, the private
message is embedded in the cover by modifying coefficients in a transform domain. Discrete Fourier Transform (DFT),
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Discrete Cosine Transform (DCT), and Discrete Wavelet Transform (DWT) are most commonly used in these applications
[3,7,9-15]. Due to their simplicity and speed, spatial domain techniques, and in particular least significant bit (LSB) replace-
ment techniques [2,5,6,8] are widely used for steganographic applications. In LSB-based spatial domain techniques, the
information bits are embedded directly in the host image by altering the least significant bits of selected pixels. However,
LSB replacement techniques are vulnerable to statistical analysis, as well as slight manipulations of the stego-image. For
example, an attacker can destroy the hidden information by simply zeroing out the least significant bits of all pixels in
the stego-image. On the other hand, several steganalysis methods against LSB replacement algorithms have been suggested
and shown to be effective. Among these techniques are the Chi-squared test [16,17], RS-analysis [18], sample pairs analysis
[19], weighted stego analysis [20], and structural steganalysis [21,22]. In contrast, transform domain steganographic tech-
niques possess a higher level of security, and in particular they generally resist the aforementioned steganalytic methods,
since they hide the private information more thoroughly [23,24].

A common drawback of using DCT- and DWT-based techniques is the loss of information due to rounding (when the in-
verse transform is applied). For DWT-based techniques, one may overcome this issue using Sweldens’ lifting technique [25].
A lifted wavelet transform (LWT) guarantees integer to integer mapping in forward and inverse transformations. A number
of LWT-based steganographic techniques are proposed in [9,14,26-28].

In this paper, we propose an LWT-based steganographic technique that uses a 3D chaotic cat map. A detailed description
of the proposed algorithm is given in Section 2. Experimental results showcasing performance and security of the proposed
algorithm are presented in Section 3. Some concluding remarks are given in Section 4.

2. The proposed algorithm

The steganographic scheme proposed in this article embeds a binary message in pseudo-randomly selected detail coef-
ficients of a cover image, according to a discrete wavelet transform. This helps imperceptibility since the more significant
coefficients of the cover image are not altered. On the other hand, the use of a DWT results in relative robustness against
steganalytic attacks as well as some image processing filters such as JPEG2000 compression. For improved imperceptibility
and security, the proposed algorithm is designed to be edge adaptive. That is, a larger alteration of values is allowed at the
edges of the image where it will be less visible to the human visual system. The general assumption of a binary message
results in versatility of the proposed algorithm since the message can be a text file, an image, audio, video, or any other dig-
ital content, as long as it is represented as a stream of bits. Moreover, compression filters such as Huffman coding may be
applied to the message for higher capacity. Similarly, although when its parameters are chosen properly the proposed algo-
rithm is loss-less, error correcting codes may be used for improved robustness. In the following subsections, we present the
proposed algorithm in more detail. A pseudo-code of the algorithm is given in Fig. 1.

2.1. The embedding algorithm

We assume an 8-bit RGB cover image with even dimensions 2m x 2n. If one or both dimensions of the cover image are
odd, one may simply exclude one row and/or one column of the cover from the embedding process. For imperceptibility, we
use a discrete wavelet transform to ensure the embedding of the message in less significant components of the cover. Due to
its simplicity, the Haar wavelet is used. Furthermore, to avoid loss of information caused by rounding errors, we employ the

1 Read an RGB cover image C' of size 2m x 2n, and a binary message M = MM --- My, of length L.
- A
2 Let C' =round </\ + p=A C>, where A =5 and p = 250.

255
3 Apply a 2D LWT to each RGB channel of C” to obtain the coefficients A%, AS, AB and D® DS DB.
4 Populate an array P of length N = 9(m — 2)(n — 2) with all 4-tuples (c, i, j, k) such that
ce{R,G,B}, 2<i<m-2 2<j<n—-2and1<k<3.
5  Generate a pseudo-random sequence &1, &, . ..,&N according to the pseudo-code in Figure 2.
6 Let 7 be a permutation which sorts the sequence &1, &, ..., &N, and apply 7 to P to obtain P’
7 Fortfrom1uptoL
8 Let (c,i,j, k) denote the {—th entry in P’, and let d = D;jk
9

Compute ¢ according to the equations 1 and 2.

10 Let d’ be obtained from d by setting its g—th bit to M; @ ds.

(Here ds is the most significant bit of d, and & denotes xor.)
11 Set Dg;;. equal to d.
12 End

13 Let A% AG APB denote the modified arrays D, D¢ D,
14 Apply inverse 2D LWTs to A%, AG A and A%, A AP to obtain the stego-image S.
15 Return S.

Fig. 1. The proposed steganography algorithm.
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