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a b s t r a c t

This paper addresses the epidemiological modeling of computer viruses. By incorporating
the effect of removable storage media, considering the possibility of connecting infected
computers to the Internet, and removing the conservative restriction on the total number
of computers connected to the Internet, a new epidemic model is proposed. Unlike most
previous models, the proposed model has no virus-free equilibrium and has a unique ende-
mic equilibrium. With the aid of the theory of asymptotically autonomous systems as well
as the generalized Poincare–Bendixson theorem, the endemic equilibrium is shown to be
globally asymptotically stable. By analyzing the influence of different system parameters
on the steady number of infected computers, a collection of policies is recommended to
prohibit the virus prevalence.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

As a class of malicious programs that can replicate themselves and spread among computers, computer viruses have
formed a great threat to human society; during the breaking-out period, a computer virus can perform devastating opera-
tions, even destroying the whole computer system [1]. Antivirus software is currently the major means of defending against
viruses. Yet, the development of new antivirus software always lags behind the emergence of new viruses and, hence, cannot
help laying down long-term policies of containing viruses. As a promising supplement to the conventional antivirus tech-
nique, the epidemic dynamics of computer viruses aims to understand the way that computer viruses spread across a net-
work and to work out global policies of inhibiting their prevalence. Inspired by the compelling analogies between computer
viruses and their biological counterparts, Cohen [2] and Murray [3] inventively suggested to exploit the compartment mod-
eling techniques developed in the epidemic dynamics of biologically infectious diseases to study the spread of computer
viruses. Later, Kephart and White [4] borrowed a biological epidemic model (the SIS model) to investigate the virus spread-
ing on the Internet. The relevant researches have since been conducted mainly along two distinct ways, which are reviewed
below.

One decade ago, it was found that the Internet follows diverse power-law degree distributions [5–7]. This finding has
stimulated the interest in virus spreading on complex networks, leading to the surprising finding that the epidemic
threshold vanishes for scale-free networks with infinite size [10]. Previous work, however, was limited mainly to three
simplistic epidemic models: the SI model [8,9], the SIS model [10–20], and the SIR model [18,20–23], and the global
stability of the endemic equilibrium, if present, was examined mainly experimentally. Although Pastor-Satorras and
Vespignani [10] pointed out that it is worthwhile to study more rational epidemic models, less work has been reported
in the literature.
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Due to the desire to fully understand the spreading mechanism of computer viruses, on the other hand, multifarious virus
spreading models, ranging from conventional models to unconventional models such as delayed models, impulsive models,
and stochastic models, have been proposed. For ease in treatment, all of these models adopt the homogeneously mixed
assumption, i.e., every computer in the Internet is equally likely to be accessed by any other computer in the network
[24–45]. Previous work was focused mainly on the theoretical study of dynamical properties of these models, ranging from
the global stability of equilibria to the occurrence of a variety of bifurcations.

Recently, some defects of previous epidemic models were reported [46]. First, those models with the exposed compart-
ment overlook the fact that a computer can infect other computers immediately after it gets infected. Second, those models
having all infected computers in a single compartment neglect the marked difference between latent computers and break-
ing-out computers. Third, those models having a permanent immunity compartment fail to consider the possibility that a
computer having been cured previously is prone to infection by new variants of old viruses or new virus strands. Fourth,
the majority of these models ignore the effect of removable storage media. Finally, all of these models assumes that a com-
puter is uninfected when connected to the Internet, which is inconsistent to the actual conditions. To surmount these de-
fects, very recently a series of virus spreading models were proposed, all of which distinguish latent computers from
breaking-out computers by introducing the L and B compartments [46–52]. Furthermore, the model presented in [49] as-
sumes that an infected computer is likely to be connected to the Internet, whereas the model given in [50] takes into con-
sideration the effect of removable media. Although each of these models can overcome part of the five demerits mentioned
above, neither of them can conquer all of these flaws simultaneously. Besides, all of these models assume that the number of
computers connected to the Internet keeps constant, in disagreement with the reality that there is a significant fluctuation in
this number.

This paper is intended to develop an epidemic model of computer viruses that can get over all of the above-mentioned
flaws of previous models. By incorporating the effect of removable media, considering the possibility of connecting infected
computers to the Internet, and removing the conservative condition on the total number of computers connected to the
Internet, simultaneously, a novel epidemic model is presented. The proposed model is proved to have no virus-free equilib-
rium and have a unique endemic equilibrium. With the aid of the theory of asymptotically autonomous systems as well as
the generalized Poincaré–Bendixson theorem, the endemic equilibrium of the proposed model is shown to be globally
asymptotically stable. By analyzing the influence of different system parameters on the steady number of infected comput-
ers, some policies are suggested to place a curb on the virus prevalence.

The remaining materials of this paper are organized in this fashion: Section 2 elaborates the new model. The global sta-
bility of the endemic equilibrium for the new model is proved in Section 3. Section 4 analyzes the influence of system param-
eters. This work is summarized in Section 5.

2. Model formulation

For brevity, computers are called as nodes. A node is internal or external depending on whether it is currently connected to
the Internet or not. A node is infected or uninfected depending on whether it contains viruses or not. An infected node is re-
ferred to as latent or breaking-out depending on whether the viruses in it are all latent or at least one virus in it is breaking
out. All internal nodes worldwide are classified as uninfected internal nodes (S-nodes), latent internal nodes (L-nodes), and
breaking-out internal nodes (B-nodes). Likewise, all external nodes worldwide are classified as uninfected external nodes (S⁄-
nodes), latent external nodes (L⁄-nodes), and breaking-out external nodes (B⁄-nodes). Let SðtÞ; LðtÞ, and BðtÞ denote the num-
bers of S-, L-, and B-nodes at time t, respectively. Without loss of ambiguity, they will be abbreviated as S; L, and B,
respectively.

Our model is based on the following collection of hypotheses.

(H1) Every external node is either virus-free or latent when it is being connected to the Internet. Moreover, S⁄-nodes are
connected to the Internet at constant rate l1 > 0, and L⁄-nodes are connected to the Internet at constant rate l2 > 0.
Let l ¼ l1 þ l2.

(H2) Every internal node is disconnected from the Internet with constant probability d > 0.
(H3) Due to the influence of infected removable storage media, every S-node is infected with constant probability h > 0.
(H4) At time t, every S-node is infected by L-nodes with probability b1LðtÞ, while every S-node is infected by B-nodes with

probability b2BðtÞ, where b1 and b2 are positive constants.
(H5) Every L-node breaks out with constant probability a > 0.
(H6) Every L-node is cured with constant probability c1 > 0, while every B-node is cured with constant probability c2 > 0.

The mean-field rate equations based on these hypotheses are formulated as

_S ¼ l1 � ðb1Lþ b2BÞSþ c1Lþ c2B� ðdþ hÞS;
_L ¼ l2 þ ðb1Lþ b2BÞS� ðc1 þ aþ dÞLþ hS;
_B ¼ aL� ðc2 þ dÞB;

8><
>: ð1Þ

with initial conditions ðSð0Þ; Lð0Þ;Bð0ÞÞ 2 R3
þ. It is easily verified that R3

þ is positively invariant for the system.
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