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a b s t r a c t

Stabilization conditions are proposed in this paper for master and slave hyperchaotic dis-
crete-time systems synchronization. They are based on the use of an hyperchaotic observer
system for variables estimation and of the aggregation techniques for stability study asso-
ciated to the Benrejeb arrow form matrix for system description. Numerical simulation
results illustrate the efficiency of these conditions and the success of message signal trans-
mission for the considered cryptosystem communication, based on third order generalized
hyperchaotic Hénon maps as transmitter and receiver key.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

Chaotic signals are irregular, aperiodic, low autocorrelated, broadband, and unpredictable, and these properties satisfy
requirements for secure communication systems. Moreover, since chaotic systems are extremely sensitive to initial condi-
tions and parameter variations, its application to cryptography, provides a great deal of interests, especially after the pio-
neering work done by Carroll and Pecora on successfully synchronizing two identical chaotic systems with different
initial conditions [1,2]. Recently, many secure communication schemes based on chaotic synchronization have been pro-
posed: chaotic masking, [3], parametric modulation method [4,5], chaotic modulation [6,7], inclusion approach [8] and cha-
otic shift keying [9]. Inspired by cryptosystems used in previous works [10,11], an application to discrete-time hyperchaos-
based cryptography which is a combination of a classical cryptographic technique and synchronization is considered. For
chaos synchronization, many approaches have been also regarded as special cases of linear or nonlinear observer design
problems [10–17].

In this paper, the key idea for synchronization is to consider the slave system as linear-state observer of the state of the
master. It guarantees synchronization of a class of high dimensional discrete-time hyperchaotic systems via a scalar trans-
mitted signal.

Based on aggregation techniques for stability study and the Benrejeb arrow form matrix for system description [18–22],
sufficient conditions are proposed for the linear-state observer design. They are inspired from previous results on synchro-
nization studies of continuous chaotic processes [23–26].
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The paper is organized as follows. In Section 2, a secure communication scheme combining conventional cryptographic
methods and synchronization of discrete-time hyperchaotic systems is considered without considering transmission noise.
In Section 3, for discrete-time hyperchaotic systems, the well-known concept of linear observer is introduced to formalize
the problem of hyperchaos synchronization. By following this approach, sufficient conditions have been developed for
asymptotic stabilization of the synchronization error system between two identical hyperchaotic discrete-time processes.
These processes can’t only reach chaos synchronization between two identical chaotic systems, starting with different initial
conditions, but, also, can be applied to the proposed chaos based secure communication. In order to show the effectiveness of
the developed technique, the case of the use of the third order discrete-time hyperchaotic Hénon systems is studied, in Sec-
tion 4. In Section 5, numerical simulations are carried out using this kind of discrete-time hyperchaotic systems and the pro-
posed secure communication scheme; then, some concluding remarks are given.

2. Hyperchaotic secure communication via linear-state-observer-based-synchronization. Problem statement

In this section, a discrete-time hyperchaotic secure communication, called hyperchaotic cryptosystem, shown in Fig. 1, is
presented using a combination of a classical cryptographic technique and observer-based synchronization [10]. The master–
slave hyperchaotic synchronization is based on a linear-state-observer design method, as shown in Fig. 1, allowing the
hyperchaotic receiver to recover the information signal without noise such that ymðkÞ ¼ ysðkÞ. The proposed scheme incor-
porates encrypter and decrypter blocs which respectively contain hyperchaotic master and slave systems.

� The hyperchaotic master system is described, in state space, by:

xmðkþ 1Þ ¼ AxmðkÞ þ f xm kð Þð Þ þ aNV kð Þ
ymðkÞ ¼ Cxm kð Þ þ aV kð Þ

ð1Þ

where xmðkTÞ is the state vector, noted xmðkÞ at instant kT; T the sampling time, xm 2 Rq. A ¼ aij
� �

a ðq� qÞ constant matrix,
C ¼ ½c1 . . . cq�, a ð1� qÞ satisfying master–slave synchronization to be determined, N ¼ ½n1 . . . nq�T , a constant vector charac-
terizing the way to mix the ciphertext VðkÞ with the chaotic signal xmðkÞ;a a scaling factor chosen to allow the term aNV kð Þ
to belong to a compatible range with respect to the minimum and maximum bound of states variables of master and save
chaotic signal V kð Þ [27] and f ðxmðkÞÞ a nonlinear vector function.
The considered hyperchaotic master system 1 generates the output signal ymðkÞ and the key KðkÞ used ntimes as a keystream
to encrypt the original message mðkÞ with an encryption rule enð�Þ, an n-shift cipher algorithm [28], such as:

V kð Þ ¼ en m kð Þ;K kð Þð Þ ¼ f1ð. . . f1ðf1|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}
n

ðmðkÞ;KðkÞÞ;KðkÞÞ; . . . ;KðkÞÞ|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
n

ð2Þ

with:

KðkÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
jxm1ðkÞ þ xm2ðkÞ þ . . .þ xmqðkÞj

q
ð3Þ

xmiðkÞ;8i ¼ ½1 . . . q� are elements of vector xm.
f1ð�Þ is a non-linear function defined, in this case, by:

f1ðmðkÞ;KðkÞÞ ¼
mðkÞ þ KðkÞ þ 2h; for � 2h 6 mðkÞ þ KðkÞ 6 �h

mðkÞ þ KðkÞ; for � h < mðkÞ þ KðkÞ < h
mðkÞ þ KðkÞ � 2h; for h 6 mðkÞ þ KðkÞ 6 2h

8><
>: ð4Þ
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Fig. 1. Block diagram of the proposed hyperchaotic communication based on cryptography.
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