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Available online 17 October 2012 password-authenticated key agreement protocol with smart cards. In our protocol, we

avoid modular exponential computing or scalar multiplication on elliptic curve used in tra-
ditional authenticated key agreement protocols using smart cards. Our analysis shows that
our protocol has comprehensive characteristics and can withstand attacks, including the
Authentication insider attack, replay attack, and others, satisfying essential security requirements. Perfor-
Key agreement mance analysis shows that our protocol can refrain from consuming modular exponential
Smart card computing and scalar multiplication on an elliptic curve. The computational cost of our
protocol compared with related protocols is acceptable.
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1. Introduction

With the rapid growth of network technology [1-3] and its growing popularity, user authentication has become increas-
ingly important. The goal of user authentication is to provide the confirmation of two communication entities’ true identities
in an open network environment. Meanwhile, in the process of identity authentication, two parties also agree with a com-
mon session key used to encrypt their communications over an insecure channel. Many password-based authenticated key
agreement protocols [4-6] have been proposed in recent years, where a user can achieve the purpose of identity authenti-
cation by submitting his/her identity and password to the server.

Currently, smart card-based user authentication schemes [5,7-18] have been widely and intensively researched due to
their low computational cost, convenient portability, and cryptographic properties. In 2000, Hwang and Li [7] utilized
public-key cryptography to propose a remote user authentication scheme with smart cards. In 2005, Fan et al. [12] proposed
a robust remote authentication scheme using smart cards. Their scheme required neither any password table for verification
nor clock synchronization between the user and the server. Meanwhile, their scheme can resist a series of attacks. Juang et al.
[13] proposed in 2008 a new password-authenticated key agreement protocol based on elliptic curve cryptosystems. Their
scheme not only satisfied all the criteria of Fan et al.’s scheme but also provided identity protection and session key
agreement, and enhanced efficiency by using elliptic curve cryptosystems. In 2009, Sun et al. [14] proposed an improved
scheme to overcome the weakness of Juang et al.’s protocol, including inability of the password-changing operation,
the session-key problem, and inefficiency of the double secret keys. In 2010, Li et al. [17] also proposed an anonymous
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password- authenticated key agreement to strengthen the securities of Juang et al.’s protocol by providing initiator untrace-
ability, as well as identity protection property.

With the rapid development of theory and application of chaos, more and more public key cryptosystems [19,20] based
on chaos theory have been studied widely. In 2007, Xiao et al. [21] proposed a novel key agreement protocol based on chaotic
maps. In their scheme, following the original Diffie-Hellan key agreement protocol, they utilized the semi-group property of
Chebyshev chaotic maps to establish a key agreement protocol. In 2008, Xiao et al. [22] used timestamps to improve the
security of original chaotic maps-based key agreement protocols.

Since the smart cards usually do not support powerful computation capability, and cryptographic protocols based on cha-
otic maps are suitable for environments where processing power, storage space, or power consumption is constrained, it is
worthwhile to develop chaotic maps-based authentication and key-agreement protocols with smart cards instead of using
modular exponential computing or scalar multiplication on elliptic curves.

To the best of our knowledge, no smart card-based password-authenticated protocols utilize chaotic maps to meet the
requirement for key agreement in the literature to date. Enlightened by key agreement [21-27] based on Chebyshev cha-
otic maps, we propose a novel chaotic maps-based password-authenticated key agreement protocol using smart cards that
satisfies almost all the benefits of existing authentication protocols with smart cards, including the following
characteristics:

) The computational cost of the smart card is low;

) The server does not need to keep the table containing IDs and passwords of users;
) Our protocol can withstand a series of attacks;

) The user’s identity can be well-protected;

5) The common session key can be established;

6) The user has the ability to choose and change his/her password.
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The remainder of the paper is organized as follows: In the next section, we introduce some preliminaries. In Section 3, we
demonstrate our proposed protocol. Section 4 presents some evaluations including functionality, security, and performance
of the proposed protocol. Finally, we present our conclusions in Section 5.

2. Preliminaries

In this section, we briefly introduce Chebyshev chaotic maps [21] and an original key agreement protocol [21] based on
Chebyshev chaotic maps, which are the major building blocks of our protocol.

2.1. Definition and properties of Chebyshev chaotic maps
Let n be an integer and let x be a variable with the interval [-1,1]. Chebyshev polynomial map T,: R — R of degree n is
defined using the following recurrent relation:
Tn(x) = 2xXTp_1(x) — Ty_2(x), (1)

where n > 2, To(x)=1, and Ty(x)=x .
The first few Chebyshev polynomials are:

To(x) =2x% - 1,

T3(x) = 4x° — 3x,

T4(x) = 8x* —8x% + 1.
One of the most important properties is that Chebyshev polynomials are the so-called semi-group property which estab-
lishes that

T (Ts(x)) = Trs(x). 2)
An immediate consequence of this property is that Chebyshev polynomials commute under composition

T;(Ts(x)) = Ts(Tr(x)). 3)

In order to enhance the security, Zhang [19] proved that semi-group property holds for Chebyshev polynomials defined on
interval (—oo, +o00). In our proposed protocol, we utilize the enhanced Chebyshev polynomials:

Ta(x) = (2XTn-1(x) — To2(x))(modN), 4)
where n > 2, X € (—oo, +oc), and N is a large prime number. Obviously,
Trs(x) = Tr(Ts(x)) = Ts(Tr(x)). (5)
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