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A B S T R A C T

We propose an optical encryption method allowing the parallel encryption and hierarchical retrieval for multi-
channel images based on a joint Fresnel transform correlator. In our designed scheme, the linear phase shift
operation for the phase masks is utilized to achieve the aim of ensuring that the center of the complex amplitude
distributions from the same group can overlap with each other in Fresnel domain, and the phase retrieval
algorithm for designing the phase masks is used to avoid the cross talk between multi-channel images. The
optimized phase masks can be flexibly reconfigured on the spatial light modulator without increasing the
additional optical hardware and system complexity. Our designed scheme can encrypt multi-channel images
simultaneously into a single cipher-text, which can also be used to recover arbitrary original images with
corresponding keys. Thus, this method can achieve the aim of the hierarchical retrieval of encrypted images from
a single cipher-text. Moreover, because the encryption process does not require any transformative lenses and
accurate alignment of optical elements, the encryption scheme is easy to be optically implemented. Furthermore,
compared with the previous JTC-based cryptosystems, the Fresnel diffraction distance and the position of the
key masks in our proposed scheme can both be utilized as the additional encryption keys, which can enhance
the security effectively. The theoretical analysis and numeric simulation results both validate the feasibility and
effectiveness of the designed scheme.

1. Introduction

The optical image encryption technique has become more and more
attractive since Refregier and Javidi proposed an image encryption
method based on double random phase encoding in 1995 [1]. Benefit-
ting from the inherent nature of light waves, information security with
optics can achieve ultrafast processing and multiple degrees of freedom
encoding capability. Some typical optical information-processing meth-
ods have been proposed for security applications [2–13]. Especially in
the joint transform correlator (JTC)-based image cryptosystem [3,14–
16], the decryption utilizes the same key used in encryption stage, which
eliminates the need to generate a complex conjugate of the key. And
moreover, the JTC-based cryptosystem can be implemented without
accurate optical alignment.

In recent years, multiple-image encryption (MIE) technique [17–29]
has caught increasing attention due to its high encryption efficiency. Situ
proposed the technique of wavelength multiplexing [17] and position
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multiplexing [18] to realize the multiple-image encryption. Barrera
et al. [19] designed a polarization encoded encryption system based
on a double random pure phase mask technique and retardation plate.
Amaya [20] proposed a multi-channel encryption method by using
multiple random-phase mask apertures in the input plane based on a JTC
scheme. Aperture keys with precise distance and geometric parameters
are used to access the system. H.T. Chang et al. [23] proposed a position
multiplexing method based on the modified Gerchberg–Saxton algo-
rithm and a cascaded phase modulation scheme in the Fresnel transform
domain. Rueda et al. [24] proposed an experimental procedure to mul-
tiplex optical information by using the JTC architecture. The rotation
of the input plane encoding mask admits the multiplexing capability. J.
Wu et al. [27] proposed an optical multiple-image encryption scheme
based on computational ghost imaging with the position multiplexing. In
the encryption process, each image is encrypted into an intensity vector
by using the computational ghost imaging with a different diffraction
distance.
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In our previous work [30], we proposed the parallel encryption
method based on a JTC architecture and validated the feasibility by
means of numerical simulation and optical experiment. In order to
further simplify the optical hardware and enhance the security, we
design a parallel encryption scheme based on a joint Fresnel transform
correlator(JFTC). The remaining sections of this paper are organized as
follows: Section 2 introduces the methods of linear phase shift and phase
retrieval in detail, and then analyzes the parallel encryption process and
hierarchical retrieval process by means of the theoretical derivation.
Section 3 presents the numerical simulation results to demonstrate the
performance of the scheme. Section 4 states the conclusions.

2. Principle of multi-channel parallel encryption using JFTC

2.1. Parallel encryption process

Key phase masks and multi-channel input images are arranged in the
input plane, which is shown in Fig. 1(a). The input image 𝑓1 is attached
with random phase mask (RPM) 𝛼0. In order to realize hierarchical
retrieval, the key phase mask ℎ10 is placed side by side with 𝑓1 ∙ 𝛼0 and
they constitute a group for JFTC. Also, the input image 𝑓2 attached with
RPM 𝛽0 and key phase mask ℎ20 constitute the second group. The input
image 𝑓3 attached with RPM 𝛾0 and key phase mask ℎ30 constitute the
last group. As shown in Fig. 1(a), 𝑎 is the distance between the centers
of all input apertures and 𝑦 axis in the horizontal direction, and 𝑏 is
the distance between the centers of all input apertures and 𝑥 axis in the
vertical direction. As shown in Fig. 1(b), under the illumination of a
monochromatic plane wave with wavelength 𝜆, the joint Fresnel power
distribution (JFPD) can be captured in the output plane with a distance
𝑑 away from the input plane. Fig. 1(c) shows the optical configuration
of the encryption scheme. The intensity of the laser can be changed by
the attenuator. The input images are uploaded to SLM1, which is the
amplitude-only spatial light modulator (SLM) and used for amplitude
modulation. All the phase masks are uploaded to SLM2, which is the
phase-only reflective SLM and used for phase modulation. After the
reflection of SLM2 and light splitter, the JFPD can be recorded by a
CCD on the recording plane with a distance 𝑑 away from the SLM2 and
transmitted as the cipher-text. In Fig. 1(c), 𝑑 is the sum of the distance
𝑑1 and 𝑑2. Whereas, due to the space-variant characteristics of the JFTC
scheme [31], the center of the two beams that propagate through the
object window and key window cannot overlap with each other in the
output plane. Therefore, the key masks and phase masks boned with the
input images should be modified to solve this problem. Shen et al. [31]
utilized double optical wedges to achieve that the complex amplitude
distribution of both input windows can spatially overlap with each
other. Certainly, superposing the linear phase on the phase masks with
SLM also can be utilized to solve this problem. After this modulation
operation, all the phase masks in Fig. 1 can be expressed as

𝛼′0(𝑥1 − 𝑎, 𝑦1 + 𝑏) = 𝛼0(𝑥1 − 𝑎, 𝑦1 + 𝑏) ∙ 𝑝1(𝑥1) (1)
ℎ′10(𝑥1 + 𝑎, 𝑦1 + 𝑏) = ℎ10(𝑥1 + 𝑎, 𝑦1 + 𝑏) ∙ 𝑝′1(𝑥1) (2)
𝛽′0(𝑥1 − 𝑎, 𝑦1) = 𝛽0(𝑥1 − 𝑎, 𝑦1) ∙ 𝑝2(𝑥1) (3)
ℎ′20(𝑥1 + 𝑎, 𝑦1) = ℎ20(𝑥1 + 𝑎, 𝑦1) ∙ 𝑝′2(𝑥1) (4)
𝛾 ′0(𝑥1 − 𝑎, 𝑦1 − 𝑏) = 𝛾0(𝑥1 − 𝑎, 𝑦1 − 𝑏) ∙ 𝑝3(𝑥1) (5)
ℎ′30(𝑥1 + 𝑎, 𝑦1 − 𝑏) = ℎ30(𝑥1 + 𝑎, 𝑦1 − 𝑏) ∙ 𝑝′3(𝑥1) (6)

where, 𝛼′0, ℎ′10, 𝛽′0, ℎ′20, 𝛾 ′0 and ℎ′30 denote the modulation results of
𝛼0, ℎ10, 𝛽0, ℎ20, 𝛾0 and ℎ30, which are superposed with the respective
linear phase 𝑝1(𝑥1), 𝑝′1(𝑥1), 𝑝2(𝑥1), 𝑝′2(𝑥1), 𝑝3(𝑥1) and 𝑝′3(𝑥1). Then, the
complex amplitude distribution in the output plane can be written as

𝐸(𝑥2, 𝑦2) = FrT𝜆,𝑧{𝛼′0𝑓1 + ℎ′10 + 𝛽′0𝑓2 + ℎ′20 + 𝑟′0𝑓3 + ℎ′30} (7)

where, FrT denotes the Fresnel transform operator. 𝜆 is the wavelength
of the incident plane wave. 𝑧 represents the distance between the
input plane (𝑥1, 𝑦1) and output plane (𝑥2, 𝑦2). However, because of

the utilization of RPMs, the JFPDs from different groups will overlap
partially with each other in the output plane and this causes cross talk,
which is the primary problem in multi-channel encryption.

In order to solve the cross talk problem, we utilize the phase retrieval
algorithm to redesign all the phase masks and restrict the size of their
corresponding complex amplitude distribution. Ref. [32] proposed an
iteration method to design the input phase mask in a JTC architecture.
The Fourier spectrum can be set in a specified domain, which can match
to the space bandwidth of the optical system. Based on this iteration
method [32], we propose a phase retrieval algorithm to solve the cross
talk problem in Fresnel domain. The proposed algorithm as shown in
Fig. 2 starts with the initial random phase mask 𝑚0(𝑥1, 𝑦1). After the
Fresnel transform operation, the complex amplitude distribution can
be expressed as 𝑀𝑁 (𝑥2, 𝑦2). C{} denotes the extracted operation in the
output plane. In the extracted area, the complex amplitude distribution
will be retained. Otherwise, it will be set to 0 value. After this operation,
the complex amplitude distribution can be expressed as 𝑀 ′

𝑁 (𝑥2, 𝑦2). The
power transmittance ratio (PTR) of the extracted area is utilized as the
criterion [32] and defined by

𝑃𝑇𝑅 =

∑

(𝑥2 ,𝑦2)∈𝛺 |𝑀|

2

∑

(𝑥2 ,𝑦2) |𝑀|

2
(8)

where, 𝑀 and 𝛺 denote the complex amplitude distribution and the
extracted area, respectively. The processing cycle will be iterated until
the PTR can get our expected value. Otherwise, 𝑀 ′

𝑁 (𝑥2, 𝑦2) will be
inverse Fresnel-transformed and a new phase mask can be given by
𝑚′
𝑁 (𝑥1, 𝑦1). F{} denotes the operation of setting the amplitude to unity.

At last, we can get the input phase mask 𝑚𝑁+1(𝑥1, 𝑦1), which will be sent
into the next cycle. Once the PTR gets the expected value, we will get
the input phase mask we wanted.

Using the designed phase masks superposed with the respective
linear phases 𝑝1, 𝑝′1, 𝑝2, 𝑝

′
2, 𝑝3 and 𝑝′3, the JFPD from the different groups

will be set into the respective area and the cross talk problem can be
solved. Thus, the JFPD in the output plane can be expressed as

𝐽𝐹𝑃𝐷(𝑥2, 𝑦2) = |

|

|

FrT𝜆,𝑧{𝛼′𝑓1𝑝1 + ℎ′1𝑝
′
1}
|

|

|

2
+ |

|

|

FrT𝜆,𝑧{𝛽′𝑓2𝑝2 + ℎ′2𝑝
′
2}
|

|

|

2

+ |

|

|

FrT𝜆,𝑧{𝑟′𝑓3𝑝3 + ℎ′3𝑝
′
3}
|

|

|

2
(9)

where, 𝛼′, ℎ′1, 𝛽
′, ℎ′2, 𝛾

′ and ℎ′3 denote the iterated phase masks. For
simplicity, the second term of Eq. (9) will be analyzed and its complex
amplitude distribution can be expressed as

𝐸2(𝑥2, 𝑦2) = FrT𝜆,𝑧{𝛽′(𝑥1 − 𝑎, 𝑦1)𝑓2(𝑥1 − 𝑎, 𝑦1) exp(𝑗
2𝜋𝜃1
𝜆

𝑥1)}

+ FrT𝜆,𝑧{ℎ′2(𝑥1 + 𝑎, 𝑦1) exp(𝑗
2𝜋𝜃2
𝜆

𝑥1)} (10)

where, 𝜃1 and 𝜃2 denote the deflection angle in the linear phase 𝑝2 and
𝑝′2, respectively.

After setting 𝑥′1 = 𝑥1 − 𝑎, the first term of Eq. (10) can be rewritten
as

𝐸21(𝑥2, 𝑦2) = exp[−𝑗 𝜋
𝜆𝑧

(2𝑎𝑥2 − 𝑎2 − 2𝑧𝜃1𝑎)]FrT𝜆,𝑧{𝛽′(𝑥′1, 𝑦1)

× 𝑓2(𝑥′1, 𝑦1)}(𝑥2 − 𝑎 − 𝑧𝜃1, 𝑦2). (11)

After setting 𝑥′′1 = 𝑥1+𝑎, the second term of Eq. (10) can be rewritten
as

𝐸22(𝑥2, 𝑦2) = exp[𝑗 𝜋
𝜆𝑧

(2𝑎𝑥2 + 𝑎2 − 2𝑧𝜃2𝑎)]

× FrT𝜆,𝑧{ℎ′2(𝑥
′′
1 , 𝑦1)}(𝑥2 + 𝑎 − 𝑧𝜃2, 𝑦2). (12)

From Eqs. (11) and (12), let 𝑎 + 𝑧𝜃1 = −𝑎 + 𝑧𝜃2, that is

𝑧(𝜃2 − 𝜃1) = 2𝑎. (13)

Then, the center of the two beams that propagate through the object
window and key window can overlap with each other in the output
plane. In addition, when Eq. (13) can be satisfied, we can change the
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