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a b s t r a c t

Cyber-Manufacturing Systems (CMS) is a vision for advanced manufacturing where physical components
are fully integrated with computational processes via computer networks and the Internet. Despite of
many benefits that CMS ushers in, realizing it is not possible without addressing emerging security issues
in CMS. Among various attack incidents reported in manufacturing, the cyber-physical attacks are least
understood – yet can lead to grave consequences. The need for understanding intrusion detection in
CMS and developing an effective intrusion detection system is critical for the success deployment of
CMS. Five-step cyber-physical intrusion detection framework has been developed.

� 2017 Society of Manufacturing Engineers (SME). Published by Elsevier Ltd. All rights reserved.

1. Introduction

Cyber-Manufacturing Systems (CMS) is a vision of future man-
ufacturing where physical components are fully integrated with
computational processes via computer networks and the Internet.
Although the CMS promises great benefits in cost, efficiency, and
sustainability [1], realizing the CMS is not possible without
addressing emerging issues accompanying with the higher level
of connectivity [2]. Among various attack incidents reported in
manufacturing, the cyber-physical attacks are least understood
[3] – yet can lead to serious consequences. Those attacks intrude
into manufacturing systems in digital format, carrying physical
damage payload that can cause manufacturing equipment or prod-
ucts to develop over-wearing, breakages, scraps or any other unin-
tended changes [4]. One example of cyber-physical attacks –
Stuxnet worm [5] – illustrates that such attack can be active for
months or years before even being detected.

Previous intrusion detection studies focused on individual man-
ufacturing processes such as the additive manufacturing [6–8] or
CNC machining [9], rather than considering manufacturing system
as a whole. Critical components for intrusion detection such as net-
work, host, quality control inspections are neglected in these
works. Five-step intrusion detection framework – DACDI (Define,
Audit, Correlate, Disclose, and Improve) – is designed specifically
for CMS. A model CMS is used to collect cyber as well as physical
audit data, and to demonstrate the feasibility of operating the

intrusion detection system. Data on power consumption, acoustics,
images, and acceleration forces collected from the model CMS are
used to validate the effectiveness of the intrusion detection system.

2. DACDI: an intrusion detection process in CMS

DACDI stands for Define, Audit, Correlate, Disclose, and Improve
(Fig. 1). It is a framework to implement the cyber-physical intru-
sion detection system on different CMS environments. It is also a
collection of systematic and statistical analyses for detecting intru-
sions, reducing their influences, and improving the level of security
after detection. Professionals in manufacturing, cyber-security, and
control system can adapt it as a guideline to address attacks and
intrusions in a CMS environment.

2.1. Define

The first step is to define the overall scope of work – defining
seven As: Architecture, Attack surface, Attack vector, Attack impact,
Attack target, Attack consequence and Audit material. An architec-
ture of application environments can be adopted to define the
scope. Examples include the CMS hierarchical five-layer architec-
ture [1], cloud manufacturing concept architecture [10], and refer-
ence architecture model Industrie 4.0 [11]. A taxonomy of cross-
domain attacks on CMS can be used to define attack vector, attack
impact, attack target, and attack consequence [12]. Along with
well-defined scope and risks, selection of audit data is the result
of this step.
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2.2. Audit

Auditing data is the process of collecting data for intrusion
detection in CMS. Two types of data are collected for the intrusion
detection purpose: cyber data and physical data. Cyber data can be
used for: (i) detecting amateuristic and known attacks, and (ii) cor-
relating with physical anomaly occurrences. Network and host
activities – login attempts, network connections, or log file changes
– may be part of cyber data. Physical data can be used to detect
cyber-physical intrusion more accurately [4]. The physical data
may be obtained from sources such as product inspection pro-
cesses, manufacturing processes, and system level operations.

2.3. Correlate

This phase correlates the cyber and physical data with four
rules: time sequence, production sequence, attack scale, and time
duration. It aims to reduce the false alarms and find the root cause
of alerts.

2.4. Disclose

A collection of methods from cyber security, machine learning,
and quality control are integrated to disclose and stop the intrusion
as early as possible. This step is divided into three stages: (i) pre-
production, (ii) in-production, and (iii) post-production. The first
stage utilizes host and network monitoring, digital file check and

production verification for disclosing intrusion. The second stage
uses statistical process control (SPC) and machine learning for
detecting malicious changes in manufacturing processes. The third
stage applies inspection of (i) physical characteristics, (ii) mechan-
ical properties, and (iii) side-channel impacts after manufacturing.

2.5. Improve

Once an intrusion is detected, the security policy should be
improved to address similar attacks. Procedures for containment
and recovery are applied to the vulnerable software and the dam-
aged hardware. The blacklist and detection rule are added accord-
ing to the attack incident to improve the security level.

3. Model CMS environment

To build a model CMS (Fig. 2) to validate the DACDI framework,
the following guidelines are established:

� The environment adopts an architecture of manufacturing sys-
tems. In this work, the CMS hierarchical five-layer architecture
is chosen [1].
� The environment should be able to collect cyber as well as
physical data for the purpose of intrusion detection.
� Operational details such as job allocation, automation, and
logistics are not considered.
� One physical local provider is included.

Fig. 1. DACDI intrusion detection approach.
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