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Abstract

The paper introduces a new model of fault level coverage for multi-state systems in which the effectiveness of recovery mechanisms

depends on the coexistence of multiple faults in related elements. Examples of this effect can be found in computing systems, electrical

power distribution networks, pipelines carrying dangerous materials, etc. For evaluating reliability and performance indices of multi-

state systems with imperfect multi-fault coverage, a modification of the generalized reliability block diagram (RBD) method is suggested.

This method, based on a universal generating function technique, allows performance distribution of complex multi-state series–parallel

system with multi-fault coverage to be obtained using a straightforward recursive procedure. Illustrative examples are presented.

r 2007 Elsevier Ltd. All rights reserved.
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1. Introduction

Fault-tolerant system design is aimed at preventing the
entire system failure even when some of its elements fail.
Usually the fault tolerance is implemented by providing
sufficient redundancy and using automatic recovery and
reconfiguration mechanisms. However, some failures can
remain undetected or uncovered, which can lead to the
total failure of the entire system or its sub-systems.
Examples of this effect of uncovered faults can be found
in computing systems, electrical power distribution net-
works, pipelines carrying dangerous materials, etc. [1].

The systems with imperfect fault coverage have been
intensively studied in [1–8]. It was shown that the system
reliability can decrease with an increase in redundancy over
some particular limit if the system is subjected to imperfect
fault coverage [2]. As a result the system structure
optimization problems arise. Some of these problems have
been formulated and solved for parallel and k-out-of-n
systems [4,5].

In many cases the system and its elements can function
at different states characterized by different levels of

performance. Such systems are referred to as multi-state
systems (MSS). When applied to MSS, reliability is
considered to be a measure of the ability of the system to
provide a required performance level [11]. MSS can also be
subjected to uncovered faults that lead to the total failure
of the entire system or its subsystems [7,8,16].

1.1. Coverage models

The models that consider the effects of imperfect fault
coverage are known as imperfect fault coverage models or
simply fault coverage models or coverage models [2].
Depending on the type of fault-tolerant techniques used,
the models are classified as [12]

� Element level coverage (ELC) or single-fault models:
A particular fault coverage probability is associated with
each element. This value is independent of the status of
other elements.
� Fault level coverage (FLC) or multi-fault models: The

fault coverage probability depends on the number of
failed elements that belong to a specific group.

The ELC model is appropriate when the selection
among the redundant elements is made on the basis of
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a self-diagnostic capability of the individual elements. Such
systems typically contain a built-in test capability. The
FLC model is appropriate for modeling systems in which
the selection among available elements varies between
initial and subsequent failures. In the ELC models, the
effectiveness of recovery mechanisms depends on the
occurrence of individual faults. A multi-element system
with ELC can tolerate multiple coexisting single-faults.
However, for any given fault, the success or failures of a
recovery mechanism is independent of the status of other
elements (or faults in the other elements). In the FLC
models, the effectiveness of recovery mechanism depends
on the occurrence of multiple faults within a recovery
window. Ref. [12] compared the results of ELC and FLC
models with that of perfect coverage models. The
comparison indicates that the unreliability of a system for
the ELC case is very high as compared with the FLC case.
From this comparison, it is also apparent as to why
systems requiring extremely low probabilities of failure use
mid-value-select voting-based redundancy management
(appropriately modeled with FLC), rather than a BIT-
based approach (modeled with ELC). For more details on
the comparison of ELC and FLC models and their
applications, refer to [12].

Although the coverage models have been studied for
several decades, the solutions to FLC models are still
limited and require efficient methods [6]. In addition,
several systems are accurately modeled using MSS and they
can also be subjected to uncovered failures associated
with the automatic recovery mechanisms. Recently, some

authors studied the MSS using ELC models. In this paper,
we model and solve the MSS using FLC models.
Consider for example a multi-channel data transmission

system in which data packages are divided into sub-packages
transmitted through different channels. This method allows
the work to be shared among the channels, which results in
accelerating the data transmission process. If some channels
fail, an automatic data exchange management system is able
to distribute the transmission task among the available
channels. In this case the system performance (bandwidth)
lowers, but the system remains operating. However, when a
failure of any channel remains undetected, the management
system cannot make the proper reconfiguration (cover the
failure) and still assigns some sub-package to the unavailable
channel. Therefore, some information is lost and the entire
data transmission task fails.
If each channel has its individual fault detection and

recovery mechanism, the channel failure detection/cover-
age probability does not depend on the number of available
(failed) channels and the data transmission system can be
represented by the ELS model. However, in many cases the
fault detection and recovery is provided by a mechanism
common for all the channels. The efficiency of this
mechanism depends on the number of communication
channels it monitors simultaneously. Therefore, the chan-
nel failure detection/coverage probability depends on the
number of available channels. Such a situation corresponds
to the FLC model.
Similarly, we can find the applications of FLC models in

computer control systems used in aircraft applications
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Nomenclature

RBD reliability block diagram
FLC fault level coverage
ELC element level coverage
MSS multi-state system
UGF, u-function universal generating function
pmf probability mass function
Pr{e} probability of event e

E[X] expected value of X

1(x) unity function: 1(TRUE) ¼ 1, 1(FALSE) ¼ 0
n number of system elements
Gj random performance of system element j

gj set of possible realizations of Gj

gjh hth realization of Gj

xj performance of element (system) in a state of
total failure

pjh Pr{Gj ¼ gjh}
V random system performance
vi ith realization of V

qi Pr{V ¼ vi}
f system structure function: V ¼ fðG1; . . . ;GnÞ

y system demand
f(V, y) acceptability function

R(y) system reliability: Pr{f(V, y*) ¼ 1}
W(y) conditional expected system performance
ok set of elements affected by an uncovered

failure (belonging to FLC group k)
ck(j) fault coverage probability in the case of

exactly j failures in FLC group k

rk(j) probability that FLC group k continues
functioning after failure of j elements

ujðzÞ u-function representing pmf of Gj

~UoðzÞ u-function representing distribution of both
performance and number of failed elements
in subsystem consisting of elements belonging
to set o

~ujðzÞ u-function representing distribution of both
performance and state (number of failures) of
element j

Uo(z) u-function representing pmf of performance
of subsystem consisting of elements belonging
to set o

U(z) u-function representing pmf of V

�j composition operator over u-functions
j(Gi,Gj) function representing performance of pairs of

elements
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