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Secure and scalable data sharing is essential for collaborative clinical decision making. Conventional clinical data
efforts are often siloed, however, which creates barriers to efficient information exchange and impedes effective
treatment decision made for patients. This paper provides four contributions to the study of applying blockchain
technology to clinical data sharing in the context of technical requirements defined in the “Shared Nationwide
Interoperability Roadmap” from the Office of the National Coordinator for Health Information Technology (ONC).
First, we analyze the ONC requirements and their implications for blockchain-based systems. Second, we present
FHIRChain, which is a blockchain-based architecture designed to meet ONC requirements by encapsulating the
HL7 Fast Healthcare Interoperability Resources (FHIR) standard for shared clinical data. Third, we demonstrate a
FHIRChain-based decentralized app using digital health identities to authenticate participants in a case study of
collaborativedecisionmaking for remote cancer care. Fourth,wehighlight key lessons learned fromour case study.
© 2018 Zhang et al.. Published by Elsevier B.V. on behalf of the Research Network of Computational and Structural
Biotechnology. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

1.1. The Importance of Data Sharing in Collaborative Decision Making

Secure and scalable data sharing is essential to provide effective
collaborative treatment and care decisions for patients. Patients visit
many different care providers' offices during their lifetime. These pro-
viders should be able to exchange health information about their
patients in a timely and privacy-sensitive manner to ensure they have
the most up-to-date knowledge about patient health conditions.

As another example, in telemedicinepractice Berman and Fenaughty
[1]—where patients are remotely diagnosed and treated—the ability to
exchange data securely and scalably is particularly important for
enabling clinical communications regarding remote patient cases. Data
sharing helps improve diagnostic accuracy Castaneda et al. [2] by gath-
ering confirmations or recommendations from a group of medical
experts, as well as preventing inadequacies Singh et al. [3] and errors
in treatment plan andmedication Kaushal et al. [4]; Schiff et al. [5]. Like-
wise, aggregated intelligence and insights Taichman et al. [6]; Warren
[7]; Geifman et al. [8] helps clinicians understand patient needs and in
turn apply more effective in-person and remote treatments.

Data sharing is also essential in cancer care, where groups of physi-
cians with different specialties form tumor boards. These boards meet
on a regular basis to analyze cancer cases, exchange knowledge, and col-
laboratively create effective treatment and care plans for each patient
Gross [9]. Regional virtual tumor boards are also being implemented
via telemedicine Ricke and Bartelink [10];Marshall et al. [11] for institu-
tions that lack inter-specialty cancer care due to limited oncology exper-
tise and resources Levit et al. [12].

1.2. Administrative Support for Coordinating Health IT Efforts

The Office of the National Coordinator for Health Information Tech-
nology (ONC) is a division of the Office of the Secretary within the
United States Department of Health and Human Services. ONC is the
principal federal entity to oversee and coordinate health IT efforts,
including the development of interoperable, privacy-preserving, and
secure nationwide health information systems and the promotion of
widespread, meaningful use of health IT to improve healthcare.

1.3. Data Sharing Barriers to Collaborative Decision Making

In practice, many barriers exist in the technical infrastructure of
health IT systems today that impede the secure and scalable data shar-
ing across institutions, thereby limiting support for collaborative clinical
decision making. Examples of such barriers include the following:
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• Security and privacy concerns. Despite the need for data sharing, con-
cerns remain regarding protection of patient identity and confidential-
ity Terry [13]. For instance, virtual medical interactions may increase
the risk of clinical data breaches due to electronic transmission of
data without highly secure infrastructures in place, which can result
in severefinancial and legal consequencesDowney et al. [14]. Likewise,
medical identity theft may occur more frequently, especially in tele-
medicine Terry [13], where virtual (i.e., networked) interactions are
replacing face-to-face interactions between providers and patients.

• Lack of trust relationships between healthcare entities. Trust relation-
ships between healthcare entities Hripcsak et al. [15] (e.g., care pro-
viders and/or healthcare institutions) are an important precondition
to digital communications Hartvigsen et al. [16] and data sharing in
the absence of custody over shared data. Larger healthcare facilities
(such as enterprise hospital systems) may be networked Maheu et al.
[17], but communications between private or smaller practices may
not be established.

• Scalability concerns. Large-scale datasetsmay be hard to transmit elec-
tronically due to restrictive firewall settings or limitations in band-
width (which is still common in rural areas LaRose et al. [18]). Lack
of scalability can also impact overall system response time and data
transaction speed Bondi [19].

• Lack of interoperable data standards enforcement. Without the
enforcement of existing interoperable data standards (such as HL7’s
Fast Healthcare Interoperability Resources (FHIR)Bender and Sartipi
[20] for shared data), health data can vary in formats and structures
that are hard to interpret and integrate into other systems Richesson
and Krischer [21].

What is needed, therefore, is a standards-based architecture that can
integrate with existing health IT systems (and related mobile apps) to
enable secure and scalable clinical data sharing for improving continu-
ous, collaborative decision support.

Research focus and contributions→ Architectural considerations for
secure and scalable blockchain-based clinical data sharing systems.
Blockchain technologies have recently been touted Das [22]; Mettler
[23]; Azaria et al. [24] as a technical infrastructure to support clinical
data sharing that promotes care coordination. A key property of
blockchains is their support for “trustless disintermediation.” This prop-
erty enables multiple parties who do not fully trust each other to
exchange digital assets (such as the Bitcoin cryptocurrency Nakamoto
[25]),while still protecting their sensitive, personal data fromeachother.

Our prior work Zhang et al. [26] provided evaluation recommenda-
tions for blockchain-based health IT solutions on a high-level, focusing
on common software patterns Zhang et al. [27] that can be applied to
improve the design of blockchain-based health apps. This paper exam-
ines previously unexplored research topics related to alleviating the
data sharing barriers described above, namely:what are the architectural
consideration associated with properly leveraging blockchain technologies
to securely and scalably share healthcare data for improving collaborative
clinical decision support?

This paper provides the following contributions to using blockchain
technologies in clinical data sharing to improve collaborative decision
support:

• We summarize key technical requirements defined in the “Shared
Nationwide Interoperability Roadmap” DeSalvo and Galvez [28]
drafted by the Office of the National Coordinator for Health Information
Technology (ONC) for creating an interoperable health IT system and
analyze the implications for blockchain-based system design.

• We present the structure and funcationality of a blockchain-based
architecture called FHIRChain that meets the ONC technical require-
ments for sharing clinical data between distributed providers.
FHIRChain uses HL7’s FHIR data elements (which have uniquely iden-
tifying tags) in conjunction with a token-based design to exchange

data resources in a decentralized and verifiable manner without
requiring duplicated efforts of uploading data to a centralized reposi-
tory.

• We demonstrate a FHIRChain-based decentralized app (DApp) that
uses digital health identities tomore readily authenticate participants
and manage data access authorizations in a case study of clinical data
sharing in remote cancer care. This DApp enables users to share
specific and structured pieces of information (rather than an entire
document), thereby increasing the readability of data and flexibility
of sharing options.

• Wehighlight key lessons learned fromour case study and discuss how
our FHIRChain-based DApp can be further extended to support other
technical requirements for improving advanced healthcare interoper-
ability issues, such as coordinating other stakeholders (e.g., insurance
companies and pharmacies) across the industry and providing
patients with direct and secure access to their own medical records.
We also explore the data exchange issues that blockchains cannot
yet address effectively, including semantic interoperability, healthcare
malpractice, and unethical use of the data, which remain as future
research problems in this space.

1.4. Paper Organization

The remainder of this paper is organized as follows: Section 2
provides an overview of blockchain technologies and the Ethereum
platform,which is an open-source blockchain implementation that sup-
ports the development of DApps via “smart contracts;” Section 3 sur-
veys different blockchain-based research approaches in the healthcare
domain and compares our research on FHIRChain with related work;
Section 4 summarizes ONC's key technical requirements for sharing
clinical data and analyzes their implications for blockchain-based de-
signs; Section 5 describes how the blockchain-based architecture of
FHIRChain is designed to meet ONC requirements and motivates why
wemade certain architectural decisions; Section 6 analyzes the benefits
and limitations of a case study that applied a FHIRChain-based DApp to
provide collaborative clinical decision support; and Section 7 presents
concluding remarks and outlines our key lessons learned and future
work on extending the FHIRChain architecture described in this paper.

2. Overview of Blockchain

Themost popular application of blockchain is the Bitcoin blockchain
Nakamoto [25], which is a public distributed ledger designed to support
financial transactions via the Bitcoin cryptocurrency. This blockchain
operates in a peer-to-peer fashion with all transactions distributed to
each network maintainer node (called a “miner”) for verification and
admittance onto the blockchain. These miners validate available trans-
actions and group them into blocks, as shown in Fig. 1.

Miners then compete in solving a computationally expensive cryp-
tographic puzzle, known as “proof-of-work,” where a targeted hash
value associated with the last valid block in the chain is calculated.
The first miner to solve this puzzle receives a reward (i.e., an amount
of Bitcoin) and appends their block of validated transactions to the
blockchain sequence.

The Bitcoin blockchain uses the “proof-of-work” process outlined
above to achieve consensus (agreement on the shared state and order
of transactions) by

• incentivizing miners to contribute powerful hardware and electricity
to the network with small amounts of cryptocurrency as rewards and

• discouraging rogue actors from attempting to manipulate or mali-
ciously control the system.

After a block is added to the blockchain, its transaction history is
secured from tampering via cryptography.
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