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1. Introduction

The double-random phase-encoding (DRPE) technique is a typical optical image encryption technique [1], which has been widely used
for image encryption [2-17] and can also been used for image hiding [18-21].

For the typical DRPE-based image hiding methods [19,20], the secret image is encrypted with the DRPE technique to obtain the encoded
image, and then the encoded image is hidden into the host image via superimposition to obtain the stego-image. Two security ways are
employed in the DRPE-based image hiding method: one is the DRPE-based image encryption using two random phase masks as the secret
key; another one is the superimposition-based image hiding using the superimposition coefficient as the secret key. If the superimposition
coefficient and the random phase masks are known, the hidden encoded image can be extracted from the stego-image and the secret image
can be recovered with the extracted encoded image via the DRPE technique.

Corresponding to the above two security ways, the attack technique on the DRPE-based image hiding method was proposed in this paper.
A randomly selected superimposition coefficient was used to approximate the original superimposition coefficient to extract the encoded
image from the stego-image approximately. Then, the chosen-plaintext attack on the DRPE-based optical image encryption technique
[22] was applied to recover the random phase masks used for the DRPE-based image encryption. The theoretical analysis indicated that,
without considering the computational error, using the approximate superimposition coefficient and the recovered random phase masks,
the proposed attack technique can extract and recover the secret image identical to the original secret image. Even considering the
computational error, the recovered secret image via the proposed attack technique is identical to the recovered secret image via the
original DRPE-based image hiding method, which demonstrates that, with the proposed attack technique, the attack on the DRPE-based
image hiding method is successfully achieved. The numerical simulation results demonstrated the correctness of the theoretical analysis.

The rest of this paper is organized as follows: in Section 2, the typical DRPE-based image hiding method and the existing chosen-plaintext
attack technique on the DRPE-based optical image encryption technique were briefly introduced. The attack technique on the DRPE-based

* Corresponding author.
E-mail address: nsang@hust.edu.cn (N. Sang).

0030-4026/$ - see front matter © 2014 Elsevier GmbH. All rights reserved.
http://dx.doi.org/10.1016/j.ijle0.2013.12.012


dx.doi.org/10.1016/j.ijleo.2013.12.012
http://www.sciencedirect.com/science/journal/00304026
http://www.elsevier.de/ijleo
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ijleo.2013.12.012&domain=pdf
mailto:nsang@hust.edu.cn
dx.doi.org/10.1016/j.ijleo.2013.12.012

3044 H. Xu et al. / Optik 125 (2014) 3043-3050

two random phase masks

secret image f(X,y) N(x,y) and B(&,m)
Encode with DRPE technique (¢

encoded image ¢(x,y)

original host image hy(x,) expanded host image h,(x,y) x superimposition coefficient o
-{ Expand »{ Hide }4

stego-image h (x,y)

v

Fig. 1. Encoding and hiding procedure of the DRPE-based image hiding method.

image hiding method was proposed and the theoretical analysis was given in Section 3. In Section 4, the numerical simulations were given
and the results were discussed. Section 5 presented the final conclusions.

2. Introduction on the DRPE-based image hiding method and the chosen-plaintext attack on the DRPE-based optical image
encryption technique

2.1. DRPE-based image hiding method

2.1.1. Encrypt and hide the secret image

For the typical DRPE-based image hiding methods [19,20], the encoding and hiding procedure is shown in Fig. 1, which involves the
following steps.

Step 1. Encode the secret image with the DRPE technique

The secret image f(x, y) with the size of M x N is encrypted with the DRPE technique to obtain the encoded image ¢(x, y) following
Eq. (1).

P(x,y) = FT{FT[f(x, y)N(x, y)IB(&, n)} (1)

where N(x,y) and B(&, ) are two random phase masks in the spatial domain and frequency domain, respectively. They can be viewed as
the secret key for the DRPE-based image encryption. FT and FT~! represent Fourier transform and inverse Fourier transform, respectively.
The encoded image ¢(x, y) is complex-valued, which can be denoted as:

d(x,y) = ¢r(x, ¥) +Jjdi(x,y) (2)

where ¢r(x, y) and ¢;(x, y) are the real part and the imaginary part of ¢(x, y), respectively.

Step 2. Enlarge the host image

Each pixel in the original host image hy(x, y) with size of M x N is enlarged to a 2 x 2 image block as Eq. (3) shows to obtain the enlarged
image he(x, y) with size of 2M x 2N.

he(2x, 2y) = ho(x, y)
he(2x,2y + 1) = ho(x, y)
he(2x +1, 2y) = ho(x, y)
he(2x+ 1,2y +1) = ho(x,y)

x=0,1,2,..,.M-1, y=0,1,2,....N—1 (3)

Step 3. Hide the encoded image into the enlarged host image via superimposition
The encoded image ¢(x, y) is hidden into the enlarged host image he(x, y) via superimposition as Eq. (4) shows to obtain the stego-image
hs(x, y).

hs(2x, 2y) = he(2x, 2y) + a¢r(x, y)

hs(2x,2y +1) = he(2x, 2y + 1) — ai(x, y)

hs(2x +1,2y) = he(2x + 1, 2y) + a¢y(x,y)

he(2x+ 1,2y + 1) = he(2x + 1,2y + 1) — ar(x, ¥)

x=0,1,2,...M-1, y=0,1,2,..,.M—1 (4)

where « is the superposition coefficient, which can be viewed as the secret key for superimposition.

2.1.2. Extract and recover the secret image
Following Eqgs. (3) and (4), the encoded image ¢(x, y) can be extracted from the stego-image hs(x, y) as:

Pr(x,y) = |:hs(2X, 2y) — hsz(jx +1,2y+ 1)}
di(x,y) = [hS(zx"‘Lz}/)z—ahs(Zx, 2y + 1)] .

¢(x,y) = Pr(x,y) +jdi(x, ¥)
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