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We analyze the computational collision problem on a hash algorithm based on chaotic tent map, and
then present an improvement of the original algorithm in this paper. More specifically, we utilize
message extension to enhance the correlation of plaintexts in the message and aggregation oper-
ation to improve the correlation of sequences of message blocks, which significantly increase the
sensitivity between message and hash values, thereby greatly resisting the collision. Finally, we eval-
uate the performance of the improved algorithm by computer simulation, and the results show that
it can resist the computational collision and can satisfy the requirements of a more secure hash
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1. Introduction

The network communication security issue is increasingly
becoming more and more severe with the development of science
and technology [1,2]. In the common context of network communi-
cation, the attacks of interception, interruption, modification, and
fabrication are the main threats [3-6]. Message authentication is
able to authenticate a message and to provide integrity and authen-
ticity assurances on the message, which can be used for resisting
the above attacks [7]. Hash function is any algorithm that maps
data of arbitrary length to data with a fixed length, and it has been
widely used in the area of modern information security, which
is the key technology to implement integrity protection, message
authentication, and digital signature. Therefore, the one-way hash
function is becoming the research hotspot of information security
area. In cryptography, some hash algorithms have been utilized as
standards of hash functions [8,9]. Chaos has some inherent mer-
its, such as one way, sensitivity, and ergodicity, which are suitable
for designing irreversible, forgery resistance, and sensitive hash
algorithm [10]. With the development of applications of chaos the-
ory, some hash algorithms based on chaos are proposed [10-22].
Some of them have been proven insecure [3-5,23], and others need
further investigation.
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In [19], the authors propose a novel hash function based on
chaotic tent map with changeable parameter. Based on the analysis,
however, we find that the algorithm cannot resist the computa-
tional collision. Then, we provide an improvement associated to
the original algorithm. More specifically, we utilize message exten-
sion to enhance the correlation of plaintexts in the message and
aggregation operation to improve the correlation of sequences
of message blocks, which significantly increase the sensitivity
between message and hash values, thereby greatly resisting the
collision. Finally, we simulate the improved algorithm and eval-
uate its performance, and the results show that the improved
algorithm satisfies the requirements of a more secure hash
algorithm.

The rest of this paper is organized as follows: Section 2 reviews
the original algorithm, Section 3 provides the computational col-
lision on the original algorithm in detail, and Section 4 presents
an improvement by utilizing message extension and aggrega-
tion operation. In Section 5, we evaluate the performance of the
improved algorithm by computer simulation and present conclu-
sions in Section 6.

2. Review of the original algorithm

In this section, we first present the chaotic tent map
used in the original algorithm, and then describe the original
algorithm.
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Fig. 1. The structure of the original algorithm.

2.1. Chaotic map

The chaotic map chosen in the original algorithm is the piece-
wise linear chaotic map and it is defined as:

X(k)/Q,
(X(k)-Q)/(0.5-Q),
(1-Q-X(k))/(0.5-Q),
(1-X(k))/Q,

where, X(k) € [0, 1] and Q is the control parameter satisfying

0<Q<0.5. The secret key of the algorithm includes the initial state
value X(0).

0 <X(k)<Q,

Q <X(k) <0.5,
0.5<X(k)<1-qQ,
1-Q=X(k)=1,

X(k+1)=

2.2. Description of the original algorithm

The structure of the original algorithm can be illustrated in Fig. 1
and the length of the hash value is set to be N=128 bits. For the
preprocessing step, the original message M’ with arbitrary length is
first padded with bits {1010. . .10} and then leave 64 bits rightmost
for indicating the length of the original message M’, such that the
length of the padded message is a multiple of 1024 bits. The final
hash value H(M) is generated by the following steps:

Step 1: The padded message M is first divided into p blocks
M=(My,Mj,....Mp), each block with a length of 1024 bits (N char-
acters). Then each block M; (i=1,2,...,p) is further divided into N
sub blocks, and each with a length of 8 bits (1 character) is denoted
as Mi(j =1, ..., N). Next, convert each sub block Mi(j=1,...,N)
of the message block M; (i=1,2,...,p) into its corresponding ASCII
code value.

Step 2: Choose X(0) and H(0)={0}N as the secret keys of the algo-
rithm. )

Step 3: For each sub block Mf of the message block M;, we iter-

ate the chaotic map M{ times with initial value of the last chaotic
state X(M{’l) or secret key X(0) if and only if bothi=1 and j=1,
and the changeable parameter Q = (l% + %) /2, to generate the cur-
rent state X(M;), and then round X(Mfi) to its nearest integer (0

or 1). When all sub blocks M{(j =1,...,N) in the current M; are
processed, we obtain N values composed of 0 and 1. By cascading
the N values, we obtain the intermediate hash value H(i) with N
bits.

Step 4: When all the blocks M; (i=1,2,...,p) in the padded mes-
sage M are processed, we obtain the N-bit final hash value by
H(M)=H(p)®H(p—1)®--- & H(1)® H(0).

3. Collision analysis of the original algorithm

In this section, we will discuss the collision issue of the origi-
nal algorithm, and show that the final hash value is not sensitive
to the original message. More specifically, the original algorithm
cannot resist collisions to some extent. The collision resistance of
a hash function is defined as: it should be hard to find two distinct
messages M and M’ such that H(M)=H(M").

From Section 2.2, we know that the binary values (0 or 1)
in the intermediate hash value are obtained by rounding the

Text | +(3,09315)

(5,0.7668)
F (6, 0.6864)

o
@
S
I}
o
3

,0,6720)
(1,0.6509)

(3.0.7016)

(6,0.6418)]
(5,0.6353)

o
o

o
=
S

(2,03444) ,0.4435)

Iterative values

¥
210, 0.232323) (2,0.2775)

o
N,

£ @002

=}

1 2 3 4 5
The corresponding bit in 128-bit middle hash value

Fig. 2. Collision example derived from the chaotic map of the original algorithm.

state values X(Mf)(i =1,2,...,p;j=1,2,...,N) to their near-
est integers, and the final hash value is simply generated by
H(M)=H(p)®H(p—-1)®---®H(1)® H(0). As a result, we guess that
the sensitivity of the original algorithm is very low and it may cause
lots of collisions.

We conduct a collision test, which consists of computing the
difference between the hash values obtained from the original mes-
sage and from a modified version of this message. For the test, we
first choose X(0)=0.232323 and Q = (Ii, + %)/2 as the initial value
and changeable parameter of the chaotic map, respectively, which
are the same settings as [19]. The reason is that we can increase
the comparability of the collision test. Then, we select two similar
plaintexts of messages with the same length, and the same con-
tent except for the first 16 bits (the first 2 characters). For example,
TextlisM' = adM3.. .M!,and TextIlis M” = bcM;. . .M, where i=p
and j=N. As we can see, there are only 16 bits (two characters) are
different between Texts I and II, and the remainder are the same.

For Text I: M’ = adM3 . . .M, the first two iterative values of the
chaotic map are:

X(1) = T8 X(0), Q(0)) = T%7(0.232323, 0.0044) = 0.6720

X(2) = TAMD(X(1), Q(1)) = T'°0(0.6720, 0.0049) = 0.3444

ko

where, ASCII(*) represents the ASCII code value of character “*”,
and TASCIC)(X(1), Q(i)) indicates the iterative value by iterating the
chaotic map ASCII(*) times with initial value X(i) and control param-
eter Q(i). Therefore, we can deduce that the first two bits of hash
value H(1) in Text I are “1” and “0”, respectively.

On the other hand, for Text II: M” = bcM;". . M{ the first two
iterative values of the chaotic map are:

X(1) = TASAID)(x(0), Q(0)) = T?8(0.232323, 0.0044) = 0.6509

X(2) = TAAI)(X(1), Q(1)) = T?9(0.6509, 0.0049) = 0.2775

The first two bits of the final hash value H(1) in Text II are “1”
and “0”, respectively, which are equivalent to the results of Text L.

Next, for a specific collision test, we randomly choose two mes-
sages for Text | and Text II as: Text I: “adhongqing University” and
Text II: “bchongqing University”. The corresponding first 6 bits in
the intermediate hash value are illustrated in Fig. 2. From Fig. 2, we
can see that the first 6 bits of the intermediate hash value of Text
I are “101011”, while those of Text II are “101011” as well. Given
that the first 2 bits of the two text messages are different, the cor-
responding hash values have at least 6 equivalent bits at the same
locations, therefore, we conclude that the original algorithm has
severe collisions and it is not sensitive and secure.

4. Improvement of the original algorithm

In order to improve the capability of collision resistance, sensi-
tivity between input message and output hash value, and security
of the original algorithm, we present an improvement method on
the algorithm. The improvements of the original algorithm are
performed in the following steps: (1) message extension in Step
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