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ABSTRACT

An image encryption algorithm to secure three color images simultaneously by combining scrambling
with the reality-preserving fractional discrete cosine transform (RPFrDCT) is proposed. The three color
images to be encrypted are converted to their indexed formats by extracting their color maps, which
can be considered as the three components of a color image. These three components are affected
each other by scrambling the interims obtained from vertically and horizontally combining the three
indexed formats with the help of the chaos-based cyclic shift. The three scrambled components are sepa-
rately transformed with the RPFrDCT, in which the generating sequences are determined by the Chirikov
standard chaotic map. Arnold transform is used to further enhance the security. Due to the inherent
properties of the chaotic maps, the cipher keys are highly sensitive. Additionally, the cipher image is a
single color image instead of three color ones, and is convenient for display, storage and transmission
due to the reality property of RPFrDCT. Numerical simulations are performed to show the validity of the

proposed algorithm.

© 2014 Elsevier GmbH. All rights reserved.

1. Introduction

The past few decades have witnessed the rapid development
of the network multimedia, communication and propagation tech-
niques and the exchange of digital information especially images
has also greatly increased. Image encryption has become a major
task for information security since the issues about illegal data
access on Internet are becoming more and more serious. Since
optical image encryption system based on double random phase
encoding (DPRE) by the Fourier transform was firstly proposed by
Refregier and Javidi [1], it has been extended to other optical trans-
form domains [2-10]. With the emergence of color images, color
image encryption [11-16] has become an important issue because
of the usefulness of the color information in practical applications.
The most common method is the multichannel decomposition
based on the RGB model or HSI model, however, the complexity and
the cost will be increased since multiple channels must be involved
during the encryption and transmission processes. A representative
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method of single-channel color image encryption is based on the
digital transformation of the color image to indexed format [16],
which is more compact and reliable than the multichannel ones.

As a new concept in image encryption field, multiple-image
encryption has attracted much attention, which encrypts several
different images together. Situ and Zhang [17] firstly employed
wavelength multiplexing to realize multiple-image encryption. The
qualities of the corresponding decrypted images in the algorithm,
however, are not perfect due to the cross-talk effects between
images. Subsequently, various multiple-image encryption schemes
have been designed [18-28]. The most commonly used for two
images is based on the complex function, in which two original
images are respectively regarded as the real/amplitude and the
imaginary/phase of the complex function. Although it can real-
ize multiple-image encryption through the complex function, it
may not be implemented in real time since the encrypted images
contain both amplitude information and phase information, which
makes it difficult to display, store and transfer. Wang and Zhao
[27,28] proposed the multiple-image encryption method using the
phase-truncation and phase retrieval, which makes the cryptosys-
tem nonlinear and the output real-valued. However, the truncated
phases as the cipher keys, whose size is the same as the cipher
images, need to be transferred to the receivers for decryption, giv-
ing rise to increase of the burden of transmission. Besides, the
phase-retrieval process is very time consuming.
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To display, store and transfer images conveniently, in this paper,
we present a new encryption algorithm to secure three colorimages
simultaneously by use of scrambling and the reality-preserving
fractional discrete cosine transform (RPFrDCT). The encrypted
image is a single real-valued color image, which is convenient for
display, storage and transmission. Firstly, the three color images to
be encrypted are separately converted to their indexed formats by
extracting their color maps, which can be considered as the three
components of a color image. Then two scrambling schemes are
implemented to make these three components affect each other
by scrambling the interims obtained from vertically and horizon-
tally combining the three indexed formats with the help of the
chaos-based cyclic shift. Next, the three scrambled components are
separately transformed with the RPFrDCT, in which the generating
sequences are determined by the chaotic map. Finally, Arnold trans-
form is used to further enhance the security. Due to the inherent
properties of the chaotic maps, the system is highly sensitive to the
cipher keys. Numerical simulation results show the feasibility and
the validity of the proposed algorithm.

The rest of this paper is organized as follows. Section 2 reviews
the principles of the reality-preserving fractional discrete cosine
transform, the concept of true color and indexed color images,
the Chirikov standard chaotic map, and the Arnold transform. The
proposed encryption algorithm is also described in Section 2. Sim-
ulations and discussion are given in Section 3. Finally, a brief
conclusion is drawn in last section.

2. Principles

2.1. Definition of the reality-preserving fractional discrete cosine
transform

The fractional discrete cosine transform (FrDCT) is a generaliza-
tion of the DCT. In current documents, even though several versions
of fractional cosine transform have been derived, the FrDCT [31]
different from those defined in [29,30] possesses the mathematical
properties of reality in addition to the fundamental properties such
as linearity, unitarity and additivity. And the reality is of importance
for image encryption, which ensures the outputs are real for real
inputs.

The FrDCT is derived based on the eigen-decomposition and
eigenvalue substitution of the DCT-II kernel, which is denoted as:
C= H %q cos (271%) H
where n, k=0,1,...,N—1and gg=1, & = v2 for k>1.

The eigen decomposition of an N x N DCT-II matrix C can be
expressed by:

(1)

C=UAU* = ZU,, gi#n 2)

n

where U is a unitary matrix, composed of columns (eigenvectors)
Uy, WU, = 8mn, Up = wpuy, and A is the diagonal matrix with diag-
onal entries, i.e. eigenvalues Ap, Ap =e/#n with 0< ¢, <7.

The fractional discrete cosine transform matrix C, can be writ-
ten by substituting the eigenvalues A, with their ath powers A% as
follows:

Cy = UAYU* (3)
The matrix C, given by (3) can be rewritten in an alternative
form in accordance with the eigenstructure of matrix C:

K

Co = 2Re lZUnxgl FVI(1)Y + V(1) (4)

n=1

where U, =wujy, K=(N -1 —p_1)/2, 1 and p_q represent
the multiplicities of the eigenvalues 1 and —1, respectively. V; col-
lects the wq matrices U, corresponding to the eigenvalue 1 and
similarly for V_;.

If N=4Ny, Ny is an integer, the absence of the (+1)% in (4) guar-
antees that C, becomes a real-valued matrix and can be written
as:

N/2 N/2
Cy = 2Re [ZUH ei‘”"o‘] = Z(An cos wp + By sin wpa) (5)
n=1 n=1
N
wn:¢n+2nqn,n=1,2,...,i, 0<on<m, (6)

where A =2Re[Uy], B, = —2Im [Uy], q, is an arbitrary sequence of
integers, and we call the sequence q = (q1, g2, - - -, qn/2) the gener-
ating sequence (GS) of the FrDCT, which is introduced due to the
multiplicity of the roots of the oth power of A,. Different choices
of g lead to different matrices C, and, hence, to different FrDCT
definitions. So taking the GS q as secret key can provide a huge key
space. Readers can refer to [31] for more information about q. The
expansion of the FrDCT for a two-dimensional signal is straightfor-
ward and simple through two FrDCTs successively by rows and by
columns.

2.2. Concept of true and indexed color images

A true color image can be treated as a three-dimensional (3-
D) matrix with each pixel as a triplet corresponding to the values
of the primary color components in RGB model, while an indexed
color image consists of two 2-D matrices, i.e. an image matrix and
a color map matrix. The color map is an M x 3 array of class double
containing floating-point values in the range [0, 1], whose length
M is equal to the numbers of colors it defines. For example, M is
256 for an 8-bit color system. Each row of the color map specifies
the red, green and blue components of a single color. An indexed
image directly maps the pixel intensity values to the color map
values. The color of each image pixel is determined by using the
corresponding value of the image matrix as a pointer into color
map [24]. After representing an RGB color image with its indexed
format, the encryption of the color image can be simplified. Since
the color map is uniquely defined for all color images in the same
color system and only an indexed image needs to be encrypted,
which is straightforward compared with the multichannel encryp-
tion. The color image can be retrieved after adding the color map
to the decrypted indexed image [16].

2.3. Chirikov standard map

Chirikov standard map (CSM) [26] is an invertible area-
preserving chaotic map for two canonical dynamical variables from
a square with side 27 onto itself, i.e.:

Xip1 = (% +y;)mod 27 -
Yiz1 = (x; + §sin(x; + y;)) mod 27

where §>0 is the control parameter, and x; and y; both take real
values in the range [0, 2m) for all i. In this paper, the Chirikov
standard map will be used twice, which respectively generates the
random sequences to be applied to the cyclic shift and the gener-
ating sequences.

2.4. Arnold transform
As a simple scrambling method, Arnold transform (AT) com-

monly known as cat face transform is widely used. The transform
is a process of clipping and splicing that realigns the pixel matrix of
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