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ABSTRACT

This paper develops an agent-based model to examine the emergent dynamic characteris-
tics of fraud in organizations. In the model, individual heterogeneous agents, each of whom
can have motive and opportunity to commit fraud and a pro-fraud attitude, interact with
each other. This interaction provides a mechanism for cultural transmission through which
attitudes regarding fraud can spread. Our benchmark analysis identifies two classes of
organizations. In one class, we observe fraud tending toward a stable level. In the other
class, fraud dynamics are characterized by extreme behaviors; organizations with mostly
honest behavior suddenly change their state to mostly fraudulent behavior and vice versa.
These changes seem to occur randomly over time. We then modify our model to examine
the effects of various mechanisms thought to impact fraud in organizations. Each of these
mechanisms has different impacts on the two classes of organizations in our benchmark
model, with some mechanisms being more effective in organizations exhibiting stable
levels of fraud and other mechanisms being more effective in organizations exhibiting
unstable extreme behavior. Our analysis and results have general implications for design-
ing programs aimed at preventing fraud and for fraud risk assessment within the audit

context.

© 2012 Elsevier Ltd. All rights reserved.

Introduction

Fraud? has become a popular area of inquiry among
accounting academics because of the magnitude of losses
(estimated by the Association of Certified Fraud Examiners
in 2010 to be US$2.9 trillion worldwide) and requirements
imposed on auditors to explicitly address the problem (AIC-
PA, 2002). Research has addressed fraud risk assessment by
auditors (e.g., Bell & Carcello, 2000; Carpenter, 2007; Wilks
& Zimbelman, 2004), fraud detection (e.g., Cleary & Thibo-
deau, 2005; Hoffman & Zimbelman, 2009; Matsumura &
Tucker, 1992), fraud incentives (e.g., Erickson, Hanlon, &
Maydew, 2006; Gillett & Uddin, 2005), and the correlation
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of fraud with financial statement reporting choices and cor-
porate governance variables (e.g., Beasley, 1996; Jones,
Krishnan, & Melendrez, 2008; Sharma, 2004).

In light of the high cost of corporate fraud, one might
expect considerable research activity investigating the effi-
cacy of mechanisms designed to prevent or reduce fraud.
However, despite its potential importance, a review of re-
search reveals a striking dearth of work examining the
effectiveness of various prevention mechanisms, except
for the deterring role of audits (e.g., Finley, 1994; Schneider
& Wilner, 1990; Uecker, Brief, & Kinney, 1981). This lack of
work on prevention is likely due to fraud being a hidden
crime. Because the extent of fraud is usually unknown in
an organization, measuring the effectiveness of prevention
mechanisms is difficult using traditional empirical
methods.

Research on fraud in organizations tends to focus on
either the individual or the organization (Holtfreter,
2005; Pinto, Leana, & Pil, 2008). To date, very little work
has attempted to explicitly link individual behaviors in
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the organization to organizational outcomes within the
fraud context.? Understanding the individual-organization
link is important because a focus on either individual behav-
ior or the organization in isolation turns a blind eye to the
social process through which individuals’ behaviors are
influenced by the organization as a whole and vice versa.
In other words, a narrow focus on individual behaviors or
on the organization ignores the organization’s sociology,
which can have profound effects on fraud outcomes and
the efficacy of fraud prevention mechanisms.

We develop a model of fraud in organizations that al-
lows an evaluation of the relative efficacy of mechanisms
designed to prevent fraud while explicitly recognizing
the social processes underlying the formation of organiza-
tional norms. To develop our model, we use a method that
is relatively new in accounting research: agent-based mod-
eling (ABM). Designed to study the emergence of macro-le-
vel phenomena from micro-level interactions, ABM is well
suited to address questions involving organizational out-
comes (e.g., a culture of fraud) resulting from the interac-
tions between individuals within an organization and
organizational variables. The use of ABM confers an addi-
tional advantage: It allows us to gain insights into fraud
even when data in organizations are censored.

Our model is comprised of an organization represented
by 100 independent, heterogeneous agents (employees)
and a set of simple interaction rules. Following Cressey’s
(1953) characterization of occupational fraud (known as
the fraud triangle hypothesis), any agent in our model pos-
sessing motive, opportunity, and an attitude that frames
the fraudulent act as acceptable will commit fraud. We al-
low agents to repeatedly interact, with an eye toward
emergent aggregate fraud levels and the dynamics of fraud
over time. We begin with a benchmark model in which all
agents have opportunity and motive. We then modify our
model to investigate the impact of mechanisms to prevent
or detect fraud. We first investigate the impact of modify-
ing the likelihood that agents perceive the opportunity to
commit fraud. Next, we consider a hierarchy in which
higher-level honest employees exert greater influence than
lower-level employees (i.e., “tone at the top”). Then we
consider the impact of asymmetric influence exerted by
fraudsters relative to honest employees (which can arise
as a result of ethical training, the implementation of a code
of ethics, or a variety of other interventions). Finally, we
consider the impact of detection and termination efforts.

Two patterns emerge from the analysis of our bench-
mark model, depending upon how susceptible individual
agents are to social influence. When average susceptibility
is low, the number of fraudsters in the organization tends
toward a specific level and remains relatively stable over
time. When average susceptibility is moderate to high we

3 Pinto et al. (2008) discuss the ways in which corruption can exist in an
organization, with a particular focus on how individual corruption can
spread to the point where it becomes an organizational phenomenon.
Chang and Lai (2002) use econometrics to model corrupt organizations as a
pandemic arising from individual interactions. Kim and Xiao (2008)
examine the link between individual behaviors and aggregate outcomes
in the context of fraud in a public health care delivery program. In a broader
context, Davis, Hecht, and Perkins (2003) develop a model that links
individual behaviors to societal outcomes related to tax evasion.

observe a very different pattern in which the number of
fraudsters in the organization vacillates over time between
extremes; either virtually no one in the organization is a
fraudster or virtually everyone is.

When we consider mechanisms to prevent or eliminate
fraud, we find that their impact is contingent on average
susceptibility to social influence within the organization.
A reduction in perceived opportunity or the introduction
of influential, honest managers (tone at the top) reduces
the number of fraudsters, but neither change to our model
is effective in eliminating outbreaks of fraud when suscep-
tibility is moderate or high. Allowing honest employees to
be more influential than fraudsters has no qualitative ef-
fect when susceptibility is low; however, it transforms
behavior when average susceptibility is moderate to high,
reducing the number of fraudsters to near zero and elimi-
nating fraud outbreaks. The contingent nature of this effect
may prove important in fraud risk assessments performed
by auditors. We also find that efforts to remove fraudsters
can effectively reduce the number of fraudsters to near
zero regardless of the level of susceptibility, but such ef-
forts do not eliminate fraud outbreaks when susceptibility
is moderate to high.

This paper continues with a brief introduction to ABM.
This methodological introduction is followed by the devel-
opment of a benchmark model of an organization with no
interventions to prevent fraud. We then modify the bench-
mark model to examine the effect of anti-fraud interven-
tions. This paper ends with our conclusions and a
discussion of the implications of our analysis.

Agent-based models

We use ABM to address our research question because
it confers several advantages. As noted by Epstein (2006),
the method avoids several shortcomings in traditional the-
oretical work in the social sciences. When aggregate
behavior is the research subject in traditional theory,
heroic assumptions about individual behavior and the pop-
ulation being modeled are typically required to maintain
tractability (e.g., the perfect rationality and homogeneity
of individual actors). While these assumptions bear little
resemblance to human behavior, it is often argued that
such simplifications are necessary because no rigorous
method exists that would allow their relaxation. Similarly,
in traditional theory, the notion of equilibrium plays a pre-
dominant role as a solution concept; models attempt to ex-
plain social phenomenon by identifying the behavior of
interest as an equilibrium. While this approach can yield
valuable insights, there are limits. In many cases, phenom-
ena of interest may involve disequilibrium dynamics or the
identified equilibria may be unattainable either outright or
within acceptable time scales (Epstein, 2006, p. 72). Exper-
imental research in the social sciences that attempts to test
hypotheses linking heterogeneous individual behaviors to
aggregate behavioral outcomes is also challenging because
of an exiguity of theoretical work linking realistic individ-
ual behaviors to aggregate phenomena. Finally, the stove-
pipe structure of the social science disciplines (e.g.,
sociology, economics, psychology, anthropology) tends to
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