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TP-I (Tsafenat-Paaneah-I) and TP-II (Tsafenat-Paaneah-II)
are two public-key encryption schemes based on simultaneous
algebraic Riccati equations over finite fields, which were pro-
posed by Peretz in 2016 [9]. In this research, we discovered the
hidden linear structure of TP-I and TP-I1, respectively. Hence,
we are going to show how can one break the two schemes.
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1. Introduction

Public key cryptosystems (PKC) [5][7][12] have become an important part of our
modern communication infrastructure for the last three decades. The security of the
mainstream PKC, such as RSA, ECC and ElGamal, depends on hard number-theoretical
problems such as factoring integers or discrete logarithms. Ever since Shor proposed
the quantum computer attack algorithm, and the approach of the quantum computer
realization, post-quantum cryptography [1] has become noticeable. There are 4 known al-
ternative approaches for post-quantum cryptography, namely multivariate, lattice based,
code based and signature based public key cryptography. Multivariate public key cryptog-
raphy is a promising alternative [2][6][11][13][14]. Multivariate public key cryptosystems
rely on the difficulty of solving systems of nonlinear algebraic equations, which is an
NP-complete problem in general. However, it is not easy to find a good trap door for
an encryption scheme. So far, there are still a small number of schemes which have not
been broken.

TP-1 and TP-II are two public-key encryption schemes based on simultaneous alge-
braic Riccati equations [8] over finite fields, which were proposed by Peretz in 2016 [9)].
An algebraic Riccati equation arises in the context of infinite-horizon optimal control
problems continuous time or discrete time control systems. Riccati equations over fi-
nite fields are the analog of the original problem. Riccati equation is given as follows.
Y =R(X):=XCX+ XD — AX — B where A, B,C, D and X are matrices. Hence it
is a system of quadratic equations. In general, it is hard to solve the Riccati equation.
Peretz has proved that NSARE (Nonsymmetric Simultaneous Algebraic Riccati Equa-
tions) problem is NP-complete over any finite field in [9]. In order to make a trap door,
the structure of A, B,C,D and X are specially chosen in [9]. However, owing to the
chosen structure of A, B,C, D and X, we discovered the hidden linear structure of TP-I
and TP-II [3][4]. Hence, we found the ways to break these two schemes. The original
paper of TP-I and TP-II gave no suggestion of the system parameters. Hence, we only
show how to break the toy examples and use the complexity estimate of our attacks to
show them unsafe.

Riccati equations are appealing because any future Riccati based cryptosystem would
have fantastic time in parallel implementation since matrix multiplication and matrix
summation have time-optimal algorithms in parallel (an n x n matrix summation takes
O(1) in parallel when using n? processors and matrix multiplication takes O(logz(n))
when using n? processors). Therefore, from the perspective of efficiency, Riccati equa-
tions are very appealing for the design of efficient cryptosystems as was indicated
in [9][10].

This paper is organized as follows: introducing TP-I encryption scheme in Section 2;
describing how to attack TP-I in Section 3; explaining TP-II encryption scheme in
Section 4; detailing how to attack TP-II in Section 5; finally a conclusion is given in
Section 6.
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