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means of the multivariate polynomial approach based on the
celebrated summation polynomials, introduced by Semaev in
2004. With a notable exception by Petit et al. in 2016, all
numerous papers on the subject have investigated only the
composite-field case, leaving apart the laborious prime-field

MSC: case. In this paper we propose a variation of Semaev’s original
11T71 approach that reduces to only one the relations to be found
11Y16 among points of the factor base, thus decreasing drastically
11G20 the necessary Groebner basis computations. Our proposal
13P10 holds for any finite field but it is particularly suitable for
14G15 . . ..
the prime-field case, where it outperforms both the original
14H52 . 1. . .
Semaev’s method and the specialised algorithm by Petit et
al..
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1. Introduction

Several cryptographic schemes base their security upon the hardness of the discrete
logarithm problem for elliptic curves (ECDLP) [13,15]. For an elliptic curve E defined
over a finite field K, an instance of the ECDLP is the following;:

given P,Q € E(K), compute an integer w, if it exists, s.t. Q@ = wP.

The best known algorithms for the ECDLP are algorithms that work on arbitrary cyclic
groups — like Pollard’s Rho algorithm [19], which runs in time O(/|E(K)|) if |E(K)| is
prime — exception made for algorithms that are specific for some families of weak curves
(see, for example, [14]).

In 2004 Semaev introduced [20] a family of polynomials, named summation polynomi-
als, proposing their exploitation for an index calculus algorithm for elliptic curves. The
Index Calculus is originally a subexponential algorithm to compute discrete logarithms
in the multiplicative groups of finite fields. However, it is customary to use the name
index calculus algorithm to refer to any algorithm that computes discrete logarithms in
a cyclic group G by first collecting linear relations and, afterwards, using linear algebra.
Following [6] and restricting to the case G = E(K), with » = |E(K)| a prime integer, the
simplest version of index calculus algorithm consists of the following relation collection
step and linear algebra step. In the relation collection step:

1. a factor base F C E(K) is defined;
2. for random integers u, v, the point R = uP 4 v@ is computed;
3. if possible, R is written as a sum of multiples of points of F:

R=uP+vQ= > (pF, (1)
FeF

with the integers £p’s ranging in a small coefficient set;

4. u,v and the vector (¢f) are stored as a row of a matrix M;

5. the procedure from item 2 to item 4 is repeated until at least |F| points R as in (1)
are found.

After the collection of a large enough number of relations, the linear algebra step solves
the discrete logarithm problem, as follows:

1. by using linear algebra on M, a linear dependency of points R is computed, obtaining
the relation AP 4+ u@Q = oo with A\, u € Z;

2. w is recovered from the linear congruence A + pw = 0 (mod r), which is solvable
except in the extremely unlikely case when p = 0.
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