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Let q be a prime power and Fqn be the finite field with qn
elements, where n > 1. We introduce the class of the linearized 
polynomials L(X) over Fqn such that

L(t)(X) := L ◦ L ◦ · · · ◦ L︸ ︷︷ ︸
t times

(X) ≡ 0 (mod Xqn −X)

for some t ≥ 2, called nilpotent linearized polynomials
(NLP’s). We discuss the existence and construction of NLP’s 
and, as an application, we show how to obtain permutations of 
Fqn from these polynomials. For some of those permutations, 
we can explicitly give the compositional inverse map and 
the cycle decomposition. This paper also contains a method 
for constructing involutions over binary fields with no fixed 
points, which are useful in block ciphers.
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1. Introduction

Let q be a prime power and Fqn be the finite field with qn elements, where n > 1. Any 
map from Fqn to itself can be represented by a polynomial in Fqn [X]. Conversely, any 
polynomial in Fqn [X] induces a map from Fqn to itself. In this context, the Fq-linear maps 
of Fqn correspond to the so called linearized polynomials L(X) =

∑k
i=0 aiX

qi , ai ∈ Fqn . 
If a polynomial f(X) ∈ Fqn [X] induces a permutation in Fqn , f(X) is a permutation 
polynomial over Fqn . For many applications in coding theory [2] and cryptography [6], 
it is interesting to find permutation polynomials over finite fields. For instance, in block 
ciphers, permutations of binary fields are used as S-boxes to build a confusion layer in the 
encryption process and the inverse of this permutation is used in the decryption process. 
In order to avoid some problems like limited memory, it is interesting to use involutions 
of binary fields, i.e., permutation polynomials f(X) ∈ F2n [X] such that f−1(a) = f(a)
or, equivalently, f(f(a)) = a for any a ∈ F2n . If f(x) is a permutation of Fqn , an element 
a ∈ Fqn is a fixed point if f(a) = a. A random permutation in F2n has O(1) fixed points, 
while a random involution has 2n/2 + O(1) fixed points. Therefore, an involution with 
more than O(1) fixed points can be distinguished from random permutations and so can 
be attacked. In fact, as suggested in [1], good involutions should have no fixed points. 
For more information on permutation polynomials, see Section 8 of [4].

In this paper, we introduce the class of the nilpotent linearized polynomials (NLP’s): 
they are the linearized polynomials L(X) ∈ Fqn [X] such that

L(t)(X) ≡ 0 (mod Xqn −X)

for some t ≥ 2 and L(X) �≡ 0 (mod Xqn −X), where L(t)(X) denotes the ordinary poly-
nomial composition of L(X) with itself t times. We study the existence and construction 
of those polynomials, including explicit examples. We describe a method for constructing 
permutation and complete permutation polynomials from those nilpotent polynomials 
and, in some particular cases, we determine the compositional inverse map and describe 
the cycle decomposition. This paper also includes explicit examples of involutions over 
binary fields with no fixed points.

2. Existence and properties of NLP’s

Throughout this paper, Fqn denotes the finite field with qn elements, where q is a 
prime power and n > 1. For a nonzero element α in any extension of Fq, ord(α) denotes 
the multiplicative order of α. Also, if Fqm ⊂ Fqn are finite extensions of Fq, we define 
the trace function of Fqn over Fqm as

Trqn/qm(a) :=
n/m−1∑
i=0

aq
mi

.
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