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Abstract

Fog-enabled IoT applications are the next step imythe deployment of cloud
computing backed services through the Internet, The use of fog nodes at
the edge of the network reduces traffic to ¢loud servers, decreases latency of
services and improves ubiquity. Security is, hewever, a fundamental chal-
lenge of fog computing because both fogiand ToT nodes may be deployed in
disperse non-secure locations. Solutions to this challenge rely on expensive
cryptography, such as attribute=based encryption of homomorphic encryp-
tion, which significantly degrades\the response time of the service delivery
due to the limited resources’of.IoT nodes. In this paper, we tackle this issue
by relying on the novelconcept of fog orchestration. Through orchestration,
the network is self-tailored to’ the service to be delivered, and we use this
possibility to enable a’secure and efficient service delivery. Specifically, we
propose several/secure and privacy-by-design protocols for the orchestration
and delivery~fog-enabled IoT services. We also assume the most challeng-
ing scenarioyin/which nodes exchange data in open and potential unsecured
networks and they can be subjected to a wide range of active attacks. The
feasibility of our proposal and the improvements it brings over related works
are discussed through a set of theoretical and empirical evaluations of its
performance.
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