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Background: The utilization of smartphone-based technology and applications to streamlinepatient care provides
an exciting opportunity for quality improvement research. As traditional communicationmethods such as paging
have repeatedly been shown to be susceptible to errors and inefficiency that can delay patient care, smartphones
continue to be investigated as means of improving inter-hospital communication and patient outcomes.
Methods and materials: We conducted a systematic literature review in PubMed, MEDLINE using the keywords
Health Insurance Portability and Accountability Act (HIPAA) Compliant Group Messaging (HCGM), text paging
communication, secure hospital text message, HIPAA text message, and secure hospital communication. The
search considered studies published until January 2018. Only English-language studies were included. We
reviewed the reference lists of included articles for additional studies, as well. Abstracts, unpublished data, and
duplicate articles were excluded.
Results: 569 studies were screened and assessed for eligibility with 35 meeting the inclusion criteria. 15 of these
studies are data-driven with topics of investigation ranging from facilitation of communication (40%), security
(33%), provider/patient satisfaction with communication (26%), diagnostic assistance (20%), demographics of
use (13%), time spent in communication (13%), and finances (7%). Sample size per study varied from 30 to
10,000 encounters.
Conclusions: The use of smartphones can positively impact patient care; however, these benefits must be bal-
anced with the responsibility to protect patient privacy and confidentiality. In order to continue to support
HCGM's expansion and integration into daily practice, further data-driven studies into HCGM-specific interven-
tions must be pursued.
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1. Introduction

Currently, there are limited Health Insurance Portability and Ac-
countability Act (HIPAA) compliant methods of communication be-
tween healthcare professionals. Existing HIPAA-protected modes of
communication include personal digital assistants (PDAs), digital en-
hanced cordless telecommunication (DECT) phones, in-hospital land-
lines, encrypted email services, handheld pagers, and, most recently,
HIPAA compliant group messaging (HCGM) applications [1-3]. With
expansion of smartphone use combined with increased cellular and
Wi-Fi connectivity, there has been a significant increase in the use of
smartphones in the hospital setting [1,4-6]. As of 2011, approximately
71% of all United States-based physicians use a smartphone with 85%

of resident physicians in Accreditation Council for Graduate Medical
Education (ACGME) training programs reporting use of a smartphone
in the clinical setting [7]. The most commonly used smartphone plat-
forms include, but are not limited to Apple iOS, BlackBerry, and Android
[4]. Nevertheless, through a national survey, 79.8% of providers report
still being provided pagers by their hospitals [8].

It is hypothesized that the use of smartphone-based communication
will lead tomore streamlined communication between providers, espe-
cially in the setting of emergencymedicine. As an institution, our urban,
academic emergency department (ED) now utilizes HIPAA compliant
group messaging (HCGM) applications to transmit concerning electro-
cardiograms (ECG) to on-call interventional cardiologists, a change
from a previous reliance on a traditional one-way, fax communication
system. We review technological advancements in communication
and the benefits of implementing electronic communication in the clin-
ical workspace via smartphones. We also discuss implementation and
learned experiences of HCGMs into current clinical workflow in an
urban, academic ED.
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2. Methods and materials

A systematic literature review using PubMed, MEDLINE databases
was conducted using the keywords HCGM, HIPAA compliant group
messaging, text paging communication, secure hospital text message,
HIPAA text message, and secure hospital communication. Studies
published through January 2018, with English language restrictions,
were included.

Two senior authors reviewed articles bibliographies for consider-
ation of additional studies. Exclusionary criteria included studies that
were not published in English, abstracts, unpublished data, and
duplicate articles across multiple search criteria. Additionally, publica-
tions that were unrelated to physician use of various communication
methods for the purpose of patient care were also excluded.

3. Results

The initial searches resulted in the identification of 569 publications.
534 of these were ultimately excluded as they were abstracts, unpub-
lished data, and/or did not directly address the topic of provider use of
communication in patient care. Non-English articles were excluded.
We ultimately included 35 publications, 15 of which were data-driven
and 20 of which were not data-driven. (Fig. 1) The fifteen data-driven
publications that were included in our report are summarized in
Table 1. These data-driven studies dealt with seven main subtopics
within healthcare communication: facilitation of communication,
security, provider/patient satisfaction with communication, diagnostic
assistance, demographics of use, time spent in communication, and fi-
nances. These categorieswere notmutually exclusive, andmany reports

Fig. 1. Consort chart describing inclusion criteria.
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