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1. Risk management in a dynamic
environment: Need for a new
capability

Companies today operate in turbulent times. They
deal with a multitude of external and uncontrolla-
ble risks such as rapid technological development,
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Abstract Companies increasingly face the need for transformation in today’s
rapidly changing business environment, characterized by major shifts in technology,
regulation, and customer behavior. A lack of strategic risk insight and foresight leaves
many incumbents insufficiently prepared in the face of such deep uncertainty. We
argue that traditional risk management falls short because it predominantly focuses
on strategy execution while leaving strategy formulation largely untouched. More-
over, an administrative-heavy risk management process can create strategic inertia
and a misleading sense of control. In today’s dynamic business context, companies
must not only increase the speed and impact of their strategy execution but also
continuously explore the development of new strategies in response to disruptive
events or emerging opportunities. Our research shows how leading companies
develop a strategic risk management (SRM) capability to increase their resilience
and agility in response to deep uncertainty. SRM takes a strategic, forward-looking
perspective and focuses on strengthening processes, people, and practices for
purposefully integrating risk into the strategy formulation process. This article offers
a framework with three proven configurations of content and timing integration, risk
management roles, and leading practices that enable effective SRM.
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shifting customer behavior, new business models,
increased regulatory pressure, and competition
from unexpected geographies and sectors. Such
dynamic business environments are often charac-
terized by high velocity, complexity, ambiguity, and
unpredictability (Davis, Eisenhardt, & Bingham,
2009). Companies face many new–—yet sometimes
difficult to identify–—opportunities or threats, and it
is not always clear when potential disruption might
hit and what to do in response. They experience
deep uncertainty, which is characterized by a mul-
titude of unknown unknowns (i.e., they do not know
what they do not know; Teece, Peteraf, & Leih,
2016). Because of such deep uncertainty, compa-
nies seem to be in need of constant transformation.
It comes as no surprise then that many management
studies focus on how organizations should become
more resilient while building and deploying organi-
zational capabilities to adapt dynamically and con-
stantly reinvent themselves. More specifically, the
rate of change and the challenge to foresee what
future situations are to be imagined must be em-
bedded in how firms address risk and opportunity.

The consequence of these shifts is that tradition-
al risk management systems and processes, whether
purely operational or enterprise-wide, are no lon-
ger considered appropriate for helping companies
address risk and uncertainty in this new reality.
Examples abound of companies devoting significant
resources to state-of-the-art risk management sys-
tems while missing key strategic risks that led them
into severe difficulties. Examples of corporations
failing to anticipate and adequately respond to
strategic risks include: Nokia being insufficiently
sensitive to the technological evolution in the
smartphone industry (Doz & Kosonen, 2011), news
corporations such as The New York Times Company
initially struggling with online news consumption,
fashion retailer Abercrombie & Fitch missing shift-
ing buyer values, and digital music disrupting Uni-
versal Music Group and other large music
corporations. While advocates argue that efficient
risk management practices are an important way to
avoid corporate disaster (Stulz, 2008), some skep-
tics see risk management as part of the problem
itself (Power, 2004, 2009). To the extent that the
rigorous pursuit of systems and procedures leads
managers to believe that their companies are safe-
guarded against all kinds of risk and uncertainty,
traditional risk management may actually blindside
them from the threats and opportunities related to
deep uncertainty.

The management literature has addressed risk
and uncertainty in different ways. Research in stra-
tegic management has focused on such topics as
environmental scanning (e.g., Hambrick, 1982),

scenario planning, and war gaming (e.g.,
Schoemaker, 1995) as part of strategy development
and strategic planning, and the use of real options in
strategic decision making under uncertainty (e.g.,
Trigeorgis & Reuer, 2017). However, managing stra-
tegic risk in terms of deep uncertainty is far less
well developed in the literature. Exceptions are
Ansoff (1980), who used weak signal identification
and response to address strategic risks, and Teece
et al. (2016), who introduced dynamic capability
theory to deal with deep uncertainty.

Our article adds to the managerial relevance of
the dynamic capabilities perspective by turning the
conceptual mechanisms underlying those capabili-
ties into concrete strategic risk management (SRM)
approaches. Girotra and Netessine (2011) discussed
active management of risks (e.g., through
performance-driven contracting) embedded in a
firm’s business model and value chain as a starting
point for value creation. They considered such
strategic business model risks from both an upside
and downside perspective. Whereas their work fo-
cused on risk as the starting point for business
model innovation, we highlight the importance of
incorporating such risks into the organization’s stra-
tegic planning process and addressing them via
relevant people and SRM practices.

This article first explores the challenges many
organizations experience when using traditional
risk management systems to cope with uncertainty
in today’s changing business reality. We then advo-
cate the development of an enhanced risk manage-
ment capability that enables companies to
overcome these issues. We integrate risk manage-
ment with strategy formulation along different ca-
pability dimensions (i.e., processes, people,
practices). More specifically, we provide case-based
evidence and practical insights into how companies
can develop an SRM capability. We conclude with a
list of recommendations for senior executives to put
these ideas into action.

2. The challenges of risk management

Whereas traditional risk management narrowly fo-
cuses on insurance, financial, and compliance risks,
enterprise risk management (ERM) is an enhanced
approach that takes a company-wide perspective
and aims to incorporate both strategic and tradi-
tional risks. ERM, however, is a relatively recent
practice and has yet to be fully implemented in
many organizations (Fraser & Simkins, 2016). De-
spite the rhetoric about the importance of adopting
a strategic perspective in ERM, surveys about actual
business practices indicate that companies’
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