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Key distribution is one of the most important and often also the most difficult parts in cryptography [1]. In symmet-
ric key cryptography, both of the sender and the recipient must share the same secure key for successful communica-
tion. Traditionally key distribution is achieved by establishing a separate “secure channel”. The “secure channel” can
be a specially-built communication link, or a trusted courier etc., all of which are of high cost and low efficiency. In
recent years Public-Key cryptography has been used for key distribution [2], but the high computational cost makes
public-key based approaches only available for distributing small amounts of digits. Quantum key distribution which
has excellent security properties has also been successfully demonstrated [3, 4, 5], but the key distribution rate is lim-
ited and special channels are required.

On the other hand, the one-time pad (OTP) cipher [6] is the only one that has been theoretically proven to be
uncrackable [7], providing that the secret keys are truly unpredictable. The absolute security of the one-time pad ci-
pher comes from the fact that every information bit is encrypted with a corresponding key bit. This feature implies
that the key size must be larger than the message size. As a result, the one-time pad cipher is seldom used due to the
fact that the key distribution cost is too high.

Chaos phenomena are considered useful in cryptography [8] and very recently, chaos in semiconductor superlattices
was found to be good entropy sources which were used to generate true random numbers at very high speeds [9]. In
2015, the chaos synchronization in matched semiconductor superlattices was reported [10] and the idea of using
matched semiconductor superlattice devices to distribute secure keys was suggested [11]. In 2017, a key distribution
scheme based on chaos synchronization was reported [12]. The above works strongly indicate that semiconductor
superlattices may be promising for high throughput key distribution. In this paper, we proposed and demonstrated ex-
perimentally a new key distribution technique based on chaos synchronization in semiconductor superlattices driven
by a synchronizing electrical signal. As each of the sender and the recipient owned a superlattice device that can be

synchronized, the same digital key was generated locally for the sender and the recipient respectively, and the sym-
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