Communicated by Prof. Zidong Wang

Accepted Manuscript

NEUROCOMPUTING

e s i

Steganalysis of Joint Codeword Quantization Index Modulation
Steganography Based on Codeword Bayesian Network

Jie Yang, Songbin Li

PII: S0925-2312(18)30741-0

DOI: 10.1016/j.neucom.2018.06.005 e
Reference: NEUCOM 19683 PUBLICATIONS
To appear in: Neurocomputing

Received date: 10 January 2018

Revised date: 8 June 2018

Accepted date: 23 June 2018

Please cite this article as: Jie Yang, Songbin Li, Steganalysis of Joint Codeword Quantization In-
dex Modulation Steganography Based on Codeword Bayesian Network, Neurocomputing (2018), doi:
10.1016/j.neucom.2018.06.005

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.


https://doi.org/10.1016/j.neucom.2018.06.005
https://doi.org/10.1016/j.neucom.2018.06.005

Steganalysis of Joint Codeword QQuantization Index
Modulation Steganography Based on Codeword
Bayesian Network

Jie Yang®¢, Songbin LiP*
e Jiyang College, Zhejiang A & F University, Zhugji, 311800, China
b Department of Computer Science and Technology, Shantou University, Shantou,
515063, China
¢Haikou Laboratory, Institute of Acoustics, Chinese Academy of Sciences, Haikou,
570105, China

Abstract

Quantization Index Modulation Steganography (QIMS) is an important cat-
egory of steganography methods for low-bit=rate compressed speech. Early
QIMS utilized independent codewords for embedding. Recently, new Joint
Codeword QIMS (JC-QIMS) methods have been proposed. Such methods
have higher embedding efficiency ‘and steganography security than Indepen-
dent Codeword QIMS (IC-QIMS) methods. Current steganalysis methods
can detect IC-QIMS effectively, but the detection accuracy for JC-QIMS is
unsatisfactory, especially,at low embedding rates. To improve this accuracy,
a novel steganalysis“method based on a newly developed Codeword Bayesian
Network (CBN)/sproposed. The CBN is constructed based on the prob-
ability distribition and the steganography-sensitive transition relationships
of codewords. The network parameters are learned by utilizing the Dirichlet
distribution as the prior distribution. Extensive experiments are conducted
with multiple #4mbedding rates, multiple speech lengths and different net-
work complexities. The experimental results demonstrate that the proposed
methodwetitperforms the state-of-the-art QIM steganalysis method against
JC-QIMS. In particular, our algorithm achieves good detection results even
at relatively low embedding rates. Moreover, it is proved that our method is
also effective for the steganalysis of [C-QIMS.
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