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Abstract

As the Internet of Things evolves, citizens are starting to change the way they
share information and communicate with their surrounding environment, en-
abling a constant, invisible and sometimes unintended information exchange.
This trend raises new challenges regarding user’s privacy and personal consent
about the disclosure of personal data that must be addressed by flexible and
scalable mechanisms. Towards this end, this work introduces the concept of
bubble, as a coalition or group of smart objects that can be created according
to the relationship between their owners. The proposed approach is based on
the use of attribute-based encryption to protect the associated data according
to users’ preferences, and FI-WARE components for deployment purposes. As
a scenario example, the solution is integrated with a radio localization system,
in order to protect location data in the context of smart buildings. Finally, this
work provides implementation details about the required components, as well
as their evaluation on real smart environment scenarios.
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1. Introduction

The inclusion of Information and Communications Technology (ICT) in our
everyday environments has motivated the development of different initiatives
to encourage the deployment of new services and applications in the scope of
Smart Cities [1]. Much of the success of these scenarios is based on the con-
tinuous data sharing from a huge amount of heterogeneous data sources, such
as smartphones, transport infrastructures or devices physically deployed in our
surrounding environment. These devices are currently enabled to share their
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