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Abstract

A multisignature scheme for specified group of verifiers needs a group of signers’
cooperation to sign a message to a specified group of verifiers that must cooperate to
check the signature’s validity later. Recently, Zhang et al. proposed a new multisigna-
ture scheme for specified group of verifiers. However, we find that Zhang et al.’s scheme
cannot prevent a dishonest clerk of signing group from changing the signing message to
another message of his choice while he is cooperating with the signers to produce a mul-
tisignature. Therefore, their scheme is insecure.
© 2004 Elsevier Inc. All rights reserved.
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1. Introduction

A digital signature provides the functions of integration, authentication and
nonrepudiation for a signing message. Under some ordinary situations, one
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signer is sufficient to generate a signature on some message. But under other
situations, it may need a group of signers’ participation to produce a signature
on a message. Due to the existence of the above situations, Itakura and
Nakamura [1] proposed a new concept of digital signature scheme, called mul-
tisignature scheme, during which a group of signers must cooperate to produce
a signature on a message and any verifier can check the multisignature’s valid-
ity by using the signing group’s public key. Later, Laih and Yen [2] proposed a
new type of multisignature scheme that is used for a specified group of verifiers.
It is different from a multisignature scheme in that only under the group of ver-
ifiers’ cooperation could a multisignature be verified. Unfortunately, He [3]
pointed out that Laih et al.’s scheme has the weakness that the clerk of verify-
ing group can verify a multisignature by himself if he once receives a signature
from the same signing group. Recently, Zhang et al. [4] proposed a new mul-
tisignature scheme for specified group of verifiers, and claimed that forging sig-
natures in the proposed scheme is equivalent to forging Harn’s signatures [3].

In this paper, we show that Zhang et al.’s scheme has the following weak-
ness: a dishonest clerk of signing group can change the signing message to
an arbitrary one while he is cooperating with the signers to produce a
multisignature.

In Section 2, we briefly review Zhang et al.’s multisignature scheme for spec-
ified group of verifiers. In Section 3, we show the weakness in Zhang et al.’s
scheme. Concluding remarks are made in Section 4.

2. Review of Zhang et al.’s multisignature scheme for specified group of
verifiers [4]

Zhang et al.’s multisignature scheme consists of three phases: key genera-
tion, multisignature generation, and multisignature verification.

2.1. Key generation phase

Let Gg={Ug, Uss,...,Ug,} be the group of n signers and Gy =
{Uyp, Uyn, ..., Uy} be the group of m verifiers. In each group, there is a spec-
ified user, called clerk. The clerk Us, of the signer’s group is responsible for
verifying all partial signatures signed by signers in Gg and combining them into
a multisignature. The clerk Uy, of the verifier’s group is responsible for assist-
ing all verifiers in G- to verify the multisignature. The trusted center selects two
large primes p and ¢ such that g[p—1, a generator g with order ¢ in Z, and a
public one-way hash function H(-). Each Ug; € Gg selects his private key s; € Z,
and computes his public key Y, = g% mod p. Each Uy; € Gy selects his private
key v; € Z, and computes his public key Yy; = g mod p. Then Gs and Gy
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