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Abstract

In this paper, we show that the ID-based tripartite authenticated multiple-key agree-
ment protocol by Liu et al. [ID-based tripartite key agreement protocol with pairing,
2003 IEEE International Symposium on Information Theory, 2003, pp. 136-143, or
available at Cryptology ePrint Archive, Report 2002/122] is insecure against an
unknown key-share attack. And then we propose a more efficient ID-based tripartite
authenticated multiple-key agreement protocol to overcome the attack.
© 2004 Elsevier Inc. All rights reserved.

1. Introduction

Recently, there have been proposed several new cryptosystems based on
bilinear pairings. The existence of bilinear pairings such as Weil pairing and
Tate pairing was thought to be a bad thing in cryptography; it was shown that
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the discrete logarithm problem in supersingular curves was reducible to that in
an extension of underlying field via Weil pairing [6]. This led supersingular
curves to be avoided from cryptographic use. This situation changed with
the work of Boneh—Franclin’s ID-based encryption scheme [2] and Joux’s
one round tripartite Diffie-Hellman protocol [4]. However, like the basic
Diffie-Hellman key agreement protocol, Joux’s protocol also suffers from the
man-in-the-middle attack [7] because it does not attempt to authenticate the
communicating entities. Recently, Liu et al. [5] proposed an ID-based one
round authenticated tripartite key agreement protocol (LZC protocol) which
results in eight session keys per one instance. The authenticity of the protocol
is assured by a certain signature scheme so that messages carrying the informa-
tion of two ephemeral public keys can be broadcasted by an entity. They argue
that their protocol satisfies all the security attributes; implicit key authentica-
tion, known-key security, perfect forward secrecy, key-compromise imperson-
ation resilience and unknown key-share resilience. However, this paper shows
that the protocol is still vulnerable to an unknown key-share attack. And then
we propose a new ID-based one round authenticated tripartite multiple-key
agreement protocol to overcome the attack.

2. Bilinear pairings and some assumptions

Let G, be a cyclic group generated by P, whose order is a prime ¢ and G, be
a cyclic multiplicative group of the same order g. We assume that the discrete
logarithm problem (DLP) in both G, and G, are hard. Let ¢ : G| x G; — G,
be a pairing which satisfies the following conditions:

1. Bilinear: é(aP,bQ) = &(P,0)", for any a, b€ Z and P, Q € G,.

2. Non-degenerate: there exists P € G; and Q € G, such that e(P, Q) # 1.

3. Computability: there is an efficient algorithm to compute (P, Q) for all
P, Qe G;.

We note that the Weil and Tate pairings associated with supersingular ellip-
tic curves or abelian varieties can be modified to create such bilinear pairings

[2].

o Bilinear Diffie—-Hellman ( BDH ) problem: For a bilinear pairing ¢: G| x G| —
G, given P, aP, bP, cP, compute &(P,P)*”, where a, b, ¢ are randomly chosen
from Z;.

o Computational Diffie-Hellman (CDH) problem: Given P, aP, bP, compute
abP, where a and b are randomly chosen from Z7.

o Square computational Diffie-Hellman (SCDH) problem: Given P, aP, com-
pute a’P, where a is randomly chosen from Z,.
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