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Abstract

The Strict Avalanche Criterion (SAC) and symmetry for Boolean functions are important prop-
erties in cryptographic applications. High order SAC was first studied by Forré. Based on hisecting
binomial coefficients and S. Lloyd's work, we describe a method to Kthcdbrder symmetriSAC
functions ESACk)). In this paper, we determine all tf&ACk) n-variable functions forn <30,
k=1,2,...,n— 2. Also, for infinitely manyn, we give some nontrivial binomial coefficient bisec-
tions. The existence of nontrivial bisections makes the problem to fif8SCk) functions very
difficult.
© 2005 Elsevier B.V. All rights reserved.
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1. Introduction

The Strict Avalanche Criterion (SAC) was introduced by Webster and Tavyafdsn
connection with a study of the design of S-boxes for cryptographic applications. A Boolean
function inn variables is said to satisf§ACif complementing any one of theinput bits
results in changing the output bit with probability exactly one half. Ff&}é&xtended this
concept by defining the higher order SAC. A Boolean function wériables satisfies the
SACof orderk, 0<k<n — 2, if wheneverk input bits are fixed arbitrarily, the resulting
function ofn — k variables satisfies tHeAC For brevity, we will say that a function which
satisfiesSACof orderk “is a SAC (k) function”, or simply “isSAC, if k =0.
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A Boolean function oh variables is said to be symmetric if the output bit depends only
on the weight of than-vector of input bits. Symmetry is another important cryptographic
property since it guarantees that all of the input bits have equal status in a very strong sense.
Symmetric resilient functions were studied by Mitch&] and Gopalakrishnan et 48].
Maitra and Sarkaf7] investigated nonlinearity for symmetric functions and Savify
studied symmetric bent functions. Here we consider functions which are symmetric and
kth order SAC §SACk) for short). We give a method for findifgSACk) functions. This
depends onthe technique of bisecting binomial coefficients, which was discussed in Mitchell
[8]. We say that we have a bisection of thel binomial coefficient€ (n, i), i=0,1,...,n,
if we can find a partition of the + 1 coefficients into two subsets whose sums are both
-1

Section 2 contains definitions, notations and some useful lemmas. Section 3 contains
the main results of this paper. Some of these depend on congruences which may be of
independent interest. In Section 4, we obtain all the binomial coefficient bisections for
n < 28. This leads to the determination of all B8 ACk) functions forn <30. In Section 5,
the computed results show that oK 30, a nonquadratiS8SACk) function exists if and
only if n = 16. In Section 6, we give some open questions.

2. Preliminaries

In the usual representation, a Boolean functianaps binary vectors of lengthto the
set {0,1}. We find it convenient to consider instead the functjor- (—1)¢ which maps
binary n-vectors to{—1, 1}. Furthermore, we identify a binanyvector with its support,
that is, the set of positions in which the vector has a 1. Therefore, we deal with functions
which take subsets dfl, 2, ..., n} to {—1, 1}.

Let/ ={1,2,...,n}, |U|=the cardinality of set, B;=the set of functions which take
subsets of to {—1, 1}.

We choose an equivalent descriptionSACas our definition.

Definition 2.1 (Lloyd[5, p. 166)). Let f € B;, thenf satisfiesSACIff
Zyci—(p f(V)f(VU{jh=0forall j, 1< j<n.

Definition 2.2. Supposef € B; andU andV are subsets of. We callf symmetric if
f(U) = f(V)wheneveiU| = |V].

Since the value of (U) is determined by the cardinality &f, we may take a symmetric
function as a vectofuao, a1, . .., a,), whereqy; = f(U) € {—1, 1}.

Forré[2] first gave the definition dith orderSAC For convenience, we use an equivalent
description as our definition.

Definition 2.3 (Lloyd [5, p. 167]or [6, p. 111)). If f € By, thenf satisfies SAC of order
n—r 2<r<n)iff

Srey £(SUT) £(SUTU{i})=0forallV C I,with|V|=r—1,andalls € I—({VU{i}}),
ieS-V.
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