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Abstract

This paper is concerned with memory-efficient solution techniques for Boolean fixed-point equa-
tions. We show how certain structures of fixed-point equation systems, often encountered in solving
verification problems, can be exploited in order to substantially improve the performance of fixed-
point computations. Also, we investigate the space complexity of the problem of solving Boolean
equation systems, showing a NL-hardness result. A prototype of the proposed technique has been
implemented and experimental results on a series of protocol verification benchmarks are reported.
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1 Introduction

Many verification tools and algorithms for finite-state concurrent systems need
to solve fixed-point equations, such as those for checking behavioural equiv-
alences and model checking p-calculus [17]. However, solving general fixed-
point equations is a difficult task for which no polynomial time algorithms are
known (although the problem is in N PNco— NP [11], and even in U PNco—U P

[16]).
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Special techniques have been developed to overcome this and there are
many practically relevant classes of fixed-point equation systems which do
have very efficient algorithms [1,4,6,11,12,14,19]. But a remaining problem
is the memory consumption of these techniques. Industrial scale verification
problems lead typically to systems with millions of fixed-point equations, and
these equations may become too large to fit the memory at the same time.
Yet, so far no-one has investigated the space complexity of solving fixpoint
equation systems, and very little attention has been paid to develop memory-
efficient solution algorithms.

In this paper, we investigate memory-efficient techniques for solving Boolean
equation systems [1,2,18,20,21,23,26]. Boolean equation systems give a useful
framework to study fixed-point computations, because p-calculus can be en-
coded in this setting (for example, see [1,5,21,23]). We will call attention to
a fragment of Boolean equation systems, which we call stratified systems of
equations. These are specific fixed-point equation systems where, the variables
are interspersed in the equations so that the computation of the solutions be-
comes very simple, and can be optimized to be memory efficient. We present
efficient techniques for solving such systems. The main novelty is that we ex-
ploit the particular structure of fixed-point equations to substantially improve
the memory usage.

We also study the space complexity of solving general Boolean equation
systems and prove a NL-hardness result which appears to be new. This helps
to understand the theoretical minimum of space storage needed for solving
Boolean equation systems.

It turns out that many verification problems of practical importance can
be expressed with Boolean equation systems which fall in the stratified class.
So a set of applications of our techniques is outlined. For the purposes of this
paper, we have also implemented the algorithm and used it to tackle a series
of protocol verification problems. The technique turned out to be successful
on these initial applications.

The structure of the paper is as follows. In Section 2, we introduce Boolean
equation systems and explain the key notions. In Section 3, we discuss state-
of-the-art techniques for fixed-point computations and discuss their limita-
tions. In Section 4, we describe how stratified Boolean equation systems can
be solved with our techniques, and combine these ideas into a single effective
procedure. In Section 5, we prove the N L-hardness of the problem of solving
fixed-point equations. In Section 6, we illustrate that many verification prob-
lems can be encoded with equation systems in the stratified class. In Section 7
we present the application of our solution techniques to protocol verification
problems and results on two sets of benchmarks. Section 8 concludes.
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