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Abstract

Narrowing was introduced, and has traditionally been used, to solve equations in initial and free
algebras modulo a set of equations E. This paper proposes a generalization of narrowing which can
be used to solve reachability goals in initial and free models of a rewrite theory R. We show that
narrowing is sound and weakly complete (i.e., complete for normalized solutions) under reasonable
executability assumptions about R. We also show that in general narrowing is not strongly com-
plete, that is, not complete when some solutions can be further rewritten by R. We then identify
several large classes of rewrite theories, covering many practical applications, for which narrowing
is strongly complete. Finally, we illustrate an application of narrowing to analysis of cryptographic
protocols.
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1 Introduction

This paper addresses the following technical question. Given a rewrite theory
R satisfying reasonable assumptions, is there a general deductive procedure
to solve reachability problems for R? By a “reachability problem” we mean
the obvious, that is, an existential formula

(∃−→x ) t →∗ t′

or, more generally, an existentially quantified conjunction of such reachability
goals. Since R typically specifies either a concurrent system or an inference
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system, the meaning and interest of solving such goals is quite obvious. The
terms t and t′ denote sets of states in the initial model of R, and we want to
know for what subset of the states denoted by t we can reach the set denoted
by t′. Under finite state assumptions, questions of this kind can be answered
by model checking techniques [9]. Our interest, however, is in general methods
that do not require finiteness assumptions and can complement such model
checking techniques. In this paper, we generalize narrowing from a technique
for solving equality goals [16,21,23] to one for solving reachability goals; indeed
equational narrowing goals can be viewed as a special case of reachability goals.

That narrowing in this more general sense should be developed as a method
for analyzing concurrent systems and should fit within a wider spectrum of
analysis capabilities, was first proposed in [12]. One can view narrowing as
a new form of “symbolic model checking”, available also for infinite state
systems, where the word “symbolic”, instead of having the more restricted
sense of representing finite sets of states by Boolean propositions, is widened
to mean the representation of possibly infinite sets of states by terms with
logical variables. These methods could even have useful applications in the
case of finite-state systems that are too large to analyze by standard model
checking techniques.

There are indeed a number of techniques actively investigated to analyze
infinite state systems, including model checking for suitable subclasses, e.g.
[4,5,15,17], abstraction techniques, e.g. [10,26,19,25,40], tree-automata based
reachability analyses, e.g. [18,35], and theorem proving, e.g. [37,36]. We think
that narrowing is a promising additional technique to be further explored. In-
deed, narrowing like techniques have already been shown useful in the analysis
of cryptographic protocols [2,22,29].

We formally define narrowing for order-sorted unconditional rewrite the-
ories of the form R = (Σ, E, R) where E = ∆ ∪ B, with ∆ confluent and
terminating modulo B. We prove soundness of solutions found for reachabil-
ity problems using narrowing, and also show that the narrowing procedure is
weakly complete in the following sense: if ρ is a solution of a given reacha-
bility problem and ρ is normalized with respect to rewriting with the rules R
modulo E, then the narrowing procedure finds a solution η that subsumes ρ
modulo E. This weak completeness result holds under reasonable executabil-
ity assumptions about the given rewrite theory.

We also show that in general, narrowing is not complete in the following
stronger sense: if ρ is a (not necessarily normalized) solution of a reachability
goal, then the narrowing procedure finds a solution η that subsumes ρ modulo
E. Hence the “weakness” in completeness of narrowing. This does not hold
in general, as we show by several examples. The point is that in equational
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