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Abstract

Program execution traces can be so large in practical testing and monitoring applications that
it would be very expensive, if not impossible, to store them for detailed analysis. Monitoring
execution traces without storing them, can be a nontrivial matter for many specification formalisms,
because complex formulae may require a considerable amount of information about the past. Metric
temporal logic (MTL) is an extension of propositional linear temporal logic with discrete-time-
bounded temporal operators. In MTL, one can specify time limits within which certain temporal
properties must hold, thus making it very suitable to express real-time monitoring requirements.
In this paper, we present monitoring algorithms for checking timestamped execution traces against
formulae in MTL or certain important sublogics of it. We also present lower bounds for the
monitoring problem, showing that the presented algorithms are asymptotically optimal.
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1 Introduction

Runtime verification and monitoring have been proposed as lightweight formal
verification methods [13] with the explicit goal of checking systems against
their formal requirements while they execute. In most monitoring applications,
execution traces are available only incrementally and they are much larger than
the formulae against which they are checked. Storing an entire execution trace
and then performing the formal analysis by having random access to the trace
is very expensive and sometimes even impossible. For example, the monitor
may lack resources, e.g., if it runs within an embedded system, or the monitor
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may be expected to react promptly when its requirements are violated, in
order for the system to safely take a recovery or a shutdown action.

In this paper, we adopt the position that a monitoring algorithm does
not store execution traces, but rather consumes the events as they are re-
ceived from the monitored program. The problem of checking execution traces
against temporal specifications is known to have very simple and efficient al-
gorithms for several temporal logics, as shown for example in [19], but most
of these algorithms assume that the entire execution trace is available before-
hand, so they violate the assumptions for a monitoring algorithm.

In this paper, we investigate monitoring algorithms for the metric tempo-
ral logic (MTL) [1,15] and its sublogics. MTL is an extension of propositional
linear temporal logic (LTL) that can refer to discrete-timed properties, and
its models are timestamped state-sequences, thus making it an appealing for-
malism for expressing monitoring requirements in real-time systems. Besides
the propositional operators, MTL allows future and past time linear temporal
operators which are bounded by discrete-time intervals. For example, ¢pU3 7%
states that ¢ should hold between 3 and 7 time units from now, and until then
¢ should hold. One or both of the ends of an interval can be 0 or co. LTL can
be seen as a special case of MTL where every interval is [0, 00). As introduced
in [1], MTL also provides congruences that allow one to state that a formula
should hold periodically with respect to an absolute time. We call these abso-
lute congruences and support them in our MTL specifications as well, but in
addition we introduce a novel variant that we call relative congruence. Rela-
tive congruences allow one to refer to moments that occur periodically starting
with the current time.

We first present a general MTL monitoring algorithm based on the idea of
transforming the MTL formula as each time-stamped observation (or event,
for short) is received from the monitored program. The underlying principle
of the algorithm is “resolve the past and derive the future”. By “resolving
the past” we mean that the MTL formula is transformed into an equivalent
formula with the property that it has no past time operator rooted subfor-
mulae which are not guarded by other temporal operators. By “deriving the
future” we mean that the MTL formula is transformed into a new MTL for-
mula with the property that the current formula holds before processing the
newly received event if and only if the derived formula holds after process-
ing the event. We show that this MTL monitoring algorithm runs in space
O(m2™) and takes time O(m323™) for processing each event, where m equals
|¢| plus the sum of all the numeric constants occurring in ¢, and ¢ is ¢ with
all the timing subscripts droped. The reader may note that although expo-
nential, these bounds are independent of the size of execution trace which is
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