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Abstract

Linear feedback shift registers (LFSR) are important building blocks in stream cipher cryptosys-
tems. To be cryptographically secure, the connection polynomials of the LFSRs need to be primitive
over GF(2). Moreover, the polynomials should have high weight and they should not have sparse
multiples at low or moderate degree. Here we provide results ont-nomial multiples of primitive
polynomials and their products. We present results for countingt-nomial multiples and also analyse
the statistical distribution of their degrees. The results in this paper helps in deciding what kind of
primitive polynomial should be chosen and which should be discarded in terms of cryptographic
applications. Further the results involve important theoretical identities in terms oft-nomial multiples
which were not known earlier.
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1. Introduction

Linear feedback shift register (LFSR) is one of the most important building blocks in
stream ciphers. In almost all the well-known stream cipher designs, LFSRs play a very im-
portant role. The connection polynomials of the LFSRs are usually polynomials over GF(2).
The relationship between a polynomial and the connection pattern of the corresponding
LFSR is explained in[3,2,16]. It is important to note that towards resisting cryptanalytic
attacks, the LFSRs should be designed keeping the following points in mind [15,1].

(1) The connection polynomial must be primitive over GF(2).
(2) The weight of the connection polynomial must be high.
(3) There should not be any sparse multiple of moderate degree for the connection

polynomial.

Note that throughout this paper we only consider polynomials over GF(2). We always
assumed�2 for a primitive polynomial of degreed, i.e., (x + 1) is not considered as a
primitive polynomial in this paper. It is known that for a primitive polynomialf (x)of degree
d and any multipleg(x) of f (x), the recurrence relation (of the LFSR whose connection
polynomial isf (x)) induced byf (x) will also be satisfied byg(x). In particular ifg(x) is
of moderate degree and with low weight, then one can very well exploit the attack proposed
in [15] by choosing the recurrence relation induced byg(x). Whatever be the weight of the
primitive polynomialf (x) (it does not matter whether it is of high or low weight as we
have a low weight multiple), it is possible to attack the system usingg(x). Note that we
are interested in sparse multiplesg(x) with constant term 1, i.e.,g(0) = 1. The reason is
if g(0) = 0, theng(x) can be written asxih(x). This h(x) satisfies the same recurrence
relation asg(x) and also of lower degree. With this context we analyse the sparse multiples
(with constant term 1) of primitive polynomials. Similarly, it is also important in some
situations to find out sparse multiples of product of primitive polynomials [1]. We also
analyse that case in detail.

The main issue is, one should not use a primitive polynomial which by itself is of low
weight or which has a sparse multiple at lower degree. We discuss this in Section 3. In this
direction, we identify a class of primitive polynomials having sparse multiples at a very low
degree. Iff (x) is a primitivet-nomial of degreed, then there exists primitive polynomial
of degreed with a t-nomial multiple of degreesdwhere gcd(s,2d − 1) = 1. Using this we
show that there are trinomial multiples of degreesd (which is low whens is small) for a
large class of primitive polynomials of degreed. These primitive polynomials should not
be used in stream cipher systems.

Given a primitive polynomialf (x) of degreed, we will present a recurrence formula
for the number oft-nomial multiples (with constant term 1) off (x) having degree at most
2d − 2. We denote this number byNd,t and it can be seen that

Nd,t =
(

2d−2
t−2

)
−Nd,t−1 − t−1

t−2(2
d − t + 1)Nd,t−2

t − 1
,

with initial conditionsNd,2 = Nd,1 = 0. Section4 discusses this result and related issues.
Note that the count in more general setting has been discussed in [9]. Further the count
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