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h i g h l i g h t s

• We investigated the efficiency of network attack strategies.
• We used the size of the largest connected component as a damage measure.
• We tested 3 attack strategies introduced in this work for the first time.
• Deletion according to betweenness centrality was the most efficient attack strategy.
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a b s t r a c t

We investigated the efficiency of attack strategies to network nodes when targeting
several complex model and real-world networks. We tested 5 attack strategies, 3 of
which were introduced in this work for the first time, to attack 3 model networks (Erdos
and Renyi, Barabasi and Albert preferential attachment network, and scale-free network
configurationmodels) and 3 real networks (Gnutella peer-to-peer network, email network
of the University of Rovira i Virgili, and immunoglobulin interaction network). Nodes were
removed sequentially according to the importance criterion defined by the attack strategy,
and we used the size of the largest connected component (LCC) as a measure of network
damage. We found that the efficiency of attack strategies (fraction of nodes to be deleted
for a given reduction of LCC size) depends on the topology of the network, although attacks
based on either the number of connections of a node or betweenness centrality were
often the most efficient strategies. Sequential deletion of nodes in decreasing order of
betweenness centrality was the most efficient attack strategy when targeting real-world
networks. The relative efficiency of attack strategies often changed during the sequential
removal of nodes, especially for networks with power-law degree distribution.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

The resilience of real-world complex networks, such as Internet, electrical power grids, airline routes, ecological and bio-
logical networks [1–6] to ‘‘node failure’’ (i.e. node malfunctioning or removal) is a topic of fundamental importance for both
theoretical and applied network science. Node failure can cause the fragmentation of the network, which has consequences
in terms of system performance, properties, and architecture, such as transportation properties, information delivery effi-
ciency and the reachability of network components (i.e. ability to go from a node of the network to another) [3].
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Several studies [3,7–9] have investigated the resilience of model networks using a number of ‘‘attack strategies’’, i.e. a
sequence of node removal according to certain properties of the nodes [2,3,7]. A widely applied attack strategy consists in
first ranking the nodes with respect to an importance criterion (e.g. number of connections or some measure of centrality)
and then removing the nodes sequentially from the most to the least important according to the chosen criterion until the
network either becomes disconnected or loses some essential qualities [3,10]. However, little is known on how the efficiency
of attack strategies (i.e. the fraction of nodes to be deleted for a given change in the network) varies when considering
different real-world and model networks.

In this context, an underappreciated problem is how the relative efficiency of attack strategies may change during the
attack to the network. For example, an attack strategymight bemore efficient when the targeted (i.e. under attack) network
is still pristine, while other strategies may be more efficient when the network has already been fragmented and some
of its properties have been compromised. Testing the efficiency of the different attack strategies when targeting different
networksmay also allowus to identify themost important nodes for network functioning, and thereforewhich nodes should
be primarily protected, as in the case of computer [11] or ecological networks [6,12–14], or removed, as in the case of
immunization/disease networks [15].

In this work, we test the efficiency of both well-known attack strategies and new strategies introduced for the first time
in this paper when targeting either model or real-world networks. We used the size of the largest connected component
(LCC) (i.e. the largest number of nodes connected among them in the network, [2]) as a measure of network damage. We
found for model networks that the best strategy to reduce the size of the LCC depended on the topology of the network
that was attacked. For real-world networks, the removal of nodes using betweenness centrality as importance criterion was
consistently the most efficient attack strategy. For some networks, we found that an attack strategy can be more efficient
than others up to a certain fraction of nodes removed, but other attack strategies can becomemore efficient after that fraction
of nodes has been removed.

2. Methods

2.1. Attack strategies

We attacked the networks by sequentially removing nodes following some importance criteria. We compared the
efficiency of a pool of attack strategies, some of which have already been described in the literature while others are
introduced in this work for the first time.

Most of the analyses on the robustness of network have investigated the effect of removing nodes according to their rank
(i.e. number of links of the node) or some measures of centrality [3,10,16]. In this work, we introduce new attack strategies
that focus entirely or in part on less local properties of a node, in particular its number of second neighbors, as explained in
detail below.

Several indexes and measures have been proposed in order to describe network damage. We use the size of the largest
connected component (LCC), i.e. the size of the largest connected sub-graph in the network [2,3], as a measure of network
damage during the attack, where a faster decrease in the size of the LCC indicates a more efficient attack strategy. In order
to compare attack strategies across networks, we normalized LCC size at any point during the attack with respect to the
starting LCC size, i.e. the number of nodes in the LCC before the attack.

For each attack strategy, we applied both the recalculated and non-recalculatedmethods. With the recalculatedmethod,
the property of the node relevant for the attack strategy (e.g. number of links) was recalculated after each node removal. On
the other hand, when applying the non-recalculated method the property of the node was measured before the first node
removal and was not updated during the sequential deletion of nodes. With q we indicate the fraction of nodes removed
during the sequential removal of nodes. An attack strategy is less efficient than another when a higher q is needed to reduce
the LCC to zero (or any other size).

In this work, we used 2 attack strategies that have already been described in the literature. First-degree neighbors (First):
nodes are sequentially removed according to the number of first neighbors of each node (i.e. node rank). In the case of ties
(i.e. nodes with the same rank), the sequence of removal of nodes is randomly chosen. Nodes betweenness centrality (Bet):
nodes are sequentially removed according to their betweenness centrality, which is the number of shortest paths from all
vertices to all others that pass through that node [3,17].

We introduced in the present work the following new attack strategies. Second-degree neighbors (Sec): nodes are
sequentially removed according to the number of second neighbors of each node. Second neighbors of node j are nodes
that have a node in common with – but are not directly connected to – node j. First + Second neighbors (F + S): nodes are
deleted according to the sum of first and second neighbors of each node. Combined first and second degree (Comb): nodes are
removed according to their rank. In the case of ties, nodes are removed according to their second degree.

For all the degree-based strategies, nodes were sequentially removed from most to least connected. In the case of Bet,
nodes were sequentially removed from higher to lower betweenness centrality. For each network described in Section 2.2,
we tested the relative efficiency of the five attack strategies in reducing the LCC to zero. In addition, we tested whether the
relative efficiency of attack strategies changed along the removal sequence, i.e. whether an attack strategy was less efficient
than another at the beginning of the attack, but more efficient after a fraction q of nodes was removed.
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