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Pervasive computing is already becoming a reality and one crucial consequence of this fact
is endangered privacy. Now taking into account typical properties of pervasive computing
devices, which are weak computing power and stringent energy or power consumption
limitations, lightweight solutions are a must. This especially holds true for all-in-silicon
objects like radio frequency identification tags, or RFIDs. Many solutions in this area are
called lightweight, but being lightweight requires conformance to quantitative require-
ments using certain metrics. A solution that adheres to such requirements is a new privacy
enabling protocol for RFIDs that outperforms other architecturally similar protocols, and
this presents the first contribution of this paper. Further, privacy is not only a matter of
technical solutions, but increasingly so a matter of organizational processes. This fact calls
for further addressing of supporting its formal treatment in business contexts. This paper
provides a basis for formal addressing of privacy from business processes perspective, and

this is its second main contribution.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Internet of things (or IoT) is at the core of pervasive
computing, and it can be defined as “wireless self-config-
uring network between objects” [1]. This definition is tech-
nology oriented, while a more business processes oriented
one goes as follows: “IoT is a world where physical objects
are seamlessly integrated into the information network,
and where these objects can become active participants
in business processes. Services are available to interact
with these ‘smart objects’ over the Internet, query and
change their state and any information associated with
them, taking into account security and privacy issues [2]".

[oT is therefore addressing a wide variety of computing
devices, which share key typical properties: limited com-
puting resources, limited energy/power autonomy (or even
none), and wireless connection to the global internet. Dur-
ing recent years IoT resulted in some typical families rang-
ing from the most “primitive” all-in-silicon devices like
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radio frequency identification tags (or RFIDs) on one side,
and IP protocol enabled wireless sensors, supported by
microcontrollers, on the other.

Therefore IoT world is quite diverse, but without doubt,
RFID objects are the most demanding ones when it comes
to efficient protocols. So if a protocol is suitable for imple-
mentation in such objects, it would make sense to refer to
it as a lightweight one. And taking further into account that
this kind of devices will be one of the most numerous de-
vices that we will be interacting with, privacy issues get to
the forefront. Technological development in this area is al-
ready under strong legal pressure [3]: In the European Un-
ion the alma mater of related legislation is EU Data Privacy
Directive [4], while in the US this legislation is more frag-
mented, but is gaining momentum - one such example is
California, which has enacted a legislation related to pri-
vacy and RFID technology [5].

This paper presents two important contributions in the
area of privacy. It first focuses on a holistic model of pri-
vacy from a business perspective — despite many efforts
in this domain, adequate formalization of privacy for secu-
rity policies still needs inputs. The reason is that privacy
has been formally covered so far almost exclusively at
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the technical level. Consequently, the gap toward upper
levels of organizational and business processes remains
an open issue. And this paper presents a solution to fill this
gap by deploying Petri nets. Further, a new technical pri-
vacy enabling solution for IoT is presented. This is a non-
deterministic privacy enabling (ND-PEP) protocol that
takes harsh technological reality into account. It is light-
weight and implementable in RFIDs within the well-
known “5 cents price limit”. It should be added that
although the notion of lightweight protocol is widely used,
it has rarely some formal grounds - a metric that enables
measuring how lightweight a protocol will be taken into
account in this paper. It uses the number of required NAND
gates for a protocol implementation as a metric, and it will
be taken into account also in this paper.

The paper is structured as follows. In the second section
privacy in business contexts (and its formal treatment in
relation to security policies) is addressed. In the third sec-
tion a new, non-deterministic privacy enabling protocol is
presented and analyzed, being preceded by some back-
ground that is needed to understand the harsh technolog-
ical reality that has to be taken into account in such
solutions. There are conclusions in the fourth section, fol-
lowed by appendix with a formal representation of the
new protocol, while the paper ends with acknowledgments
and references.

i

2. IoT and privacy - from technology to business
processes

The first front in verification of privacy (and security
solutions in general) is at the technical level, where formal
methods play a central role. Once formally verified, these
solutions become implemented and often deployed in
organizational and business environments. Consequently,
addressing privacy - and security in general - requires
business processes perspective, because IoT devices are
becoming their integral parts. And this kind of addressing
is embodied in security policies (the main standards family
in this area is ISO 27000 family [6]).

Now getting to privacy formalization that includes busi-
ness processes views, surprisingly little research in this area
exists. One recent exception is [7], where privacy is formal-
ized in a form of enforced purpose restrictions to achieve
adherence with privacy policies. This approach is based on
Markov decision processes and is addressing privacy implic-
itly at the business processes level. More precisely, it is as-
sumed that privacy is somehow properly covered by
security policy, while this formalism then serves to verify
the compliance of the observed procedure with this policy.

To provide explicit treatment of privacy in business pro-
cesses context, the starting point is a definition of privacy.
There exist many definitions of privacy, but we will refer to
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Fig. 1. High level privacy model (the dashed line denotes its technological part).
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most authoritative sources. The first is Merriam-Webster
dictionary, which states that privacy is “the quality or state
of being apart from company or observation” and “freedom
from unauthorized intrusion”. The second source is one
main legislation act in this area, the EU Data Privacy Direc-
tive. It states about privacy, more precisely, protection of
personal data, the following: “Personal data are any infor-
mation relating to an identified or identifiable person.”
This covers direct and indirect identification by referencing
factors that include physical, physiological, mental, eco-
nomic, cultural or social identity. Personal data, once iden-
tified as such, are afterward subject to various (legislation
based) protection procedures about their storage and
transmission. A closer look at these definitions reveals
two conceptually different views. While the first definition
is very narrow and focused on the level of an individual,
the second one extends it to procedural level that covers
business processes in organizations, and related processes
in societies in general. From this second one it follows that
the first step is to recognize private data as such and to cat-
egorize them accordingly. Next, these data have to be pro-
tected. Afterward, the protected data may be disclosed
(manipulated) only in line with legally acceptable proce-
dures. In the end, after a legally defined period, data have
to be destroyed.

This high-level, procedural reasoning can be formally
depicted by Petri net model that is given in Fig. 1. Within
this high-level model, a technology focused (narrow) defi-
nition of privacy can be obtained (see the dashed-line rect-
angular area in Fig. 1). This definition goes as follows: Data
privacy is a composite security service that consists of the
three basic security services, which are confidentiality,
authentication, and access control, and where the assumed
initial service is confidentiality.

It should be quite straightforward to deploy the above
model and the derived definition as a basis for informal
verification of security policies. Moreover, also formal ver-
ification is quite straightforward - having privacy defined
with security services [8], many established formal meth-
ods for verification of these security services can be used,
e.g., BAN logic [9] or SvO logic [10] for authentication, soft
constrained programming for confidentiality [11] (note
that protected data in our case equal to confidential data),
and specialized calculus for access control [12].
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3. Non-deterministic lightweight privacy enabling
protocol

This section gives a new protocol that extends a family
of two protocols for privacy provisioning in RFID environ-
ments [13]. In order to better understand its specifics,
the technological reality of IoT has to be given first.

3.1. Technological reality of IoT and privacy issues

This sub-section provides a taxonomy of IoT devices
that is focused on their technological determinants:

o At the lowest level there are the most primitive objects
that are implemented “all-in-silicon”, being unable to
run software applications. This category includes bare
sensors and RFIDs:

o RFIDs consist of numerous clocked NAND gates that
perform various logic functions on inputs and output
the results. However, in the most basic case RFIDs
only respond by providing some static value like
electronic product code, EPC. They are typically pas-
sive and powered by a reader. They contain up to
1 KB memory, while their communication depends
on air-interface, providing only physical and link
layer capabilities [14]. Also near field communica-
tion, NFC [15], belongs to this category, because it
is a kind of successor of RFIDs.

o Bare sensors consist of analog circuits that acquire
environmental data, and NAND gates that perform
analog to digital conversion. Once in a digital form,
more or less similar circuitry as that of air-interface
for RFIDs can be used for communication. In cases
where sensors are directly physically linked, two
kinds of buses are used, I2C [16] and SPI [17], which
require additional logic gates.

e At the next level there are still “all-in-silicon” struc-
tures, but actively powered: RFID structures, sensor
structures, actuators, and their combinations, i.e.,
hybrids. These structures induce approx. two orders of
magnitude higher costs than passive devices, because
of their dependence on batteries [18]. Their typical
advantage is not only increased communication range,
but also computational capabilities (in case of actively

microproc. or microcontr.
backed sensor nodes

active RFID

active (autonomous)

Fig. 2. Two-dimensional taxonomy of IoT devices.
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powered RFIDs, primary memory could go up to 128 KB
already some 5 years ago [18]).

At the next level there are *“all-in-silicon” devices
backed by microcontrollers or microprocessors, but
passively powered. In case of RFIDs, these are referred
to as computational RFIDs, CRFIDs [19]. They have typ-
ically up to 8 KB of flash memory and 256 bytes of RAM,
but they still depend on air-interface. A notable archi-
tecture here is Wireless Identification and Sensing Plat-
form, or WISP [20]. This platform enhances RFID
functionality with sensing (quantities include light,
temperature, acceleration, strain) and computing, while
still harvesting the power from radio signals emitted by
the reader.

At the highest level there are autonomously powered
IoT devices that are backed by micro-controllers. Exam-
ples of such devices are numerous, with probably the
most typical representative being now mobile phones,
where energy limitations are not so stringent anymore,
nor computational resources. Therefore sophisticated
networking can be provided at physical and link layers
like IEEE 802.15.4 [21], or even IP networking, where an
adapted standard for this kind of devices, 6LoWPAN,
exists [22].

The above structuring suggests that one-dimensional
taxonomy of IoT devices is not sufficient. To make a sensi-
ble taxonomy, these devices have to be categorized at least
with respect to energy (power) autonomy and computa-
tional power (see Fig. 2).

The focus of this paper is the first population mentioned
above. More precisely, pure RFIDs will be covered, which
are in principle limited to all-in-silicon implementations,
are passively powered, and have no microcontroller or
microprocessor support. They have in common also
communication frequency bands that are at 13.56 MHz
and between 860 MHz and 960 MHz (as to these frequen-
cies we anticipate that RFIDs will also benefit from the
latest research in the area of cognitive radio [23]). So
this population, due to its limitations and stringent
requirements, remains most challenging for provision of
privacy.

3.2. Quantitative metrics for lightweight protocols

The technological reality of RFIDs is bound to NAND
gates. This does not limit the number of implementable
Boolean functions, because any logic function can be
implemented if a so called complete set of logic functions
is available; and one such set consists of negation and con-
junction. Implementing it with NAND gates requires one
NAND gate for negation, and two NAND gates for conjunc-
tion. Further, RFIDs require clocked gates, and this gives a
basis for counting the required number of NAND gates to
implement the typical basic crypto-mechanisms building
blocks [24]:

e For storage D memory cells are used, and each such cell
requires five NAND gates.

e For bitwise XOR operation four NAND gates are
required for each pair of bits.

e One-bit full adder can be implemented with eleven
NAND gates.

e Addition modulo 2" requires n-times eleven NAND
gates.

e Pseudo-random values can be generated with shift reg-
isters (the mathematics behind this approach is
explained in [25]). A shift register with four shifting bits
requires approximately 60 NAND gates, with 8 bits
approximately 120 gates, and so on. More promising
solution that is supposed to produce random numbers
by deploying digital circuit artifacts is given in [26],
but it requires about 300 NAND gates.

e Light DES, DESL, which is a block cipher that is used
for symmetric encryption and hashing, requires
approx. 1800 gates [27]. DESL encrypts 64 bits of
plaintext in 144 clock cycles and will be the basis
for producing 96 bits long hashed values (therefore
two keys can be used for hashing and the result can
be truncated). Ordinary hash functions like SHA are
inappropriate, because their implementation in hard-
ware would significantly exceed the number of logic
gates needed for DESL (various principles of using
symmetric block ciphers for one-way hash functions
can be found in [28]). Alternatively, one could use
AES implementation, which requires approx. 3000
NAND gates [29].

Despite Moore’s law (which in principle still holds true
for RFIDs) it is sensible not to count on more than approx.
7000 logic gates for security. Already in 2006 it was as-
sumed that approx. 2000 gates could be allocated to secu-
rity within economically acceptable range, and taking into
account Moore’s law the currently accepted number would
be around 16.000 gates. But due to market pressure, where
the five cents limit for RFIDs is pushed down, a reasonable
estimate for the ceiling number of security dedicated gates
today would be somewhere between 6000 in 8000 logic
gates.

Finally, according to metrics given in [30], to measure
how lightweight a protocol is, the total number of NAND
gates for storage, logic functions and data transfer is taken
(from a tag’s perspective). Data transfer cost is measured in
storage cells needed to contain the communicated
messages.

3.3. Existing solutions and their analysis

To present the main contributions of the new protocol,
some typical most relevant solutions proposed so far will
be analyzed (an extensive and most up-to date review of
the literature in this field can be found in [31]):

1. Ohkubo, Suzuki and Kinoshita have proposed a protocol
where a tag and a reader share an initial secret s; and
two hash functions G and H [32]. After being triggered
by the reader, the tag computes H(s;) = H(s;), which
presents a new secret and is stored. At the same time
the value G'(s;) = G(s;) is computed, and this is sent to
the reader, where each of the stored values is hashed
to find the match (ID, G'(s;)). When being interrogated
for the next time, the tag computes H2(s;) = H(H(s;)),
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while the reader receives G(s;) = G(H'(s;)) and searches
for the match (ID, G*(s;)) to identify the tag.

. Henrici and Muller have proposed a protocol where a
tag and a reader share a common hash function H
[33]. After being interrogated by the reader with r, the
tag calculates H(ID), H(seID) and &5, and sends this trip-
let to the reader (ID is tag's identifier, s, is the number of
the current session, J, is the difference between the cur-
rent and the previous session number that serves to
stay in synchronization with the database, and “e”
denotes some chosen operator). When the reader
receives the triplet, it computes a new I[Dye,, < IDer
for the tag and sends back r and H(reseI[Dnew). Upon
receipt, the tag is able to check the integrity of r and
is able to calculate the IDye.

. Weis, Sarma, Rivest and Engels have proposed a proto-
col where a reader and a tag share a secret s and a hash
function H [34]. After being interrogated by the reader,
the tag computes a pseudo-random r and computes (r,
(H(ID||r)), where “||” denotes concatenation. Upon
receipt, the reader starts verification. If the checks are
successful, it replies with the tag’s ID.

. Some less frequent approaches deploy even public-key
cryptography [35], where authors have proposed access
control of a reader on the basis of its authentication,
verifiable location of the reader during interrogation,
and verifiable time of interrogation. The main idea of
the proposal is using public key cryptography that is
deployed in a way where the public key of the reader
remains secret (and is embedded in a tag). This enables
better scaling than with symmetric key based
approaches, where numerous tags share the same key
with the reader and therefore the reader has to perform
extensive number of verifications to find a match in a
database that reveals tag’s ID.

An analysis of the above protocols follows - it addresses

gates for storage and logic functions is approx.
960 + 1800 + 640 + 384 =3784. Now as to the gates
equivalent required for communications, the first mes-
sage can be neglected, while the second massage
requires 2+96x5 gates, so the total cost of the protocol
is approx. 3784 + 960 = 4740 gates.

As to the second protocol, the operation denoted by “e”
can be XOR operation. So if an attacker sends the mes-
sage H(re s®lDnew)= H(s®IDnew) in the third step,
where r is a zero-bit sequence (it is read in plain in
the second message), the produced message is the same
as that from the second step. Thus the tag updates its ID
with a value that differs from the one stored in the data-
base and the system falls out of synchronization [37]. As
to the number of required gates, for hashing we will
again assume DESL, which requires approx. 1800 gates.
Next, storage is needed for the secret ID; assuming
again its length is 96 bits, the required number of NAND
gates for its storage is 96x5. Further, XOR-ing has to be
performed, which requires 96+4 NAND gates. Next, two
hash values in step 2 (the same locations can be used in
step 3 for r value and one hash value) have to be stored,
which requires 2 memory locations, i.e., 2x96x5 gates.
Finally, in step 3 hashed values have to be compared,
which requires additional 2x96x5 gates for storage of
the received and calculated values that are compared
afterward. Ignoring now the gates needed for bit by bit
comparisons, the total number of gates for storage and
logic functions is 1800 + 480 + 384 + 960 + 960 = 4584
gates (J related gates have been ignored). As to the cost
for communications and neglecting the first message,
the cost is approx. 2+x96x5 + 2x96+5 = 1920 (Js related
gates have been ignored again). The total cost is there-
fore approx. 6500 gates.

With the third protocol, the first problem is sending
the last message in plain. ID is the core of the game
and traverses the medium unencrypted, which violates

security weaknesses and evaluates them with the metric
mentioned above:

the basic principles of designing such protocols [38].
Further, the first message is not cryptographically
linked to the third message (again, we are not aware

e Astothe first protocol, reply attacks are possible, because of any research paper reporting this weakness,

the second message sent from the reader is not linked to
the first message. To cure this issue, the first message
should contain a fresh challenge r, while the form of the
second message should be G(si¢r) [36]. Further (and
we are not aware of any research paper reporting this),
the protocol still remains vulnerable to de-synchroniza-
tion attacks. If an attacker simply blocks one or more
responses from the tag, the authorized database will
not be able to track the tag due to expecting a particular
value from a hashed ID chain, but receiving a value with
some different sequence number. Now as to the number
of required NAND gates for the corrected version, the tag
has to be able to store ID and its two hashed outputs,
which require 2+5+x96 NAND gates (assuming lengths of
96 bits). Next, it has to calculate two hash functions
where we will assume a symmetric cipher DESL with
two different keys, so the required number of gates is
approx. 1800, while for the two keys it is 2+64x5 gates.
Finally, XOR-ing is needed between s; and r requiring
96x4 NAND gates. Therefore the total number of required

although we have found no attack so far). As to the
number of required gates, for hashing we will again
assume DESL, which means that approx. 1800 NAND
gates are needed. Next, storage is needed for the secret
ID and the random value r; assuming both lengths are
96 bits, the required number of NAND gates for its
storage is 2+96x5. Next, random r is calculated by
the tag, and assuming 96 random bits, the number of
required NAND gates is 24«60 gates. Therefore the
total number of gates for storage and logic functions
is approx. 1800 + 2x96x5 + 24+60 = 4200. Calculating
communication costs, where we neglect the first mes-
sage, we get 2x96x5 = 960 gates, so the total cost of the
protocol is approx. 5160 gates.

As to the fourth solution, putting crypto-protocol
attacks aside and focusing on how lightweight this pro-
tocol is, already the core number of required gates, as
stated by the authors, is 3.300 for public key encryption,
and 159 bytes for system memory, which means
159+8+5 gates, i.e., 6.360 gates (the last factor in this
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multiplication is a consequence of technological reality,
where storage of one bit with clocked NAND gates
requires 5 such gates — more details will be given in
the fourth section). Further, gates are also needed to
implement the protocol automaton (four transitions
and exchange of related messages), not to mention that
the protocol depends on reporting location (from a
near-by GPS), and interfacing an RFID to GPS requires
some bus, which comes at additional cost in terms of
logic gates needed. As a result, even if we ignore com-
munication costs this solution requires well over
10.000 logic gates and exceeds lightweight protocol
architectures considered in this paper. Therefore
although the approach is interesting and provides some
advancement, its deployment in operational environ-
ments is not realistic for some years to come.

3.4. Non-deterministic privacy enabling protocol — ND-PEP

The main idea around which the new protocol is built is
deployment of computational power asymmetry between
areader and a tag. This is the basis for using non-determin-
ism, which means that responses from a tag are randomly
distributed among equally possible values. And while a tag
can calculate a random value at a low cost, the checking on
the other side requires more power, because the reader
knows only the interval where these random values could
be coming from, so it has to check all of them against those
in a database. Once a match is found, the procedure is suc-
cessfully completed and the tag is authenticated.

The new protocol goes as follows (see Fig. 3). A reader
and a tag are both able to compute the same strong one-
way hash function H. The tag and the reader also share a
value k that determines the number of random bits that
are used in the process of using aliases that provide
privacy.

Now when a user with a tag comes within the range of a
reader, the tag is challenged to authenticate itself towards
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the reader. However, as the reader may be an adversary
that collects privacy related information, the correspond-
ing procedure goes as follows:

1. The reader challenges the tag with a random value.

2. Upon receipt of the challenge, the tag optionally checks
it against the set of the last m received challenges to
ensure that the challenge is fresh. These challenges
are stored in a first-in-first-out (FIFO) memory. If the
received value is fresh, it enters the FIFO memory and
the oldest challenge is discarded (as storing the whole
challenge for freshness is resources consuming, the pro-
cedure can be adapted to store only a sub-part of the
challenge, e.g., the first 8 bits). Next, the tag calculates
k-bits long random value S € [0,2 k — 1]. This value
serves for rotation for S positions (in shift register) of
the least significant 2%+ 1 bits of the concatenated
secret s and the challenge value r. After rotation, the
result is hashed to produce a 96 bits long output that
is sent to the reader.

3. Upon receipt of the above message the reader starts cal-
culations to find a match. Knowing that the last k+1
positions of the challenge have been randomly rotated,

it produces strings [ern,rn,l,...,So(lr’z‘,r’z‘fl,...,ro)]:
[slrn,Tno1s oo T1,moly [SlTn, P, -, ST (PSL TS g T0)),
o 8lra, a1y, 8% TPk, Tt - - -, To)] and hashes them

(“II” denotes concatenation, s denotes the shared secret,
r; denotes the ith bit in challenge r, and S* denotes shift-
ing of the last k + 1 bits of a challenge for a positions to
the left or the right). Afterward it checks the results by
looking in a database that contains pairs (ID, s), and
when a match is found, the tag is properly identified.

3.5. Required resources for implementation

Analyzing now the new non-deterministic protocol, the
following number of NAND gates is obtained:

reader
secret §

H(s|| L g ,S(ri.,rzk_,. r',ro))

Fig. 3. Non-deterministic privacy enabling protocol for RFIDs.
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e 96-bits are needed for storing tag’s identifier (shared
secret s), which results in 96«5 = 480 NAND gates.
Assuming optional prevention of exhaustive challenges
attacks and ensuring their freshness, four 96 bit loca-
tions for (truncated) challenges are needed in FIFO
memory, and this requires 96«5 = 320 storage cells (to
enable as wide range of stored challenges as possible,
only the first k-bits of each challenge are stored).

Two shift registers are needed where in the first register
the pseudo-random value is generated that is used for
shifting of the second register. If the pseudo-random
generating shift register has k bits, this is sufficient for
rotating 2¥ bits, so the main cost will be the second reg-
ister. Therefore for the first register we assume k=4
bits, which means 60 NAND gates, while the main shift
register therefore needs (24/4)x60 = 240 NAND gates, so
calculation of the second cryptogram requires total
1260 NAND gates. Alternatively, if a true random gener-
ator is used that has been mentioned above, the total
number of gates is 1320.

Hashing can be done by using DESL, which requires
approx. 1800 NAND gates (alternatively, if AES is used,
approx. 3000 gates are required).

Taking now into account the communication costs
(2%96+5 = 960 gates), the total approximate number of
gates is therefore approx. 2840 + 960 = 3800 gates for the
basic option, and approx. 3920 + 960 = 4880 gates for the
alternative option with a true random number generator.

With regard to protocols analyzed above, it requires
fewer gates than that of Okhubo, Suzuki and Kinoshita,
and is not vulnerable to de-synchronization attacks. As to
protocol of Henrici and Mueller, it outperforms it as well.
The third protocol above (protocol of Weis, Sarma, Rivest
and Engels) is also more expensive, while, in addition,
the new protocol does not contain its weakness, where
the first message is not cryptographically linked to the sec-
ond one. As to the last protocol above, it has an order of
magnitude higher cost than our protocol. Last but not least,
the cost of the new protocol is comparable to that of the
two non-deterministic protocols presented in [14]. How-
ever, if the challenge gets increased, this new non-deter-
ministic protocol starts outperforming the older two,
which require five NAND gates for each additional bit of
a challenge because of XOR operations (this holds true also
for other architecturally similar protocols).

3.6. Security analysis of ND-PEP

Let us now provide an informal security analysis of the
protocol:

1. Due to the properties of hash functions (pre-image
resistance, second pre-image resistance, collision resis-
tance), the secret that is included in the hashing opera-
tion to produce the second message cannot be
recovered by an attacker. Therefore as soon as it is
exposed to the attacker, the confidentiality of secret s
is ensured.

2. Authentication is provided on the basis of knowing the
secret s that is shared with the tag.

3. Authorization of a reader (and the back-end system to
which it is connected) is ensured through knowing
(having access only to) those pairs (ID, s) for which it
is authorized.

4. Malicious tracking of a tag is prevented by constantly
changing messages in the second step. Further, due to
these changing cryptograms (aliases) that form the sec-
ond message, not only anonymity is provided (non-
deterministic values in the second step can be viewed
as a kind of aliases), but also reply attacks are pre-
vented. Last but not least, minimizing protocol steps
is often prudent practice, because tracking side infor-
mation of the protocol can reveal the encrypted content
[39].

5. The exchanged messages are unique and fresh. This first
holds true for the first message, which serves as a
parameter for hashing of the second message, where
it is concatenated with a secret, and additionally ran-
domly rotated in the last 2* bit positions. This proce-
dure results in another pseudo-random value, so the
both values are always fresh, and they appear random
to an attacker. This is aligned with wise practices given
in [32].

Summing up, the protocol ensures privacy by preven-
tion of tracking through use of pseudonyms. Further, it
prevents excessive triggering of the tag by the reader, en-
sures reply prevention, and cryptanalytic attacks (in fact,
ID never crosses the medium).

Informal analysis is very descriptive, but often not suf-
ficient. Therefore formal analysis of security protocols is
often required. In the very particular area of RFIDs an of-
ten used formalism is the one proposed by Avoine [40],
but we have chosen AVISPA framework [41,42]. The rea-
sons are the following: AVISPA enables tight formalization
with its High Level Protocol Specification Language, or
HLPSL [43]. Further, it enables automatic verification of
HLPSL specifications by using four back-end checkers:
On-the-fly Model Checker (OFMC), CL-based Attack
Searcher (CL-AtSe), SAT-based Model Checker (SATMC)
and Tree Automata-based Protocol Analyzer (TA4SP). Last
but not least, AVISPA has obtained a wide reputation in
the area of (automated) formal checking and many IETF
and ISO standard protocols have been checked by AVISPA.
The formalized representation of our protocol, its envi-
ronment and goals are given in the appendix. We state
at the end of this section that ND-PEP has been success-
fully verified by OFMC (marked as SAFE), CL-AtSe (marked
as SAFE), SATMC (marked as SAFE), while TA4SP checker
had to give up the verification because of running out
of memory.

4. Conclusions

One key challenge in internet of things, IoT, is provision
of privacy. Taking into account that IoT devices have
numerous limitations, appropriate solutions have to be
lightweight, which especially holds true for RFIDs that
are in the center of this paper. These devices have the most
stringent requirements because of weak computational
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power and very limited energy (power) resources. On top
of this, IoT objects are increasingly penetrating business
environments, where the legal pressure is growing when
it comes to privacy.

This paper therefore first focuses on the appropriate
definition and formalization of privacy that is applicable
to business processes by providing a holistic model (based
on Petri nets) for formal treatment of privacy in business
environments. More precisely, it provides formal means
for appropriate addressing of privacy with security
policies.

Next, this paper focuses on technological level and
presents a new protocol for provision of privacy for com-
putationally weak devices. The harsh technical con-
straints that have to be met are presented, and
followed by details of the new lightweight protocol that
is non-deterministic and that deploys computational
asymmetry between a tag and a reader. It relies on pseu-
do-random responses that act as pseudonyms to preserve
privacy, and qualifies as being lightweight according to
quantitative metrics. Another advantage of this protocol
is that it outperforms other architecturally similar proto-

cols. Further, its requirement for additional logic gates
grows slower with increased challenge lengths compared
to its predecessors.
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Appendix A

This appendix gives a formal specification of ND-PEP
protocol that was used for formal verification of the pre-
sented protocol with AVISPA, which deploys the Dolev-
Yao adversary model [44]. The specification is in HLPSL
and the details about this language can be found in
[42,43] (also without detailed familiarity with HLPSL,
its specifications can be mainly understood by those
with background in formal verification techniques).

role client(

TR

Secret_TR

H

SND,RCV
played_by T def=

local
State
Random

const
random
init
State
transition

1. State
State’

end role

: agent,

: symmetric_key,
: hash_func,

: channel(dy))

. nat,
: text

: protocol_id

= 0 A RCV(Random’) =|>
:=1 A SND(H(Secret_TR.Random’))
A witness(T,R,random,Random’)

role server (

TR

Secret_TR

H

SND,RCV
played_by R def=

local
State
Random

const
random
init
State

: agent,

: symmetric_key,
: hash_func,

: channel(dy))

: nat,
. text

: protocol_id

=10
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transition
1. State =10 A RCV(start) =|>
State’ := 11 A Random’:= new()
A SND(Random”)

2. State =11 A RCV(H(Secret_TR.Random)) =|>
State’ =12
role session (

T,R . agent,

Secret_TR : symmetric_key,

H : hash_func)

def=
local

S1, S2 : channel (dy),

R1, R2 : channel (dy)
composition

client(T,R,Secret_TR,H,S1,R1)
A server(T,R,Secret_TR,H,S2,R2)

end role

role environment() def=

const
tr,i
h
secret_tr,secret_ir

intruder_knowledge
composition

session(t,r,secret_tr,h)

A session(t,r,secret_tr,h)
A session(i,r,secret_ir,h)
A session(i,r,secret_ir,h)

end role

: agent,
: hash_func,
: symmetric_key

= {t,r,i,secret_ir,h}

goal

%Reader authenticates Tag on random

authentication_on random

%Confidentiality of shared secret
secrecy_of secret_tr

end goal

environment()
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